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Decision/action requested

Approve the proposed solution for TR 33.700-32.
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References
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33.702 - Security for mobility over non-3GPP access to avoid full primary authentication
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Rationale

As KI1 was agreed, proposing the normative text/based on the solution agreed conclusion..
4
Detailed proposal
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* * * * Next Change * * * *
7A
Security for trusted non-3GPP access to the 5G core network

7A.1
General
Security for trusted non-3GPP access to the 5G Core network is achieved when the UE registers to the 5GC via the TNAN. The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-5G procedure, similar to the one used with the registration procedure for untrusted non-3GPP access. 

The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation. The requirement on the Ta interface between the TNAP and TNGF can be found in clause 4.2.8.3.2 of TS 23.501[2]. The TNGF terminates the EAP-5G signalling andfowards the NAS message to the 5GC when the UE attempts to register to 5GC via the TNAN. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. However, integrity protection would be provided.

NOTE: The encryption protection over Layer-2 between UE and TNAP is assumed to be enabled.
Separate IPSec SAs may be used for NAS transport and PDU Sessions. At the end of the UE’s registration to 5GC, an IPSec SA (NWt) is established between the UE and TNGF. This is used to protect NAS messages between the UE and TNGF. Later when the UE initiates a PDU session establishment, the TNGF initiates establishment of one or more IPSec child SAs per PDU session. This results in additional IPSec SA’s (NWt) to be setup between the UE and TNGF-UP which are then for user plane transport between the two.
Clause 7A.2.X describes when UE moves from one TNAP to another TNAP, authentication of UE from the previous context without performing the full primary authentication. 
Clause 7A.2.4 describes how WLAN UEs that do not support 5GC NAS (N5CW) register via trusted non-3GPP access. Those N5CW devices are able to authenticate to the network with 3GPP credentials and register with the help of an interworking function (TWIF) that provides the 5GC NAS protocol stack towards the AMF.
As defined in clause 7.1, it is the home operator policy decision if a non-3GPP access network is treated as trusted non-3GPP access network. When all of the security domains in clause 4.1 of the present specification related to the non-3GPP access network are considered sufficiently secure by the home operator, the non-3GPP access may be identified as a trusted non-3GPP access for that operator. However, this policy decision may additionally be based on reasons not related to security feature groups.

NOTE: It is specified in clause 7.1a of the current document how the UE gets the operator policy and how it will behave accordingly.
7A.2.X
Authentication for UE moving from one TNAP to another TNAP
When UE moves from one TNAP to another TNAP where both TNAPs are nearby or overlapping, the UE connectivity can break while connecting to the new TNAP. Additionally, UE also goes through another full primary authentication procedure, even though the second non-3GPP access connects to the same TNGF. A new full primary authentication may cause additional signaling and latency in the UE connection. This clause provides an optimisation via the Fast BSS Transition protocol as described in 802.11[I], through which primary authentication can be skipped and connection time will improve. The Fast BSS Transition protocol as described in 802.11[I] have certain elements with their properties:

· The R0KH and R1KH are responsible for the derivation of keys in the FT key hierarchy. 
· For Fast BSS transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH and R1KHs. The R0KH interacts with the IEEE 802.1X Authenticator to receive the MSK resulting from an EAP authentication. The R1KH interacts with the IEEE 802.1X Authenticator to open the Controlled Port. Both the R0KH and R1KH interactions with the IEEE 802.1X Authenticator occur within the mobility domain.
· -Each R0KH-ID and R1KH-ID is assumed to be expressed as a unique identifier within the mobility domain.
· R0KH and R1KH are collected in TNGF.
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Figure 7A.2.X-1 Authentication for UE moving from one TNAP to another TNAP
1. The UE wants to connect to the TNAP AP#1 that is advertising FT capability through inserting the MDE into Beacons and ProbeResponses. The MDE informs about that the AP is FT capable, the mobility domain ID (MDID) and the potential support of FT over DS. The UE and AP exchange 802.11 Authentication Request and Response.
If TNAP AP does not support FT, the AP shall not provide FT capability. 
NOTE: MDID (mobility domain ID) is used to indicate a group of APs, between which a UE can use fast BSS transition services. Fast BSS transitions are allowed only between APs that have the same MDID. Configuration of MDID in TNAP is up to the implementation. 
2. UE supporting FT shall send a (Re)association Request to the TNAP AP#1 with a MDE included indicating that the UE wants to perform FT within the indicated mobility domain.
If the UE does not support FT, the UE shall not send (Re)association Request. Therefore, TNAP AP#1 shall perform authentication defined in 7A.2.1 without executing the further steps.

3.  UE connects to TNGF and EAP authentication  is performed, similar to  figure 7A.2.1-1, steps 2 to 19. Additionally, 
· R0KH holder receives MSK. If a key hierarchy already exists for this UE belonging to the same mobility domain (i.e., having the same MDID), the R0KH shall delete the existing PMK-R0 security association and PMK-R1 security associations
· The UE and R0KH generate PMK-R0 (e.g., PMK) and PMKR0Name. 
4. UE and R0KH store the PMK-R0 (e.g. PMK) and PMKR0Name. the UE also stores R0KH-ID and R1KH-ID.

NOTE: Details of R0KH-ID, R1KH-ID and PMKR0Name are defined in 802.11[I].
5. The UE finds another AP (called  target AP) advertising FT capability and  the same mobility domain. If the target TNAP does not advertise FT capability, or MDID value does not match with the previously stored MDID value, the UE shall connect to target TNAP following the procedure defined in clause 7A.2.1 and further steps are skipped.
6. The UE sends an 802.11 Authentication Request to the Target AP TNAP AP#2) including MDE, R0KH-ID, PMKR0Name and SNonce.
7.  The TNAP AP#2 queries the R0KH for the required PMK-R1and fetches the PMK-R1 from the R0KH using R0KH-ID and PMKR0Name.

8. The target AP sends an 802.11 Authentication Response to the UE including ANonce and R1KH-ID.

9. The UE calculates PMKR1Name and initiates its reassociation to the target AP continuing the establishment of a PTK for the new association.

10. The UE sends a L2-802.11 Reassociation Request including PMKR1Name, ANonce, SNonce and MIC. The target AP checks the MIC and if successful installs the derived PTK for the subsequent data exchanges.  The target AP sends a Reassociation Response including ANonce, SNonce and MIC. The UE checks the MIC and, if successful, installs likewise the PTK
 for the subsequent data exchanges.
11. The UE and AP start securely exchanging data.


* * * * End of Change * * * *
�How R0KH identify the UE ?, should we fully rely on 802.11 specs ?


�PTK ? Shouldn’t we use the existing key name ?
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