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1
Decision/action requested

It is proposed to approve this contribution to conclude KI#1.
2
References

[1]
3GPP TR 33.701 Study on mitigations against bidding down attacks
3
Rationale

It is proposed to approve this conclusion for key issue#1.
PLMN either:

· performed decommissioning of the GERAN/UTRAN completely, or 
· decommissioned only in certain regions, or 
· performing decommissioning of the GERAN/UTRAN in phased manner. 
Solution(s) are required to address all the afore-mentioned scenarios. 
Configuration in the UICC addresses the security requirement of KI#1 in TR 33.701, where the UE is aware of the decommissioned RATs and avoid (re)selection of decommissioned RATs. When the PLMN is performing decommissioning of the GERAN/UTRAN completely, this is an efficient solution, where the UE is aware of the decommissioned RATs in the HPLMN before performing cell selection and also HPLMN avoid providing the redundant information in the NAS procedure. 
For the scenario of PLMN decommissioned only in certain regions or performing decommissioning of the GERAN/UTRAN in phased manner, then providing information during the NAS procedure for the TAI is the viable solution.
4
Detailed proposal

*** Start of Change ***

6
Conclusions

6.X
Conclusion for Key issue#1
There is a potential impact on UE for UE to take an action to only access allowed RAT based on received information from the 5GC or pre-provisioned information.
1. If the HPLMN decommissioned GERAN/UTRAN completely then: 

Information on restricted RAT types (i.e., GERAN/UTRAN) for the entire HPLMN is stored in the UICC. Operators can provision this information using UPU or OTA procedures. If the information is available in the UICC, then the UE excludes the combination of HPLMN ID and restricted RAT types of the HPLMN for any PLMN/Cell (re)selection procedures.
NOTE:
Details of the information storage in the UICC to be specified by CT WG6.

2. If the UE is in the VPLMN and/or if the PLMN performs phased decommissioning of GERAN/UTRAN:

During coexistence of GERAN/UTRAN with NR/LTE in a PLMN, AMF can consider UE location and PLMN's available RAT in UE location to allow UE access only specified RAT types in UE's last known location.                           

During NAS procedure (for example, registration, UCU), the network indicates to the UE about the information on restricted RAT types (i.e., GERAN/UTRAN) in a NAS message for the TAI or included list of TAIs or for the entire PLMN. If this information on restricted RAT types is available in the UE, then the UE excludes the combination of PLMN ID, TAI (if indicated) and restricted RAT types of the PLMN for any PLMN/Cell (re)selection procedures.
*** End of Change ***

