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1
Decision/action requested

This contribution is to be approved to the living document on NR mobility enhancement [1].
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Rationale

The Impact Analysis on the Inter-CU LTM [2] has taken into consideration the four options as presented by RAN2 LSin overall description document [4] (for the RAN2 document please refer to [3]).

The outcome of the impact analysis has shown that there can be a separation between security-related aspects and functional aspects which relate to the pure feasibility of the procedures.
For the security aspects the Option 1 has the most security vulenrability, as this is transferring the LTM related information via MAC CE. The MAC CE are being transferred unprotected, therefore for mitigation purposes the introduction of of MAC layer security might be required. The remaining options 2, 3 and 4 transfer LTM related information as additions to RRC procedures and/or NAS signalling procedures. These options can leverage the established AS and NAS security. 

For the functional aspects the Option 2 and 3 require additional functions, some of them require additions on RAN (i.e., gNB, UE) level, and some other require additions on Core network (i.e., AMF) level. 
The Option 3 is requiring the introduction of key life cycle management, as keys will be created for target base stations and sent in advance. But all the keys may not be used if the handover is not exceuted. This has the potential of leaving unused keys at the target base stations, which need to be cleaned up. 
The Option 4 is extending the existing procedures and is signlling the relevant LTM information on demand. This can work within the existing message framework without adding new security vulnerabilities. 
3.1
Abbreviations

AMF


Access and Mobility Management Function

AS



Access Stratum

gNB


next generation Node B

LTM


L1/L2 Triggered Mobility

MAC


Medium Access Control

MAC CE

MAC Control Element

NAS


Non-Access Stratum

RRC


Radio Resource Control

UE



User Equipment
4
Detailed proposal

Proposal#1: It is proposed to select the Option 4 for further analysis and for normative work on TS 33.501 [5].
