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Decision/action requested

To discuss and decide on the way forward for the security mechanism for LTM
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Rationale

Based on the discussions on the incoming RAN2 LS S3-241773 [1] in SA3#116 Jeju meeting, it was decided to have analysis on the LTM from security perspective to progress the work in SA3. This document provides the security analysis based on the latest work progress in RAN WGs on LTM procedures (c.f., clause 6 of this document).
4
Discussion
4.1
Signalling between source and target gNBs
Absence of signaling (related to LTM of UE) between the source and the target gNB, before handling of the protected (only encrypted) user plane traffic at the target, leads to denial of service attacks. It can be misused by an attacker by sending user plane packets on behalf of the victim UE, for the pre-configured security configuration. If the target always takes the first unused key in the sequence and deletes the key in the list then, by sending fake UP packets, the attacker can consume all the keys of the victim UE in the target gNB. That is, if the target starts handling the UP traffic without any indication/information from source gNB, then exhausting the pre-configured Security Configurations List of the victim UE in the target is possible by sending user plane packets on behalf of the victim UE by an attacker. By doing so, the victim UE cannot use the LTM feature at all. 
To mitigate such security threats, the target needs to receive the UE’s information from the source gNB during LTM execution procedure, as to ensure that LTM procedure is initiated by the source, which also ensures that the received information is in sync and to drop/ignore the randomly received UP packets at the target. 
Observation 1:
Absence of signaling between the source gNB and the target gNB before handling of the protected user plane traffic at the target leads to denial of service attacks.
Proposal 1:
Signalling between the source and the target gNB is required for appropriate handling of the security context of the UE in the candidate cells.
4.2
Authenticity verification of the Cell Switch Command
If authenticity verification of the LTM message is not performed, then it may be possible for the attacker to transmit fake LTM cell switch command(s) to the victim UE(s), which may lead to DoS attack on the UE (making the UE to move between the DUs unnecessarily or making the UE to move to a particular DU which does not support the specific service which is of interest to the UE). From the RAN perspective, the attacker can mount targeted attack by overloading a particular DU/cell by moving nearby UEs. Therefore, it is necessary to address this security threat for the LTM, at least in Rel-19 for Inter-CU scenarios.
Observation 2: Attacker can mount DoS attack by sending fake Cell Switch Command to the victim UEs, making them to perform LTM procedure unnecessarily and can overload a particular LTM candidate cell.
Proposal 2:
It is necessary to verify the authenticity of the Cell Switch Command, at least in Rel-19 for Inter-CU scenarios to mitigate DoS attack.
4.3
Analysis of the options and actions in RAN2 LS 
4.3.1
Option 1
	Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).


Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command  MAC CE.


Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE. 


Observation 3: Unprotected MAC CE to deliver the security information from the DU to the UE.
Observation 4: If NH value(s) are distributed by the source to the target, then it violates the purpose of the NH, as NH is used to break the source deriving the KgNB chain (forward security). There is possibility of generation of only 7 NHs per KAMF due to the size of NCC value. Use of NH complicates the procedure if there is KAMF rekeying. Impact to the AMF to provide multiple {NH, NCC} pairs.
Observation 5: There is high possibility for KgNB de-sync between the UE and the CU: if a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. 
4.3.2
Option 2
	Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered). It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list during LTM cell switches: 

Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.


Option 2B:  As an alternative to choosing the next unused NCC (as in option 2A), horizontal key derivation is used in this option if the LTM cell switch is between the same two CUs. 


Observation 6: If CN has to provide multiple {NH, NCC} pairs to the Source gNB, then only 7 NHs per KAMF is possible due to the size limitation of the NCC value.
Observation 7: Violates the current procedure specified for forward security property as the source gNB will know the AS keys in use in the candidate cells if LTM is performed. 
Observation 8: If a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. There is a possibility of de-sync of KgNB. 

4.3.3
Option 3

	Option 3: After the execution of inter-CU LTM cell switch, the participating gNBs are expected to be updated with new K-gNB* to be used for the next inter-CU LTM cell switch. The UE and CN are aware of how the UE would use the next NCC value.


Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.


Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.


Observation 9: There is a need for tight co-ordination between the CU and the DU, as the CU needs to distribute the keys before the DU issues Cell Switch Command. 
Observation 10: The NH associated with the NCC value selected in sequence by the UE may not be available in the target gNB, which leads to HO failure.
Observation 11: If a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. There is a possibility of de-sync of KgNB. 

4.3.4
Option 4

	Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch. 




Observation 13: Providing NCC for the inter-CU LTM cell switch in RRC signalling is aligned with the legacy handover procedure as in Xn handover procedure. But it might be too early to indicate the NCC value, as between the RRC signalling and Cell Switch command, there can be change in KAMF.
Observation 14: Requires signalling to all candidate cells for every LTM cell switch trigger and further requires RRC re-configuration to be sent to the UE for each LTM cell switch trigger. This is contradictory to the objectives of RAN2 study where it was mentioned to avoid the RRC re-configuration message.
4.3.5
Action to SA3
	2. Actions:

To SA3

ACTION: RAN2 respectfully asks SA3 to take the above information related to security key change for Inter-CU LTM into account and comment on the below questions:

1. RAN2 asks SA3 to consider the needed signalling between participating network nodes for each option and inform RAN2 if any of the above options is not feasible or not acceptable from security perspective and provide modifications that could make that options feasible and acceptable.

2. RAN2 requests SA3 whether, for each option, the change of security algorithm or the change of key set indicator is to be supported for inter-CU LTM.


Observation 15: For the action 1), there is signalling message (Cell Switch Notification) from the source to the target gNB (c.f., RAN3 agreement in RAN3#124 meeting, captured in the Annex of this document). 

( Inter-gNB LTM procedure for reference and proposed security aspects 
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Figure 1: Inter-gNB LTM procedure

Proposal 3: Horizontal key derivation using the active KgNB is performed always for the LTM (even if unused NH is available in the source gNB) in the UE and in the source gNB, therefore the NCC value and KSI are not required for the UE to derive the KNG-RAN*.   
Proposal 4: The security key (KNG-RAN*) and the corresponding NCC value are included in the Cell Switch Notification message from the source to the target gNB.
Proposal 5: List of nonce are generated and distributed by the source gNB to the candidate gNB(s) and also to the UE, so that whenever gNB sends the Cell Switch command, nonce from the list is included along with the message. Upon receiving the Cell Switch command, the UE verifies whether the received nonce is part of the list provided by the source.  
Observation 16: For subsequent LTM, steps 10 to 20 in Figure 1 are performed. In this scenario, unique key KNG-RAN* (non-repeating) is derived using the KgNB in use in the source and in the UE. 
Observation 17: For action 2), Support for the target gNB to select the security algorithm based on the local policy is required.
Proposal 6: As part of LTM preparation, the target chooses the ciphering algorithm and integrity algorithm which has the highest priority from its configured list and is also present in the UE security capability. The target sends HO Request Acknowledge to the source indicating the identifiers for the selected algorithm(s) for the UE. The source includes the algorithm identifier(s) received from the target in the RRC Connection Reconfiguration Request. The UE stores the LTM candidate configurations along with the selected algorithms received in the RRC Connection Reconfiguration Request.
5
Observations and Proposals

Observation 1:
Absence of signaling between the source gNB and the target gNB before handling of the protected user plane traffic at the target leads to denial of service attacks.

Observation 2: Attacker can mount DoS attack by sending fake Cell Switch Command to the victim UEs, making them to perform LTM procedure unnecessarily and can overload a particular LTM candidate cell.

Observation 3: It is not recommended to deliver the Unprotected/Unauthenticated MAC CE carrying the security information from the DU to the UE.
Observation 4: If NH value(s) are distributed by the source to the target, then it violates the purpose of the NH, as NH is used to break the source deriving the KgNB chain (forward security). There is possibility of generation of only 7 NHs per KAMF due to the size of NCC value. Use of NH complicate the procedure if there is KAMF rekeying. Impact to the AMF to provide multiple {NH, NCC} pairs.

Observation 5: There is high possibility for KgNB de-sync between the UE and the CU: if a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. 

Observation 6: If CN has to provide multiple {NH, NCC} pairs to the Source gNB, then only 7 NHs per KAMF is possible due to the size limitation of the NCC value.

Observation 7: NH distribution by the source gNB violates the current procedure specified for forward security property as the source gNB will know the AS keys in use in the candidate cells, if LTM is performed. 

Observation 8: If a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. There is a possibility of de-sync of KgNB. 

Observation 9: There is a need for tight co-ordination between the CU and the DU, as the CU needs to distribute the keys before the DU issues Cell Switch Command. This co-ordination might increase the HO latency.
Observation 10: The NH associated with the NCC value selected in sequence by the UE may not be available in the target gNB, which leads to HO failure.

Observation 11: If a new KAMF is taken into use (NAS key re-keying/refresh), then UE uses the refreshed/rekeyed KAMF for NH derivation, whereas the NH pre-configured in the candidate gNBs are derived using the old KAMF. There is a possibility of de-sync of KgNB. 

Observation 13: Providing NCC for the inter-CU LTM cell switch in RRC signalling is aligned with the legacy handover procedure as in Xn handover procedure. But it might be too early to indicate the NCC value, as between the RRC signalling and Cell Switch command, there can be change in KAMF.
Observation 14: Requires signalling to all candidate cells for every LTM cell switch trigger and further requires RRC re-configuration to be sent to the UE for each LTM cell switch trigger. This is contradictory to the objectives of RAN2 study where it was mentioned to avoid the RRC re-configuration message.
Observation 15: For the action 1), there is signalling message (Cell Switch Notification) from the source to the target gNB (c.f., RAN3 agreement in RAN3#124 meeting, captured in the Annex of this document). 

Observation 16: For subsequent LTM, steps 10 to 20 in Figure 1 are performed. In this scenario, unique key KNG-RAN* (non-repeating) is derived using the KgNB in use in the source and in the UE. 
Observation 17: For action 2), Support for the target gNB to select the security algorithm based on the local policy is required.

	Proposal 1:
Signalling between the source and the target gNB is required for appropriate handling of the security context of the UE in the candidate cells and to mitigate DoS attack on LTM.
Proposal 3:
Horizontal key derivation (using the active KgNB) is performed always for the LTM (even if unused NH is available in the source gNB), therefore the NCC value and KSI are not required for the UE to derive the KNG-RAN*.   
Proposal 4:
The security key (KNG-RAN*) and the corresponding NCC value are included in the Cell Switch Notification message from the source to the target gNB.
Proposal 2:
It is necessary to verify the authenticity of the Cell Switch Command, at least in Rel-19 for Inter-CU scenarios to mitigate DoS attack on LTM.
Proposal 5:
List of nonce are generated and distributed by the source gNB to the candidate gNB(s) and also to the UE, so that whenever gNB sends the Cell Switch command, nonce from the list is included along with the message. Upon receiving the Cell Switch command, the UE verifies whether the received nonce is part of the list provided by the source.  
Proposal 6:
As part of LTM preparation, the target chooses the ciphering algorithm and integrity algorithm which has the highest priority from its configured list and is also present in the UE security capability. The target sends HO Request Acknowledge to the source indicating the identifiers for the selected algorithm(s) for the UE. The source includes the algorithm identifier(s) received from the target in the RRC Connection Reconfiguration Request. The UE stores the LTM candidate configurations along with the selected algorithms received in the RRC Connection Reconfiguration Request.
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Annex

RP-241514 [2] provides the RAN WGs progress on the NR mobility enhancements Phase 4 WID. Below are the excerpt from the RP-241514 [2] on the working assumption made in RAN WGs relevant to security aspects:

	2.2
RAN2
2.2.1
Agreements
RAN2#125bis:
Agreements on scenarios:

· RAN2 first focus on inter-CU LTM in NR standalone scenario and use it as baseline for supporting inter-CU LTM in NR-DC scenarios.
· Rel-19 inter-CU LTM also supports mixture of subsequent inter-CU LTM and subsequent intra-CU LTM after an inter-CU or intra-CU LTM switch.
· UE can be configured with a mixture of intra-CU and inter-CU candidate LTM cells and irrespective of how the UE is configured with this mixture, UE measurement and reporting procedures will be the same for both intra-CU and inter-CU candidate LTM cells.
Agreements on latency analysis:

· Mobility latency analysis of rel-18 intra-CU LTM is reused for Rel-19 inter-CU LTM.
Agreements on early sync phase:

· Early DL and UL sync is also supported for inter-CU LTM.  Inform RAN3 of this. Early DL sync using CSI-RS should be considered, pending RAN1 approval.
· PDCCH ordered early RACH is supported for inter-CU LTM.
· For early TA acquisition, Rel-18 option is baseline. FFS for RAR based option.
Agreements on LTM cell switch execution phase:

· Upon inter-CU LTM execution, UE performs
· MAC reset

· RLC re-establishment

· PDCP re-establishment

· Security key update

· FFS if there is an inter-CU LTM w/o security key change. 
Agreements on measurements:

· L1 LTM measurement event configuration is associated with L1 measurement resource configuration provided in LTM configuration via RRC signaling.
RAN2#126:
Agreements on inter-CU LTM:

Clarification of DC

· An LTM configuration with inter-CU LTM candidate cells can be configured either by the MCG or SCG (but not for both simultaneously) and it is up to the network to handle this (further details up to RAN3, if any). No restriction for intra-CU LTM candidate cells.
Xn-based and N2-based inter-CU LTM
· Xn-based inter-CU LTM is prioritized in Rel-19.
Stage-2 signaling flows and procedures
· The preparation of inter-CU LTM configuration is initiated by the source gNB-CU.
· For each candidate cell, the preparation of lower layer configuration is initiated by the candidate gNB-CU, based on the LTM request from the source gNB-CU. RAN2 assumes the interaction between the candidate gNB-CU and candidate gNB-DU follows the same signaling procedure for intra-CU LTM.
· The source gNB-CU is responsible to collect the configurations and information of candidate cells from multiple candidate gNB-CUs and generates the common CSI resource configuration for L1 measurement on candidate cells.
· In order to support subsequent LTM, the source gNB-CU needs to inform the candidate gNB-CU(s) about the common CSI resource configuration and the collected information of candidate cells from multiple candidate gNB-CUs. The candidate gNB-CU(s) responds with the candidate configuration to the source gNB-CU accordingly (if needed).
Preparation: 

RRC Configuration/structure
· The RRC signalling structure and modelling for Rel-18 LTM is taken as the baseline for inter-CU LTM.
LTM Candidate ID
· For inter-CU LTM, LTM candidate ID is unique across all the participating gNB-CUs.
Max number of LTM candidate IDs
· The maximum number of LTM candidate cell configuration is 8, regardless of whether these are intra-CU or inter-CU LTM candidate configurations.
Early sync:

RAR based option
· RAR-based TA acquisition is not supported for inter-CU LTM for non-conditional LTM. FFS on conditional LTM.
Execution:

LTM Cell Switch Command
· R18 LTM CSC MAC CE is baseline to trigger LTM cell switch for inter-CU LTM.
LTM Cell switch completion
· Support CG-based RACH-less and DG-based RACH-less procedures for inter-CU LTM.
· The LTM completion defined for intra-CU LTM is followed for R19 LTM.
Agreements on measurement enhancements for LTM:

· Event triggered L1 measurement should be designed for the following LTM purposes:

· Select the candidate beam/cell to trigger early synchronization.

· Select the target beam/cell and trigger LTM cell switch procedure.

· For event triggered L1 measurement, use of beam level measurement result for event evaluation is baseline. FFS for the cell level measurement.

· Support the following LTM events based on beam specific quality of serving cell and candidate cells as the L1 LTM measurement events.

· Event LTM2: Beam of serving cell becomes worse than absolute threshold;

· Event LTM3: Beam of candidate cell becomes amount of offset better than beam of serving cell;

· Event LTM4: Beam of candidate cell becomes better than absolute threshold;

· Event LTM5: Beam of serving cell becomes worse than absolute threshold1 AND Beam of candidate cell becomes better than another absolute threshold2.

· FFS on what beam(s) of the serving cell and neighboring cell is used for event evaluation. FFS on the need of Event LTM1.

· Support the beam config of both SSB and CSI-RS in L1 measurement resource configuration in LTM config. Working assumption: Same RS type should be used for both serving and neighbouring cell for event LTM3 and event LTM5.

· RAN2 assumes filtering of the L1 measure results is needed. It’s up to RAN1 whether the specified L1 filtering is needed or ok to leave it to UE implementation.

· For LTM event evaluation, TTT, hysteresis for entering/leaving, and/or beam specific (FFS for cell specific) offset can be applied. FFS on the need of measurement reporting once leaving condition is met.
2.2.2
Remaining Open issues 

· On inter-CU Layer 2 Mobility (LTM)

· FFS on Security key handling at inter-CU LTM switch without and with DC.

· FFS on details on UE configuration of inter-CU and on the usage of reference config.

· On Measurements related enhancements for purpose of supporting LTM: 

· FFS on detailed measurement definitions and UE requirements, UE procedures related to measurements and reporting.

· FFS on Specify support of conditional LTM 

· Specify UE evaluated conditions for triggering LTM

· Aim to support conditional LTM including subsequent LTM

· Prioritise intra-CU LTM
2.3
RAN3
2.3.1
Agreements
RAN3#123bis:
· Prioritize to support inter-CU LTM over Xn interface, and RAN3 specify the inter-CU LTM solutions for standalone scenario first.

· Reuse existing Xn Handover Request and Handover Request ACK for Inter-CU LTM initial preparation. 

· Confirm the case that inter-CU LTM is not configured in both MCG and SCG at the same time.

· Cell Switch Notification from source DU to target DU (in different gNB from source) for LTM execution.

· Early data forwarding can be supported for inter-CU LTM. 

RAN3#124:
· Source gNB-CU initiates the handover preparation procedure for inter-gNB-CU LTM.

· Introduce a new procedure on Xn to transfer the TA information.

· A new XnAP class 2 procedure, namely LTM Cell Switch Notification is introduced on Xn to forward the target Cell ID and target TCI state ID(s) from the source gNB-CU to the target gNB-CU.

· Reuse Handover Success procedure over Xn for Rel-19 Inter-CU LTM, to tell the source CU that the UE has accessed to the target Cell.

· The Handover Cancel message is reused by the source gNB to release the reserved resource for LTM candidate cells in the candidate gNBs.

· Early data forwarding can be triggered before the Source gNB triggers a MAC CE Command to the UE to change cells, timing is left to implementation.

· Early sync configuration (TCI state and RACH configuration) can be obtained during the LTM preparation phase through the handover request and handover request acknowledge messages.

· A candidate gNB can initiate cancellation of configured LTM candidate cell(s) of its own.

2.3.2
Remaining Open issues
· FFS on the LTM modification procedures.

· FFS on the candidate gNB-initiated LTM cancel procedures.

· FFS on whether to reuse the existing XnAP UE CONTEXT RELEASE message at the source gNB if no LTM candidate cell(s) exist in the source gNB.

· FFS on Specify support of conditional LTM 

· Specify UE evaluated conditions for triggering LTM

· Aim to support conditional LTM including subsequent LTM

· Prioritise intra-CU LTM
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