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1
Decision/action requested

It is proposed to approve this key issue to study potential solution for authentication and authorization of digital asset.
2
References

[1] 3GPP TS 22.156 Mobile Metaverse Services

3
Rationale

Based on the LS response from SA1 and SA6 it is clear that a unique identifier is required to identify a Digital Asset i.e., “Digital Asset Identifier”. This pCR proposes to add key issue for authentication and authorization of digital representation. 
4
Detailed proposal

*** Start Change ***
5.X
Key Issue #X: Authentication and authorization of digital representation
5.X.1
Key issue details
According to TS 22.156 [3] a user can take part in mobile metaverse services that provide digital representations of several other users simultaneously, for example, to support a Conference using XR media. Avatar is one kind of digital representation with its digital asset identity (eg., Avatar ID) used to identify the digital representations (eg., Avatars). Avatars are employed in mobile metaverse services mainly to represent a user.
In order for the digital asset of users to use the metaverse services, the digital asset should be used by only authenticated and authorized users. Therefore, it is essential to ensure the digital asset is not used by malicious users. 
5.X.2
Security threats
A malicious user can use the digital asset without authentication and authorization to get metaverse services.

5.X.3
Potential security requirements

The 5G system shall be able to authenticate and authorize the digital representation (e.g., avatar) used in mobile metaverse services. 
*** End Change ***
