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1	Decision/action requested
Approval of a new solution to address KI#4 in TR 33.776.
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3	Rationale
This contribution proposes a solution that addresses Key Issue #4 - Certificate enrolment, as defined in TR 33.776 [1]. The solution is based on use of the ACME protocol, as defined in RFC 8555 [23].
4	Detailed proposal
***	BEGINNING OF CHANGES (all text new) ***
[bookmark: _heading=h.gjdgxs]6.x	Solution #x: Using ACME protocol for certificate enrolment  
[bookmark: _heading=h.30j0zll]6.x.1	Introduction
This solution proposes to use the ACME protocol to address the requirements in key issue KI#4 (Certificate enrolment), of the study, TR 33.776 [1].                          
[bookmark: _heading=h.1fob9te]6.x.2	Solution details
[bookmark: _heading=h.3znysh7]6.x.2.1 	Initial Trust
This solution can assume that the initial trust has already been established via a pre-populated list of trust anchors the client trusts and stores locally. Alternatively, this solution may reuse the initial trust schema defined in clause 10.2.2.2 of TS 33.310 [32], which is briefly described as follows. 
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Figure 6.x.2.1-1 Initial trust schema
[bookmark: _heading=h.2s8eyo1]As depicted in Figure 6.x.2.1-1 Operation, administration and maintenance (OAM) system has a preestablished trust with Operator CA/RA. An operator CA/RA can be a trusted third-party CA/RA, with which the 5GS has a pre-established trust. The OAM can configure the 5G Core NF with a list of trust anchors and with a private/public key pair to be used for ACME account creation. Alternatively, the 5G Core NF client can generate its own key pair. 
[bookmark: _heading=h.wehpw9k9ksi2]Note that the Operator CA/RA behaves as an ACME server and the 5G Core NF acts as an ACME client. 
ACME can be implemented in multiple ways depending on the trust model that network participants wish to use and the components of the 5G infrastructure that use ACME based certificates. Like any PKI, there need to be mechanisms to populate and update each client's local trust store containing details about all of the root certificates it trusts 
6.x.2.1.1 5G NF Instance ID 
For this solution, a new identifier for a CNF suitable for ACME-centric communication called nf-instance-acme-id is proposed. The nf-instance-acme-id is a uniform resource identifier (URI). The Nf-instance-acme-id may take the two different forms. First, the Nf-instance-acme-id can be an FQDN. Second, Nf-instance-acme-id can be a URI with FQDN as authority. 
ACME (RFC 8555) [3] protocol identifies an ACME client and an ACME server with a URL (e.g. www.example.org). The nf-instance-acme-id is a combination of a URI (described above) and a unique identifier for CNF instance (CNF-instance-identifier). The structure of an CNF-instance-identifier is further described in the following texts. In other words, The syntax for the Nf-instance-acme-id can be expressed as one of the following:
URI/FQDN:
<CNF-instance-identifier>.example.org
URI with FQDN authority:
www.example.org/nf/<CNF-instance-identifier> 
The CNF-instance-identifier in the nf-instance-acme-id can reuse a universally unique identifier (UUID) format of the NF instance ID as described in clause 5.3.2 of TS 29.571 [7]. For example, "f81d4fae-7dec-11d0-a765-00a0c91e6bf6" is a hexadecimal string representation of the NF Instance ID. Furthermore, a CNF instance identifier may be of alphanumeric string format or an alphanumeric string with special characters (e.g., 234abc-slice23).  
This solution may also reuse the predefined FQDN syntax for NF such as the one described in clause 28.3.2.5 of TS 23.003 V16.3.0 [6]. The ACME NF can be identified with Nf-instance-acme-id as follow: 
<CNF-instance-identifier>.5gc.mnc.mcc.3gppnetwork.org
where, CNF-instance-identifier is a unique and standard identifier for a 5G core NF instance as described herein. An alternative Nf-instance-acme-id that is a URI with FQDN as authority can be expressed as follows:
5gc.mnc.mcc.3gppnetwork.org/nf/<CNF-instance-identifier>
                       
[bookmark: _heading=h.3dy6vkm] 6.x.2.1.2 Certificate enrolment request
Figure 6.x.2.1.2-1 describes the ACME certificate enrolment procedure with 5G NF Identifierfor a 5G NF. Note that 5G Core NF can also be referred to as 5G NF.
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[bookmark: _heading=h.44sinio]Figure 6.x.2.1.2-1 – ACME certificate enrolment
1. The ACME client/5G NF selects a CA based on configuration from the OAM system, as specified in TS 33.310 [2], clause 10.2.3, and sends a request to create an ACME account. All other necessary parameters to enable the communication with operator CA/RA such as the address shall have been configured by OAM. The ACME server validates the request, creates the account and sends a response back to the client based on the RFC 8555 [3].   

2. The ACME client requests a certificate by sending a new order request for 5G SBA ACME Identifier the corresponding Nf-instance-acme-id to the CA’s newOrder resource using an HTTP POST request. 5G SBA ACME IIdentifier can be any ACME identifier shown to work with 5G SBA, e.g., Solution #1, Solution #2, Solution #3The request contains an indication of a new order. The JSON payload contains the ACME client identifier. The request message is signed using the ACME client’s private key. 

In the following example with a new order request from an ACME client, a DNS type ACME identifier is used as described in RFC 8555 [3]. However, other defined identifier types may be used where applicable. An example of is as follows:

POST /acme/new-order HTTP/1.1
   Host: example.com
   Content-Type: application/jose+json

   {
     	"protected": base64url({
     	 "alg": "ES256",
    	 "kid": "https://example.com/acme/acct/evOfKhNU60wg",
       	 "nonce": "5XJ1L3lEkMG7tR6pA00clA",
 "url": "https://example.com/acme/new-order"
     }),
     	"payload": base64url({
 "identifiers": [
         	{ "type": "dns", "value": "www.CNF-instance-identifier.example.org"},
       ],
 "notBefore": "2016-01-01T00:04:00+04:00",
 "notAfter": "2016-01-08T00:04:00+04:00"
     }),
3. "signature": "H6ZXtGjTZyUnPeKn...wEA4TklBdh3e454g"
4.    }	
5. 
6. The ACME server responds with a 201 (Created) response back to the client indicating that the request has been fulfilled with further actions from the Client, whichthat includes authorization objects with challenges to be satisfied as described in RFC 8555[2]. An example of response from ACME server is expressed as follows:   
7. 
8. HTTP/1.1 201 Created
9.    Replay-Nonce: MYAuvOpaoIiywTezizk5vw
10.    Link: <https://example.com/acme/directory>;rel="index"
11.    Location: https://example.com/acme/order/xxxx
12. 
13.    {
14.      	"status": "pending",
15. "expires": "2016-01-05T14:09:07.99Z",
16. 
17. "notBefore": "2016-01-01T00:00:00Z",
18. "notAfter": "2016-01-08T00:00:00Z",
19. 
20. "identifiers": [
21.        	    { "type": "dns", "value": "www.CNF-instance-identifier.example.org" },
22.        	}
23.            ],
24. 
25.      	"authorizations": [
26.        	"https://example.com/acme/authz/PAniVnsZcis",
27.        	"https://example.com/acme/authz/r4HqLzrSrpI"
28.      ],
29. 
30.      "finalize": "https://example.com/acme/order/xxxx/finalize"
31.    }
32. 
The ACME client checks the authorization objects within an orderthe response and completes the listed challenges before requesting the ACME server to sign the certificate as described in RFC 8555 [2]. Any challenge validation methods shown to work for 5G SBA can be included in this list. For instance, an ‘http-01’ type challenge is depicted below as described in RFC 8555 [3]. However, the challenge can be extended to other challenge types.
33. 
34. 
35. {
36.      "status": "pending",
37.      "expires": "2015-03-01T14:09:07.99Z",
38. 
39.      "identifier": {
40.        "type": "dns",
41.        "value": "www.NF_InstanceID.example.org"
42. 
43.      },
44.      "challenges": [
45.      	  {
46.          		"url": "https://example.com/acme/chall/prV_B7yEyA4",
47.         		 "type": "http-01",
48.         		 "status": "valid",
49.         		 "token": "DGyRejmCefe7v4NfDGDKfA",
50.         		 "validated": "2014-12-01T12:05:58.16Z"
51.     	   }
52.      ],
53.      "wildcard": false
54.    }

55. Provided thatAfter the ACME client successfully completes the challenge validation procedure, the ACME server can generate a certificate for the Nf-instance-acme-id. At this point, authorizations are in the “valid” state and the order is “ready”. Upon receiving the acknowledgement, the client willit sends a Certificate Signing Request (CSR) to the ACME server.  	
56. If the call to finalize the order is valid, tThe ACME server will issues the certificate and publishes it in the corresponding resource directory to the URL provided in the order object.. The following is a JSON message from the server depicting certificate URL and valid status of the certificate. 
57. 
58. HTTP/1.1 200 OK
59.    Replay-Nonce: CGf81JWBsq8QyIgPCi9Q9X
60.    Link: <https://example.com/acme/directory>;rel="index"
61.    Location: https://example.com/acme/order/xxxx
62. 
63.    {
64.         "status": "valid",
65.         "expires": "2016-01-20T14:09:07.99Z",
66. 
67.         "notBefore": "2016-01-01T00:00:00Z",
68.          "notAfter": "2016-01-08T00:00:00Z",
69. 
70.      "identifiers": [
71.           {"type": "dns", "value": "www.CNF-instance-identifier.example.org"},
72.      ],
73. 
74.      "authorizations": [
75.           “https://example.com/acme/authz/PAniVnsZcis",
76.           "https://example.com/acme/authz/r4HqLzrSrpI"
77.      ],
78. 
79.      "finalize": "https://example.com/acme/order/xxxx/finalize",
80. 
81.      "certificate": "https://example.com/acme/cert/mAt3xBGaobw"
82.    }
83. 
84. The ACME client downloads the certificate by sending a POST-as-GET request to the certificate URL provided. 
[bookmark: _heading=h.lnxbz9]6.x.3 Evaluation
This solution addresses the KI#4.
This solution impacts core network function, OAM and service protocols in the 5G core network. 
The solution introduces a unique NF identifier suitable for unique ACME-centric 5G NF that takes into account ACME identifiers from IETF standard.
The solution outlines how certificate enrolment in 5G SBA may be performed using the ACME protocol [2] with any ACME identifier type and corresponding ACME challenge validation types that are suited for use in 5G SBA deployments. 
Editor’s Note: Further evaluation is FFS.

***	END OF CHANGES	***
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