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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[5]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
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[24]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
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[26]	Void
[27]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[28]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[29]	SECG SEC 1: Recommended Elliptic Curve Cryptography, Version 2.0, 2009. Available http://www.secg.org/sec1-v2.pdf
[30]	SECG SEC 2: Recommended Elliptic Curve Domain Parameters, Version 2.0, 2010. Available at http://www.secg.org/sec2-v2.pdf
[31]	3GPP TS 38.470: "NG-RAN; F1 General aspects and principles".
[32]	3GPP TS 38.472: "NG-RAN; F1 signalling transport".
[33] 	3GPP TS 38.474: "NG-RAN; F1 data transport".
[34]	3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)"
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[40]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[41]	3GPP TS 38.460: "NG-RAN; E1 general aspects and principles".
[42]	Void.
[bookmark: _Hlk525285309][43]	IETF RFC 6749: "OAuth2.0 Authorization Framework".
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[45]	IETF RFC 7515: "JSON Web Signature (JWS)".
[46]	IETF RFC 7748: "Elliptic Curves for Security".
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[52]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[53]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[54]	3GPP TS28.533: " Management and orchestration; Architecture framework". 
[55]	3GPP TS28.531: "Management and orchestration of networks and network slicing; Provisioning". 
[56]	Void
[57]	IETF RFC 7542: "The Network Access Identifier".
[58]	IETF RFC 6083: " Datagram Transport Layer Security (DTLS) for Stream Control Transmission Protocol (SCTP)".
[59]	IETF RFC 7516: "JSON Web Encryption (JWE)". 
[60]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[61]	IETF RFC 5705,"Keying Material Exporters for Transport Layer Security (TLS)".
[62]	IETF RFC 5869 "HMAC-based Extract-and-Expand Key Derivation Function (HKDF)".
[63]	NIST Special Publication 800-38D: "Recommendation for Block Cipher Modes of Operation: Galois Counter Mode (GCM) and GMAC".
[64]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[65]	3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications.
[66]	3GPP TS 31.111: "Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)".
[67]	IETF RFC 9048: "Improved Extensible Authentication Protocol Method for 3GPP Mobile Network  Authentication and Key Agreement (EAP-AKA')".
[68]	3GPP TS 29.510: "5G System; Network function repository services".
[69]	3GPP TS 36.331: "Radio Resource Control (RRC); Protocol specification".
[70]	3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data; Stage 3".
[71]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[72]	3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC)".
[73]	3GPP TS 29.573: " Public Land Mobile Network (PLMN) Interconnection; Stage 3".
[74]	3GP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[bookmark: _Hlk26870135][75]	IEEE TSN network aspects: see 3GPP TS 23.501 [2] references [95], [96], [97], [98], [104], and [107].
[76]	IETF RFC 9190: "EAP-TLS 1.3: Using the Extensible Authentication Protocol with TLS 1.3".
[77]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[78]	3GPP TS 38.401: "NG-RAN; Architecture description".
[79]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)"
[80]	IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012) - IEEE Standard for Information technology—Telecommunications and information exchange between systems Local and metropolitan area networks—Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.
[81]	IETF RFC 2410 "The NULL Encryption Algorithm and Its Use With IPsec".
[82]	Void
[83]	RFC 7858: "Specification for DNS over Transport Layer Security (TLS)".
[84]	RFC 8310: "Usage Profiles for DNS over TLS and DNS over DTLS".
[85]	RFC 4890: "Recommendations for Filtering ICMPv6 Messages in Firewalls".
[86]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[87]	3GPP TS 38.305: "Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
[88]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2".
[89]	IANA: "Transport Layer Security (TLS) Parameters".
[90]	RFC 2818: "HTTP Over TLS".
[91]	3GPP TS 33.535: "Authentication and key management for applications based on 3GPP credentials in the 5G System (5GS)".
[92]	3GP TS 29.573: "5G System; Public Land Mobile Network (PLMN) Interconnection".
[93]	3GPP TS 29.503: "5G System; Unified Data Management Services".
[94]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition".
[95]	3GPP TS 29.502: "5G System; Session Management Services".
[96]	3GPP TS 29.526: "5G System; Network Slice-Specific Authentication and Authorization (NSSAA) services".
[97]	3GPP TS 23.402: "Authentication enhancements for non-3GPP accesses".
[98]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[99]	RFC 5281: "Extensible Authentication Protocol Tunneled Transport Layer Security              Authenticated Protocol Version 0 (EAP-TTLSv0)". 
[100]	RFC 6678: "Requirements for a Tunnel-Based Extensible Authentication Protocol (EAP) Method".
[101]	General Data Protection Regulation, https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02016R0679-20160504&from=EN.
[102]	3GPP TS 33.246: "Security of Multimedia Broadcast/Multicast Service (MBMS)". 
[103] 	3GPP TS 23.247: "Architectural enhancements for 5G multicast-broadcast services".
[104]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[105]	3GPP TS 23.288: "Architecture enhancements for 5G System(5GS) to support network data analytics services".
[106]	3GPP TS 23.554 Application architecture for MSGin5G Service; Stage 2.
[107]	3GPP TS 22.262 Message service with the 5G System (5GS); Stage 1.
[108]	3GPP TS 26.502: "5G multicast–broadcast services; User Service architecture".
[109]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[110]	NIST Special Publication 800-90A (2015): "Recommendation for Random Number Generation Using Deterministic Random Bit Generators".
[111]	IETF RFC 4555 (2006-06): "RFC IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[112]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[x1]	3GPP TS 35.240: "Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[x2]	3GPP TS 35.244: "Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[x3]	3GPP TS 35.245: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[x4]	3GPP TS 35.241: "Specification of the Snow 5G based 256-bits algorithm set: Specification of the 256-NEA4 encryption, the 256-NIA4 integrity algorithm, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 2: implementation test data".
[x5]	3GPP TS 35.244: Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 2: implementation test data".
[x6]	3GPP TS 35.247: Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 2: implementation test data".

********** NEXT CHANGE**********

[bookmark: _Toc19634562][bookmark: _Toc26875620][bookmark: _Toc35528370][bookmark: _Toc35533131][bookmark: _Toc45028473][bookmark: _Toc45274138][bookmark: _Toc45274725][bookmark: _Toc51167982][bookmark: _Toc161837956]5.2	Requirements on the UE
[bookmark: _Toc19634563][bookmark: _Toc26875621][bookmark: _Toc35528371][bookmark: _Toc35533132][bookmark: _Toc45028474][bookmark: _Toc45274139][bookmark: _Toc45274726][bookmark: _Toc51167983][bookmark: _Toc161837957]5.2.1	General
The support and usage of ciphering and integrity protection between the UE and the ng-eNB is identical to the support and usage of ciphering and integrity protection between the UE and the eNB as specified in TS 33.401 [10] with the following additional requirement(s):
-	The UE shall support the use of integrity protection with the ng-eNB over the Uu interface if it supports E-UTRA connected to 5GC.
-	The UE shall indicate its support of integrity protection with the ng-eNB if it supports E-UTRA connected to 5GC. 
The PEI shall be securely stored in the UE to ensure the integrity of the PEI.
[bookmark: _Toc19634564][bookmark: _Toc26875622][bookmark: _Toc35528372][bookmark: _Toc35533133][bookmark: _Toc45028475][bookmark: _Toc45274140][bookmark: _Toc45274727][bookmark: _Toc51167984][bookmark: _Toc161837958]5.2.2	User data and signalling data confidentiality 
The UE shall support ciphering of user data between the UE and the gNB.
The UE shall activate ciphering of user data based on the indication sent by the gNB.
The UE shall support ciphering of RRC and NAS-signalling.
The UE shall implement the following ciphering algorithms:
NEA0, 128-NEA1, 128-NEA2,256-NEA1, 256-NEA2 as defined in Annex D of the present document.
The UE may implement the following ciphering algorithm:
128-NEA3 and 256-NEA3 as defined in Annex D of the present document.
The UE shall implement the ciphering algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Confidentiality protection of the user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634565][bookmark: _Toc26875623][bookmark: _Toc35528373][bookmark: _Toc35533134][bookmark: _Toc45028476][bookmark: _Toc45274141][bookmark: _Toc45274728][bookmark: _Toc51167985][bookmark: _Toc161837959]5.2.3	User data and signalling data integrity 
The UE shall support integrity protection and replay protection of user data between the UE and the gNB. The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.
The UE shall implement the following integrity protection algorithms:
NIA0, 128-NIA1, 128-NIA2, 256-NIA1, 256-NIA2 as defined in Annex D of the present document.
The UE may implement the following integrity protection algorithm:
128-NIA3, 256-NIA3 as defined in Annex D of the present document.
The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Integrity protection of the user data between the UE and the gNB is optional to use. 
NOTE:	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 
All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
[bookmark: _Toc19634566][bookmark: _Toc26875624][bookmark: _Toc35528374][bookmark: _Toc35533135][bookmark: _Toc45028477][bookmark: _Toc45274142][bookmark: _Toc45274729][bookmark: _Toc51167986][bookmark: _Toc161837960]5.2.4	Secure storage and processing of subscription credentials
The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:
The subscription credential(s) shall be integrity protected within the UE using a tamper resistant secure hardware component.
The long-term key(s) of the subscription credential(s) (i.e. K) shall be confidentiality protected within the UE using a tamper resistant secure hardware component.
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.
NOTE:	The security assessment scheme used for the security evaluation of the tamper resistant secure hardware component is outside the scope of 3GPP specifications.
[bookmark: _Toc19634567][bookmark: _Toc26875625][bookmark: _Toc35528375][bookmark: _Toc35533136][bookmark: _Toc45028478][bookmark: _Toc45274143][bookmark: _Toc45274730][bookmark: _Toc51167987][bookmark: _Toc161837961]5.2.5	Subscriber privacy 
The UE shall support 5G-GUTI.
The SUPI should not be transferred in clear text over NG-RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).
The Home Network Public Key shall be stored in the USIM. 
The protection scheme identifier shall be stored in the USIM.
The Home Network Public Key Identifier shall be stored in the USIM.
The SUCI calculation indication, either USIM or ME calculating the SUCI, shall be stored in USIM.
The ME shall support the null-scheme.If the home network has not provisioned the Home Network Public Key in USIM, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
Based on home operator's decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.
NOTE 1: 	If the SUCI calculation indication is not present, the calculation is in the ME.
In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the Home Network Public Key, Home Network Public Key Identifier, protection scheme identifier, Routing Indicator, and SUCI calculation indication in the USIM shall be in the control of the home network operator. 
NOTE 2:	The provisioning and updating of the Home Network Public Key, Home Network Public Key Identifier, protection scheme identifier, and SUCI calculation indication is out of the scope of the present document. It can be implemented using, e.g. the Over the Air (OTA) mechanism. Routing Indicator can be updated, e.g., by OTA or as defined in clause 6.15. 
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 
The UE shall only send the PEI in the NAS protocol after NAS security context is established, unless during emergency registration when no NAS security context can be established.
The Routing Indicator shall be stored in the USIM. If the Routing Indicator is not present in the USIM, the ME shall set it to a default value as defined in TS 23.003 [19].

********** NEXT CHANGE**********
[bookmark: _Toc19634568][bookmark: _Toc26875626][bookmark: _Toc35528376][bookmark: _Toc35533137][bookmark: _Toc45028479][bookmark: _Toc45274144][bookmark: _Toc45274731][bookmark: _Toc51167988][bookmark: _Toc161837962]5.3	Requirements on the gNB
[bookmark: _Toc19634569][bookmark: _Toc26875627][bookmark: _Toc35528377][bookmark: _Toc35533138][bookmark: _Toc45028480][bookmark: _Toc45274145][bookmark: _Toc45274732][bookmark: _Toc51167989][bookmark: _Toc161837963]5.3.1	General
The security requirements given in this clause apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.
[bookmark: _Toc19634570][bookmark: _Toc26875628][bookmark: _Toc35528378][bookmark: _Toc35533139][bookmark: _Toc45028481][bookmark: _Toc45274146][bookmark: _Toc45274733][bookmark: _Toc51167990][bookmark: _Toc161837964]5.3.2	User data and signalling data confidentiality 
The gNB shall support ciphering of user data between the UE and the gNB.
The gNB shall activate ciphering of user data based on the security policy sent by the SMF.
The gNB shall support ciphering of RRC-signalling.
The gNB shall implement the following ciphering algorithms:
-	NEA0, 128-NEA1, 128-NEA2, 256-NEA1, 256-NEA2 as defined in Annex D of the present document.
The gNB may implement the following ciphering algorithm:
-	128-NEA3,256-NEA3 as defined in Annex D of the present document.
Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634571][bookmark: _Toc26875629][bookmark: _Toc35528379][bookmark: _Toc35533140][bookmark: _Toc45028482][bookmark: _Toc45274147][bookmark: _Toc45274734][bookmark: _Toc51167991][bookmark: _Toc161837965]5.3.3	User data and signalling data integrity 
The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.
The gNB shall activate integrity protection of user data based on the security policy sent by the SMF.
The gNB shall support integrity protection and replay protection of RRC-signalling.
The gNB shall support the following integrity protection algorithms:
-	NIA0, 128-NIA1, 128-NIA2, 256-NIA1, 256-NIA2 as defined in Annex D of the present document.
The gNB may support the following integrity protection algorithm:
-	128-NIA3, 256-NIA3 as defined in Annex D of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
[bookmark: _Toc19634572][bookmark: _Toc26875630][bookmark: _Toc35528380][bookmark: _Toc35533141][bookmark: _Toc45028483][bookmark: _Toc45274148][bookmark: _Toc45274735][bookmark: _Toc51167992][bookmark: _Toc161837966]5.3.4	Requirements for the gNB setup and configuration
Setting up and configuring gNBs by O&M systems shall be authenticated and authorized by gNB so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.
-	The certificate enrolment mechanism specified in TS 33.310 [5] for base station should be supported for gNBs. The decision on whether to use the enrolment mechanism is left to operators. 
-	Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The security associations between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator shall be supported. These security association establishments shall be mutually authenticated. The security associations shall be realized according to TS 33.210 [3] and TS 33.310 [5].
-	The gNB shall be able to ensure that software/data change attempts are authorized. 
-	The gNB shall use authorized data/software. 
-	Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 
-	Confidentiality of software transfer towards the gNB shall be ensured.
-	Integrity protection of software transfer towards the gNB shall be ensured.
-	The gNB software update shall be verified before its installation (cf. sub-clause 4.2.3.3.5 of TS 33.117 [24]).
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The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important. The following requirements apply:
-	Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 
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The following requirements apply:
-	Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 
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The following requirements apply:
-	Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 
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The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive information and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment:
-	The secure environment shall support secure storage of sensitive data, e.g. long-term cryptographic secrets and vital configuration data.
-	The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).
-	The secure environment shall support the execution of sensitive parts of the boot process.
-	The secure environment's integrity shall be assured.
-	Only authorised access shall be granted to the secure environment, i.e. to data stored and used within it, and to functions executed within it.
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Requirements given below apply to gNBs with split DU-CU implementations using F1 interface defined in TS 38.470 [31]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470 [31] and F1-C signalling bearer defined in TS 38.472 [32]) and user plane data can be sent on the F1 interface between a given DU and its CU.
-	F1-C interface shall support confidentiality, integrity and replay protection. 
-	All management traffic carried over the CU-DU link shall be integrity, confidentiality and replay protected.
-	The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.
-	F1-C and management traffic carried over the CU-DU link shall be protected independently from F1-U traffic.
NOTE:	The above requirements allow to have F1-U protected differently (including turning integrity and/or encryption off or on for F1-U) from all other traffic on the CU-DU (e.g. the traffic over F1-C).
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Requirements given below apply to gNBs with split DU-CU implementations, particularly with an open interface between CU-CP and CU-UP using the E1 interface defined in TS 38.460 [41].
-	The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected.  

********** NEXT CHANGE**********
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The AMF shall support ciphering of NAS-signalling.
The AMF shall support the following ciphering algorithms:
-	NEA0, 128-NEA1, 128-NEA2, 256-NEA1, 256-NEA2 as defined in  Annex D of the present document.
The AMF may support the following ciphering algorithm:
-	128-NEA3, 256-NEA3 as defined in Annex D of the present document.
Confidentiality protection NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
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The AMF shall support integrity protection and replay protection of NAS-signalling.
The AMF shall support the following integrity protection algorithms:
-	NIA-0, 128-NIA1, 128-NIA2, 256-NIA1, 256-NIA2 as defined in  Annex D of the present document.
The AMF may support the following integrity protection algorithm:
-	128-NIA3, 256-NIA3 as defined in  Annex D of the present document.
NIA0 shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected with an algorithm different to NIA-0 except for emergency calls.
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The AMF shall support to trigger primary authentication using the SUCI.
The AMF shall support assigning 5G-GUTI to the UE.
The AMF shall support reallocating 5G-GUTI to UE.
The AMF shall be able to confirm SUPI from UE and from home network. The AMF shall deny service to the UE if this confirmation fails.
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All identifiers and names specified in this sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10].  
Each encryption algorithm will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 
"00002"         NEA0			Null ciphering algorithm;
"00012"         128-NEA1		128-bit SNOW 3G based algorithm;
"00102"         128-NEA2		128-bit AES based algorithm; and
"00112"         128-NEA3		128-bit ZUC based algorithm.
"01002"         256-NEA1	256-bit SNOW 5G based algorithm;
"01012"         256-NEA2		256-bit AES based algorithm; and
"01102"         256-NEA3		256-bit ZUC based algorithm.
128-NEA1 is based on SNOW 3G (see TS 35.215 [14]).
128-NEA2 is based on 128-bit AES [15] in CTR mode [16].
128-NEA3 is based on 128-bit ZUC (see TS 35.221 [18]).
256-NEA1 is based on SNOW 5G (see TS 35.240 [x1]).
256-NEA2 is based on 256-bit AES (see TS 35.243 [x2]).
256-NEA3 is based on 256-bit ZUC (see TS 35.246 [x3]).
Full details of the algorithms are specified in Annex D.
[bookmark: _Toc19634606][bookmark: _Toc26875666][bookmark: _Toc35528416][bookmark: _Toc35533177][bookmark: _Toc45028519][bookmark: _Toc45274184][bookmark: _Toc45274771][bookmark: _Toc51168028][bookmark: _Toc161838004]5.11.1.2	Integrity algorithm identifier values
All identifiers and names specified in the present sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10]. 
Each integrity algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 
"00002"         NIA0			Null Integrity Protection algorithm;
"00012"         128-NIA1		128-bit SNOW 3G based algorithm;
"00102"         128-NIA2		128-bit AES based algorithm; and
"00112"         128-NIA3		128-bit ZUC based algorithm.
"01002"         256-NIA1		256-bit SNOW 5G based algorithm;
"01012"         256-NIA2		256-bit AES based algorithm; and
"01102"         256-NIA3		256-bit ZUC based algorithm.
128-NIA1 is based on SNOW 3G (see TS 35.215 [14]).
128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].
128-NIA3 is based on 128-bit ZUC (see TS 35.221 [18]).
256-NIA1 is based on SNOW 5G (see TS 35.240 [x1]).
256-NIA2 is based on 256-bit AES (see TS 35.243 [x2]).
256-NIA3 is based on 256-bit ZUC (see TS 35.246 [x3]).
Full details of the algorithms are specified in Annex D.
[bookmark: _Toc19634607][bookmark: _Toc26875667][bookmark: _Toc35528417][bookmark: _Toc35533178][bookmark: _Toc45028520][bookmark: _Toc45274185][bookmark: _Toc45274772][bookmark: _Toc51168029][bookmark: _Toc161838005]5.11.2	Requirements for algorithm selection
a)	UE in RRC_Connected and a serving network shall have agreed upon algorithms for
-	Ciphering and integrity protection of RRC signalling and user plane (to be used between UE and gNB) 
-	Ciphering and integrity protection of RRC signalling and  user plane (to be used between UE and ng-eNB) 
-	NAS ciphering and NAS integrity protection (to be used between UE and AMF)
b)	The serving network shall select the algorithms to use dependent on
-	the UE security capabilities of the UE,
-	the configured allowed list of security capabilities of the currently serving network entity
c)	The UE security capabilities shall include NR NAS algorithms for NAS level, NR AS algorithms for AS layer and LTE algorithms for AS level if the UE supports E-UTRAN connected to 5GC. 
NOTE:	If the UE supports both E-UTRAN and NR connected to 5GC, the UE 5G security capabilities include both the LTE and NR algorithms. 
d)	Each selected algorithm shall be indicated to a UE in a protected manner such that a UE is ensured that the integrity of algorithm selection is protected against manipulation.
e)	The UE security capabilities shall be protected against "bidding down attacks".
f)	It shall be possible that the selected AS and NAS algorithms are different at a given point of time.
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Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.
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The input parameters to the NAS 128-bit / 256-bit integrity algorithms as described in Annex D shall be set as follows. 
The KEY input shall be equal to the KNASint key.
The BEARER input shall be equal to the NAS connection identifier.
The DIRECTION bit shall be set to 0 for uplink and 1 for downlink.
The COUNT input shall be constructed as follows: 
COUNT :=  0x00 || NAS COUNT  
Where NAS COUNT is the 24-bit NAS UL COUNT or the 24-bit NAS DL COUNT value, depending on the direction, that is associated to the current NAS connection identified by the value used to form the BEARER input.
A NAS COUNT shall be constructed as follows:
NAS COUNT :=  NAS OVERFLOW || NAS SQN 
Where
-	NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.
-	NAS SQN is the 8-bit sequence number carried within each NAS message. 
The use and mode of operation of the 128-bit / 256-bit integrity algorithms are specified in Annex D.
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NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 
Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 
Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or the AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply integrity protection. 
NAS integrity shall stay activated until the 5G security context is deleted in either the UE or the AMF. It shall not be possible to change from non-NULL integrity protection algorithm to NULL integrity protection.
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The supervision of failed NAS integrity checks shall be performed both in the ME and the AMF. In case of failed integrity check (i.e. faulty or missing NAS-MAC) is detected after the start of NAS integrity protection, the concerned message shall be discarded except for some NAS messages specified in TS 24.501 [35]. For those exceptions the AMF shall take the actions specified in TS 24.501 [35] when receiving a NAS message with faulty or missing NAS-MAC. Discarding NAS messages can happen on the AMF side or on the ME side.
********** NEXT CHANGE**********
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Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.
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The input parameters for the NAS 128-bit / 256-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 6.4.3, with the exception that a different key, KNASenc, is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.
The use and mode of operation of the 128-bit / 256-bit ciphering algorithms are specified in Annex D.
NOTE:	In the context of the present subclause 6.4.4, a message is considered ciphered also when the NULL encryption algorithm NEA0 is applied.
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NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 
Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or the AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or the AMF in certain cases where it is not possible to apply confidentiality protection. 
NAS confidentiality shall stay activated until the 5G security context is deleted in either the UE or the AMF.
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RRC integrity protection shall be provided by the PDCP layer between UE and gNB and no layers below PDCP shall be integrity protected. Replay protection shall be activated when integrity protection is activated (except for when the selected integrity protection algorithm is NIA0, see Annex D). Replay protection shall ensure that the receiver accepts each particular incoming PDCP COUNT value only once using the same AS security context.
The use and mode of operation of the 128-NIA / 256-NIA algorithms are specified in Annex D.
The input parameters to the 128-bit / 256-bit NIA algorithms as described in Annex D are the RRC message as MESSAGE, an 128-bit / 256-bit integrity key KRRCint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION and a bearer specific direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
The RRC integrity checks shall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side. UE may trigger a recovery procedure as specified in TS 38.331 [22].
NOTE: Failed integrity check does not always imply that the concerned message is silently discarded.
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RRC confidentiality protection is provided by the PDCP layer between UE and gNB. 
The use and mode of operation of the 128-NEA / 256-NEA algorithms are specified in Annex D.
The input parameters to the 128-bit / 256-bit NEA algorithms as described in Annex D are a 128-bit / 256-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
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The network should activate AS security (i.e., perform a successful AS SMC procedure) before running the RRC UE capability transfer procedure.
With the exception of unauthenticated emergency calls and the UEs using Control plane CIoT optimization,, if the network had acquired UE capabilities using RRC UE capability transfer procedure before AS security activation, then the network shall not store them locally for later use and shall not send them to other network entities. In that case, the network shall re-run the RRC UE capability transfer procedure after a successful AS SMC procedure. 
NOTE 1:	For UEs without AS security (e.g., UEs using Control Plane CIoT optimization), RRC UE radio capability transfer procedure cannot be protected.
Page 1



********** NEXT CHANGE**********
[bookmark: _Toc19634673][bookmark: _Toc26875733][bookmark: _Toc35528484][bookmark: _Toc35533245][bookmark: _Toc45028588][bookmark: _Toc45274253][bookmark: _Toc45274840][bookmark: _Toc51168097][bookmark: _Toc161838076]6.6	UP security mechanisms
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The SMF shall provide UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. 
The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.
The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2. If the user plane security policy indicates "Required" or "Not needed", the ng-eNB/gNB shall not overrule the UP security policy provided by the SMF. If the ng-eNB/gNB cannot activate UP confidentiality and/or UP integrity protection when the received UP security policy is "Required", the ng-eNB/gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF. If the received UP security policy is "Not needed ", then the establishment of the PDU Session shall proceed as described in TS 23.502 [8]. Only if the UE indicates that it supports use of integrity protection with ng-eNB, the ng-eNB can activate UP integrity protection.
NOTE 1: 	Local SMF can override the confidentiality option in the UP security policy received from the home SMF based on its local policy, roaming agreement and/or regulatory requirements.
At an Xn-handover from the source ng-eNB/gNB to the target ng-eNB/gNB, the source ng-eNB/gNB shall include in the HANDOVER REQUEST message, the UE's UP security policy. If the UP security policy is ‘Required’, the target ng-eNB/gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the SMF. For the accepted PDU sessions, the target ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy and shall indicate that to the UE in the HANDOVER COMMAND by the source ng-eNB/gNB. Only if the UE indicates that it supports use of integrity protection with ng-eNB, the target ng-eNB can activate UP integrity protection.
If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection and/or UP encryption for a PDU session is enabled at the target ng-eNB/gNB, the UE shall generate or update the UP encryption key and/or UP integrity protection key and shall activate UP encryption and/or UP integrity protection for the respective PDU session. 
NOTE 2:	If the security policy is ‘Preferred’, it is possible to have a change in activation or deactivation of UP integrity after the handover.
Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source ng-eNB/gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target ng-eNB/gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this  event and may take additional measures, such as raising an alarm. 
If the target ng-eNB/gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target ng-eNB/gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target ng-eNB/gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF.
In case of the target ng-eNB/gNB receives both UE security capability and UP security policy, then ng-eNB/gNB initiates the intra-cell handover procedure which contains selected algorithm and an NCC to the UE.  New UP keys shall be derived and used at both the UE and the target ng-eNB/gNB.
At an N2-handover the SMF shall send the UE's UP security policy to the target ng-eNB/gNB via the target AMF. The target ng-eNB/gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the SMF via the target AMF. For all other PDU sessions, the target ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy. Only if the UE indicates that it supports use of integrity protection with ng-eNB, the target ng-eNB can activate UP integrity protection.
At interworking-handover from EPS to 5GS, the SMF+PGW-C provides the UE's UP security policy to the target ng-eNB/gNB via the target AMF. The target ng-eNB shall determine from the UP security policy received from the AMF together with the UE indication that it supports user plane integrity protection with ng-eNB in UE EPS security capabilities (i.e. bit EIA7), whether to activate user plane integrity protection with the UE or not. The target ng-eNB/gNB shall reject all DRBs for which it cannot comply with the corresponding UP integrity protection policy in the UP security policy and indicate the reject-cause to the source MME via the target AMF. For all other DRBs, the target ng-eNB/gNB shall activate UP integrity protection per DRB according to the used UP security policy. Only if the UE indicates that it supports use of user plane integrity protection with ng-eNB, the target ng-eNB can activate UP integrity protection. If the target AMF detects in a Registration procedure following interworking-handover from EPS to 5GS, and becomes aware of that there is a mismatch between the UE EPS security capabilities received from the source MME and the one received from the UE, and that the target ng-eNB may not have the UE capability indicating UP IP support in UE EPS security capabilities, then the AMF shall send an N2 CONTEXT MODIFICATION REQUEST message to inform the target ng-eNB about the correct UE EPS security capabilities and target ng-eNB shall take the new UE EPS security capabilities into account.
[bookmark: _Toc19634675][bookmark: _Toc26875735][bookmark: _Toc35528486][bookmark: _Toc35533247][bookmark: _Toc45028590][bookmark: _Toc45274255][bookmark: _Toc45274842][bookmark: _Toc51168099][bookmark: _Toc161838078]6.6.2	UP security activation mechanism
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 
The SMF shall send the UP security policy to the gNB/ng-eNB as defined in Clause 6.6.1.


Figure 6.6.2-1: User plane (UP) security activation mechanism
1a.	This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.
1b.	The gNB/ng-eNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 
1c.	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPint, the gNB/ng-eNB shall generate KUPint and UP integrity protection for such DRBs shall start at the gNB/ng-eNB. Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPenc, the gNB/ng-eNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB/ng-eNB.
2a.	UE shall verify the RRC Connection Reconfiguration message. If successful:
2a.1	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.
2a.2	Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPenc, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE
2b.	If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the gNB/ng-eNB.
If UP integrity protection is not activated for DRBs, the gNB/ng-eNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
If UP ciphering is not activated for DRBs, the gNB/ng-eNB and the UE shall not cipher the traffic of such DRBs.

[bookmark: _Toc19634676][bookmark: _Toc26875736][bookmark: _Toc35528487][bookmark: _Toc35533248][bookmark: _Toc45028591][bookmark: _Toc45274256][bookmark: _Toc45274843][bookmark: _Toc51168100][bookmark: _Toc161838079]6.6.3	UP confidentiality mechanisms
The PDCP protocol, as specified in TS 38.323 [23] between the UE and the NG-RAN, shall be responsible for user plane data confidentiality protection.
The use and mode of operation of the 128-bit / 256-bit NEA algorithms are specified in Annex D.
The input parameters to the 128-bit / 256-bit NEA algorithms as described in Annex D are the message packet, an 128-bit / 256-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
[bookmark: _Toc19634677][bookmark: _Toc26875737][bookmark: _Toc35528488][bookmark: _Toc35533249][bookmark: _Toc45028592][bookmark: _Toc45274257][bookmark: _Toc45274844][bookmark: _Toc51168101][bookmark: _Toc161838080]6.6.4	UP integrity mechanisms
[bookmark: _Toc161838081]6.6.4.1	General
The PDCP protocol, as specified in TS 38.323 [23] between the UE and the NG-RAN, shall be responsible for user plane data integrity protection.
[bookmark: _Toc161838082]6.6.4.2	UP integrity mechanisms between the UE and the gNB 
The use and mode of operation of the 128-bit NIA / 256-bit NIA algorithms are specified in Annex D.
The input parameters to the 128-bit NIA / 256-bit NIA algorithms as described in Annex D are, the message packet, a 128-bit / 256-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER value of which is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
[bookmark: _Toc161838083]6.6.4.3	UP integrity mechanisms between the UE and the ng-eNB
If the UE supports E-UTRA connected to 5GC, the UE shall indicate support of integrity protection by setting the EIA7 algorithm bit in 5G UE Security Capability IE (see clause 9.11.3.54 of TS 24.501 [35]) to indicate that the UE supports user plane integrity protection with an ng-eNB. 
If the 128-NIA / 256-NIA algorithm is signalled by the ng-eNB to the UE, clause 6.6.4.2 applies.
If the 128-EIA / 256-NIA algorithm is signalled by the ng-eNB to the UE, the following applies:
-	The use and mode of operation of the 128-EIA / 256-EIA algorithms are specified in Annex B of TS 33.401 [10].
-	The input parameters to the 128-bit / 256-bit EIA algorithms as described in Annex B of TS 33.401 [10] are, the message packet, a 128-bit / 256-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER value of which is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
NOTE: The ng-eNB decides whether to signal 128-NIA / 256-NIA or 128-EIA / 256-EIA algorithm (cf. clause 5.3.1.2 of TS 36.331 [69]).
If the ng-eNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
UE and the ng-eNB (or the ng-eNB acting as the MN) shall derive UP integrity key as specified in Annex A.7 of TS 33.401 [10], with the KeNB set to KgNB.

********** NEXT CHANGE**********
[bookmark: _Toc19634726][bookmark: _Toc26875786][bookmark: _Toc35528537][bookmark: _Toc35533298][bookmark: _Toc45028641][bookmark: _Toc45274306][bookmark: _Toc45274893][bookmark: _Toc51168150][bookmark: _Toc161838132]6.9.2.3	Key derivations during handover
[bookmark: _Toc19634727][bookmark: _Toc26875787][bookmark: _Toc35528538][bookmark: _Toc35533299][bookmark: _Toc45028642][bookmark: _Toc45274307][bookmark: _Toc45274894][bookmark: _Toc51168151][bookmark: _Toc161838133]6.9.2.3.1	Intra-gNB-CU handover and intra-ng-eNB handover
The gNB shall have a policy deciding at which intra-gNB -CU handovers the KgNB can be retained and at which a new KgNB needs to be derived. At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. Retaining the current KgNB shall only be done during intra-gNB-CU handover. 
NOTE: 	The option of retaining the KeNB at intra-ng-eNB handover is not supported in ng-eNB.
If the current KgNB is to be changed, the gNB/ng-eNB and the UE shall derive a KNG-RAN* as in Annex A.11/A.12 using target PCI, its frequency ARFCN-DL/EARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KNG-RAN* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KNG-RAN* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KNG-RAN*derivation to UE in HO Command message. The gNB/ng-eNB and the UE shall use the KNG-RAN* as the KgNB, after handover.
If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover. 
[bookmark: _Hlk525220233][bookmark: _Hlk525220234]NOTE 1:	This clause is also applicable when gNB is implemented as a single unit, i.e., when the gNB is not split into CU and DU.
NOTE 2: The key derivation mechanism described in this clause is also applicable to CHO defined in TS 38.300[52].
[bookmark: _Toc19634728][bookmark: _Toc26875788][bookmark: _Toc35528539][bookmark: _Toc35533300][bookmark: _Toc45028643][bookmark: _Toc45274308][bookmark: _Toc45274895][bookmark: _Toc51168152][bookmark: _Toc161838134]6.9.2.3.2	Xn-handover
In Xn handovers the source gNB/ng-eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB/ng-eNB shall first compute KNG-RAN* from target PCI, its frequency ARFCN-DL/EARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11/A.12.
Next, the source gNB/ng-eNB shall forward the { KNG-RAN*, NCC} pair to the target gNB/ng-eNB. The target gNB/ng-eNB shall use the received KNG-RAN* directly as KgNB to be used with the UE. The target gNB/ng-eNB shall associate the NCC value received from source gNB/ng-eNB with the KgNB. The target gNB/ng-eNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB/ng-eNB in a transparent container and forwarded to the UE by source gNB/ng-eNB. 
When the target gNB/ng-eNB has completed the handover signalling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB/ng-eNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB/ng-eNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 
If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB/ng-eNB shall in this case set the value of keySetChangeIndicator field to true in further handovers. The gNB/ng-eNB should in this case perform an intra-gNB-CU/intra-ng-eNB handover immediately . 
NOTE 1:	Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB/ng-eNB knows the target gNB/ng-eNB keys. The target gNB/ng-eNB can immediately initiate an intra-gNB-CU/intra-ng-eNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.
NOTE 2: The key derivation mechanism described in this clause is also applicable to CHO defined in TS 38.300[52].
[bookmark: _Toc19634729][bookmark: _Toc26875789][bookmark: _Toc35528540][bookmark: _Toc35533301][bookmark: _Toc45028644][bookmark: _Toc45274309][bookmark: _Toc45274896][bookmark: _Toc51168153][bookmark: _Toc161838135]6.9.2.3.3	N2-Handover
Upon reception of the NGAP HANDOVER REQUIRED message, if the source AMF does not change the active KAMF (meaning no horizontal KAMF derivation) and if AS key re-keying is not required, the source AMF shall increment its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.10. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the Namf_Communication_CreateUEContext Request message. The Namf_Communication_CreateUEContext Request message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI and corresponding uplink and downlink NAS COUNTs. 
If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet performed a UE Context Modification procedure, the Namf_Communication_CreateUEContext Request message shall in addition contain an indication that the KAMF sent by source AMF to target AMF is not in sync with the current KgNB used between the UE and the source gNB (i.e., keyAmfChangeInd) which means that AS key re-keying is required at the UE. Further, the source AMF shall derive a new KgNB associated with NCC=0 using the new KAMF and the uplink NAS COUNT from the last successful NAS SMC procedure with the UE and provide the {NH= newly derived KgNB, NCC=0} pair to the target AMF in the Namf_Communication_CreateUEContext Request message. 
The source AMF uses its local policy to determine whether to perform horizontal KAMF derivation on currently active KAMF. If horizontal KAMF derivation is performed, the Namf_Communication_CreateUEContext Request shall contain an indication (i.e., keyAmfHDerivationInd ) that the new KAMF has been calculated, an indication (i.e., keyAmfChangeInd) that AS key re-keying is required at the UE, and the downlink NAS COUNT used in the horizontal derivation of the sent KAMF. The ngKSI for the newly derived KAMF key has the same value and the same type as the ngKSI of the current KAMF. Further, the source AMF shall derive a new KgNB associated with NCC=0 using the newly derived KAMF and the uplink NAS COUNT value of 232-1 as defined in Annex A.9. The source AMF shall include the{NH=newly derived KgNB, NCC=0} pair and the ngKSI for the newly derived KAMF key in the Namf_Communication_CreateUEContext Request as well. 
NOTE a:	The uplink NAS COUNT value for the initial KgNB derivation is set to 232-1. The reason for choosing such a value is to avoid any possibility that the value may be used to derive the same KgNB again.
The source AMF shall always increment the downlink NAS COUNT by one after sending the Namf_Communication_CreateUEContext Request message to the target AMF. 
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the Namf_Communication_CreateUEContext Request message in 5G shall not contain data and meta-data related to old 5G security context.
NOTE 1:	Void.
[bookmark: _Hlk511926859][bookmark: _Hlk514965142][bookmark: _Hlk511926878]If the target AMF receives the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd), it shall derive the NAS keys from the received KAMF as specified in clause A.8 and set the NAS COUNTs to zero. The target AMF shall create a NASC (NAS Container) containing the K_AMF_change_flag, the received downlink NAS COUNT, ngKSI, selected NAS security algorithms, and NAS MAC. The K_AMF_change_flag is set to one when the target AMF receives keyAmfHDerivationInd_. Otherwise, the K_AMF_change_flag is set to zero. If the target AMF does not receive keyAmfHDerivationInd but wants to change the NAS algorithms, it shall create a NASC using the selected NAS security algorithms in the same manner as the case for the horizontal KAMF derivation. However, the target AMF shall not set the NAS COUNTs to zero. 
The target AMF shall calculate a 32-bit NAS MAC over the parameters included in the NASC using the KNASint key. The input parameters to the NAS 128-bit / 256-bit integrity algorithms as described in Annex D.3 shall be set as follows when calculating NAS MAC. 
The calculation of NAS MAC shall be the 32-bit output of the selected NIA and shall use the following inputs:
- 	KEY			: it shall be set to the corresponding KNASint;
-	COUNT		: it shall be set to 232-1;
-	MESSAGE	: it shall be set to the content of NAS Container as defined in TS 24.501 [35]; 
-	DIRECTION	: its bit shall be set to 1; and
-	BEARER		: it shall be set to the value of the NAS connection identifier for 3GPP access.
The use of the 232-1 as the value of the COUNT for the purpose of NAS MAC calculation/verification does not actually set the NAS COUNT to 232-1. The reason for choosing such a value not in the normal NAS COUNT range, i.e., [0, 224‑1] is to avoid any possibility that the value may be reused for normal NAS messages.
Replay protection is achieved by the UE checking if the downlink NAS COUNT included in the NAS Container is replayed or not. The UE shall not accept the same downlink NAS COUNT value twice before a newly derived KAMF is taken into use and the corresponding downlink NAS COUNT is set to zero. The target AMF shall increment the downlink NAS COUNT by one after creating a NASC.
The NASC is included in the NGAP HANDOVER REQUEST message to the target ng-eNB/gNB. The purpose of this NASC could be compared to a NAS SMC message. If the target AMF receives the keyAmfChangeInd, it shall further send the received {NCC, NH} pair and the New Security Context Indicator (NSCI) to the target ng-eNB/gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the {NCC=1, NH} pair. 
NOTE 1a: VoidNOTE 2: The NAS Container (NASC) is defined as Intra N1 mode NAS transparent container in TS 24.501 [35].
NOTE 3: The downlink NAS COUNT is always included in the Namf_Communication_CreateUEContext Request and used by the target AMF for NAS MAC computation. This provides replay protection for NASC.  
If the target AMF does not receive the keyAmfChangeInd, it shall store locally the KAMF and {NH, NCC} pair received from the source AMF and then send the received {NH, NCC} pair to the target ng-eNB/gNB within the NGAP HANDOVER REQUEST message. 
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target ng-eNB/gNB shall compute the KNG-RAN* to be used with the UE by performing the key derivation defined in Annex A.11 and A.12 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL/EARFCN-DL. The gNB uses the KNG-RAN* corresponding to the selected cell as KgNB. The ng-eNB uses the KNG-RAN* corresponding to the selected cell as KeNB. The target ng-eNB/gNB shall associate the NCC value received from AMF with the KgNB/KeNB. The target ng-eNB/gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target ng-eNB/gNB had received the NSCI, it shall set the keySetChangeIndicator field in the HO Command message to true.
NOTE 4:	The source AMF may be the same as the target AMF in the description in this sub-clause. If so the single AMF performs the roles of both the source and target AMF. In this case, actions related to N14 messages are handled internally in the single AMF.
[bookmark: _Toc19634730][bookmark: _Toc26875790][bookmark: _Toc35528541][bookmark: _Toc35533302][bookmark: _Toc45028645][bookmark: _Toc45274310][bookmark: _Toc45274897][bookmark: _Toc51168154][bookmark: _Toc161838136]6.9.2.3.4	UE handling
The UE behaviour is the same regardless if the handover is intra-gNB-CU, intra ng-eNB, Xn, or N2 with the exception that during intra-gNB-CU handover, the UE may retain the same key based on an indication from the gNB. The UE behaviour is also same in case of conditional handover, as specified in TS 38.300 [52], i.e., the UE shall use the parameters of the selected target cell in KNG-RAN* derivations.
If the UE also receives a NASC (NAS Container) in the HO Command message, the UE shall update its NAS security context as follows:
NOTE 1: The purpose of this NASC could be compared to a NAS SMC message. 
-	The UE shall verify the freshness of the downlink NAS COUNT in the NASC. 
-	If the NASC indicates a new KAMF has been calculated (i.e., K_AMF_change_flag is one), 
-	The UE shall compute the horizontally derived KAMF using the KAMF from the current 5G NAS security context identified by the ngKSI included in the NASC and the downlink NAS COUNT in the NASC, as specified in Annex A.13. 
-	The UE shall assign the ngKSI included in the NASC to the ngKSI of the new derived KAMF. The UE shall further configure NAS security based on the horizontally derived KAMF and the selected NAS security algorithms in the NASC. 
-	The UE shall further verify the NAS MAC in the NASC as described in Clause 6.9.2.3.3 and if the verification is successful, the UE shall further set the NAS COUNTs to zero. 
-	If KAMF change is not indicated, 
-	If the verification is successful, the UE shall configure the NAS security based on the parameters included in the NASC but shall not set the NAS COUNTs to zero. 
-	The UE shall verify the NAS MAC in the NASC. 
-	The UE shall further set the downlink NAS COUNT value of the currently active NAS security context to the received downlink NAS COUNT value in the NASC.
If verification of the NASC fails, the UE shall abort the handover procedure. Furthermore, the UE shall discard the new NAS security context if it was derived and continue to use the existing NAS and AS security contexts.
If keySetChangeIndicator in the HO command is true
-	If the HO Command message contained a NASC parameter with the K_AMF_change_flag set to one:
-	The UE shall use the horizontally derived KAMF and the NAS COUNT value of 232-1 in the derivation of the temporary KgNB. The UE shall further process this temporary key as described in subclause 6.9.4.4.
-	Else:
-	The UE handling related to key derivation shall be done as defined in clause 6.9.4.4.
Else
-	If the NCC value the UE received in the HO Command message from target ng-eNB/gNB via source ng-eNB/gNB is equal to the NCC value associated with the currently active KgNB/KeNB, the UE shall derive the KNG-RAN* from the currently active KgNB/KeNB and the target PCI and its frequency ARFCN-DL/EARFCN-DL using the function defined in Annex A.11 and A.12. 
-	If the UE received an NCC value that was different from the NCC associated with the currently active KgNB/KeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source ng-eNB/gNB via the HO command message. When the NCC values match, the UE shall compute the KNG-RAN* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL/EARFCN-DL using the function defined in Annex A.11 and A.12.
The UE shall use the KNG-RAN* as the KgNB when communicating with the target gNB and as the KeNB when communicating with the target ng-eNB.


********** NEXT CHANGE**********
[bookmark: _Toc19634790][bookmark: _Toc26875850][bookmark: _Toc35528616][bookmark: _Toc35533377][bookmark: _Toc45028730][bookmark: _Toc45274395][bookmark: _Toc45274982][bookmark: _Toc51168239][bookmark: _Toc161838230]8.4	Handover from EPS to 5GS over N26
[bookmark: _Toc19634791][bookmark: _Toc26875851][bookmark: _Toc35528617][bookmark: _Toc35533378][bookmark: _Toc45028731][bookmark: _Toc45274396][bookmark: _Toc45274983][bookmark: _Toc51168240][bookmark: _Toc161838231]8.4.1	General
This clause covers the case of handoff from EPS to 5GS, as defined in TS 23.502 [8].
[bookmark: _Toc19634792][bookmark: _Toc26875852][bookmark: _Toc35528618][bookmark: _Toc35533379][bookmark: _Toc45028732][bookmark: _Toc45274397][bookmark: _Toc45274984][bookmark: _Toc51168241][bookmark: _Toc161838232]8.4.2	Procedure


Figure 8.4.2-1: Handover from EPS to 5GS over N26
NOTE 1:	This procedure is based on clause 4.11.1.2.2 in TS 23.502 [8] and only includes steps and description that are relevant to security.
As the UE is connected to the EPS, the source MME has a current EPS security context for the UE. The current EPS security context may be a mapped EPS security context resulting from a previous mobility from 5GC, or a native EPS security context resulting from a primary authentication with the EPS.
1.	The source eNB sends a Handover Required message to the source MME, including UE's identity .
NOTE 2:	The source MME checks whether the UE's security capabilities and access rights are valid in order to decide whether it can initiate handover to 5GS.
2.	The source MME selects the target AMF and sends a Forward Relocation Request to the selected target AMF. The source MME includes UE's EPS security context including KASME, eKSI, UE EPS security capabilities, selected EPS NAS algorithm identifiers, uplink and downlink EPS NAS COUNTs, {NH, NCC} pair, in this message. If the source MME has the UE NR security capabilities stored, then it will forward the UE NR security capabilities as well to the target AMF.
3.	The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF' key from the received KASME and the NH value in the EPS security context received from the source MME as described in clause 8.6.2. 
If the target AMF receives the UE 5G security capabilities, then the target AMF shall select the 5G NAS security algorithms (to be used in the target AMF for encryption and integrity protection) which have the highest priority from its configured list.
If the target AMF does not receive the UE 5G security capabilities from the source MME, then the target AMF shall assume that the following default set of 5G security algorithms are supported by the UE (and shall set the UE 5G security capabilities in the mapped 5G NAS security context according to this default set):
a.	NEA0, 128-NEA1, and 128-NEA2, 256-NEA4 and 256-NEA5 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;
b.	128-NIA1, and 128-NIA2, 256-NIA4 and 256-NIA5 for NAS signalling integrity protection, RRC signalling integrity protection and UP integrity protection.
The target AMF then derives the complete mapped 5G security context. The target AMF shall derive the 5G NAS keys (i.e., KNASenc and KNASint) from the new KAMF' with the selected 5G NAS security algorithm identifiers as input, to be used in AMF as described in clause A.8. The uplink and downlink 5G NAS COUNTs associated with the derived 5G NAS keys are set to the value as described in clause 8.6. 2. The ngKSI for the newly derived KAMF' key is defined such as the value is taken from the eKSI of the KASME key (i.e. included in the received EPS security context) and the type is set to indicate a mapped security context. The target AMF shall store the EPS NAS security algorithms received from the source MME in the mapped 5G security context. Similar to N2-Handover defined in Clause 6.9.2.3.3, the target AMF shall also set the NCC to zero and shall further derive the temporary KgNB using the mapped KAMF' key and the uplink NAS COUNT value of 232-1 as specified in Annex A.9. 
The target AMF associates this mapped 5G Security context with ngKSI.
NOTE 3:	The target AMF derives a temporary KgNB using the mapped KAMF' instead of using the {NH, NCC} pair received from the MME. The uplink NAS COUNT value for the initial KgNB derivation is set to 232-1. The reason for choosing such a value is to avoid any possibility that the value may be used to derive the same KgNB again.
The target AMF shall create a NAS Container to signal the necessary security parameters to the UE. The NAS Container shall include a NAS MAC, the selected 5G NAS security algorithms, the ngKSI associated with the derived KAMF' and the NCC value associated with the NH parameter used in the derivation of the KAMF'.  The target AMF shall calculate the NAS MAC as described in clause 6.9.2.3.3. with the COUNT parameter set to the maximal value of 232-1.
The target AMF shall increment the downlink NAS COUNT by one after creating a NAS Container.
4.	The target AMF requests the target gNB/ng-eNB to establish the bearer(s) by sending the Handover Request message.
[bookmark: _Hlk525226111]The target AMF sends the NAS Container created in step 3 along with, the {NCC=0, NH=derived temporary KgNB}, the New Security Context Indicator (NSCI), and the UE security capabilities in the Handover Request message to the target gNB/ng-eNB. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the {NCC=1, NH} pair.
5.	The target gNB/ng-eNB shall selects the 5G AS security algorithms from the list in the UE security capabilities 
The target gNB/ng-eNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NCC, NH} pair received in the Handover Request message and the target PCI and its frequency ARFCN-DL. The target gNB/ng-eNB shall associate the NCC value received from AMF with the KgNB.The target gNB /ng-eNB shall then derive the 5G AS security context, by deriving the 5G AS keys (KRRCint, KRRCenc, KUPint, and KUPenc) from the KgNB and the selected 5G AS security algorithm identifiers as described in Annex A.8 for gNB and in Annex A.7 in TS 33.401[10]. 
The target gNB/ng-eNB sends a Handover Request Ack message to the target AMF. Included in the Handover Request Ack message is the Target to Source Container, which contains the selected 5G AS algorithms, the keySetChangeIndicator, the NCC value from the received {NH, NCC} pair, and the NAS Container received from the target AMF. If the target gNB/ng-eNB had received the NSCI, it shall set the keySetChangeIndicator field to true, otherwise it shall set the keySetChangeIndicator field to false. 
6.	The target AMF sends the Forward Relocation Response message to the source MME. The required security parameters obtained from gNB/ng-eNB in step 5 as the Target to Source Container are forwarded to the source MME.
7.	The source MME sends the Handover Command to the source eNB. The source eNB commands the UE to handover to the target 5G network by sending the Handover Command. This message includes all the security related parameters in the NAS Container obtained from the target AMF in step 6.
[bookmark: _Hlk525226149]8.	The UE derives a mapped KAMF' key from the KASME in the same way the AMF did in step 3. It shall also derive the 5G NAS keys and KgNB corresponding to the AMF and the target gNB/ng-eNB in step 3 and step 5. The UE shall further set the selected EPS NAS security algorithms in the 5G security context to the NAS security algorithms used with the source MME. It associates this mapped 5G security context with the ngKSI included in the NAS Container. The UE shall verify the NAS MAC in the NAS Container.
If verification of the NAS MAC fails, the UE shall abort the handover procedure. Furthermore, the UE shall discard the new NAS security context if it was derived and continue to use the existing NAS and AS security contexts.
NOTE 4: 	Void.
The mapped 5G security context shall become the current 5G security context.
9.	The UE sends the Handover Complete message to the target gNB/ng-eNB. This shall be ciphered and integrity protected by the AS keys in the current 5G security context.
10.	The target gNB/ng-eNB notifies the target AMF with a Handover Notify message.
If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G GUTI as an additional GUTI in the Registration Request following the handover procedure. The UE shall use the mapped 5G security context to protect the subsequent Registration Request message over 3GPP access. The target AMF shall validate the integrity of the Registration Request message using the mapped security context. Upon successful validation, the target AMF shall send a context request message to the old AMF and shall include the additional GUTI and an indication that the UE is validated. Upon receiving the context request message with the indication that the UE is validated, the old AMF shall skip the integrity check and transfer the native 5G security context to the target AMF.The AMF shall retrieve the native security context using the 5G GUTI. If the AMF determines to activate the native security context, the AMF shall perform a NAS SMC procedure. 
NOTE 5: It is up to AMF when to activate the native 5G security context. 
If the handover is not completed successfully, the new mapped 5G security context cannot be used in the future. In this case, the AMF shall delete the new mapped 5G security context.
If the AMF has no native 5G security context available when the UE performs the Registration Request (protected by the mapped 5G security context) following the handover procedure, then the AMF via the SEAF should run a primary authentication depending on local operator policy.
The handling of security contexts in the case of multiple active NAS connections in the same PLMN’s serving network is given in clasue 6.4.2.2.


********** NEXT CHANGE**********
[bookmark: _Toc19634967][bookmark: _Toc26876035][bookmark: _Toc35528803][bookmark: _Toc35533564][bookmark: _Toc45028952][bookmark: _Toc45274617][bookmark: _Toc45275204][bookmark: _Toc51168462][bookmark: _Toc161838477]D.2	Ciphering algorithms
[bookmark: _Toc19634968][bookmark: _Toc26876036][bookmark: _Toc35528804][bookmark: _Toc35533565][bookmark: _Toc45028953][bookmark: _Toc45274618][bookmark: _Toc45275205][bookmark: _Toc51168463][bookmark: _Toc161838478]D.2.1	128-bit Ciphering algorithms 
[bookmark: _Toc19634969][bookmark: _Toc26876037][bookmark: _Toc35528805][bookmark: _Toc35533566][bookmark: _Toc45028954][bookmark: _Toc45274619][bookmark: _Toc45275206][bookmark: _Toc51168464][bookmark: _Toc161838479]D.2.1.1	Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.

 
Figure D.2.1.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
[bookmark: _Toc19634970][bookmark: _Toc26876038][bookmark: _Toc35528806][bookmark: _Toc35533567][bookmark: _Toc45028955][bookmark: _Toc45274620][bookmark: _Toc45275207][bookmark: _Toc51168465][bookmark: _Toc161838480]D.2.1.2	128-NEA1
128-NEA1 is identical to 128-EEA1 as specified in Annex B of TS 33.401 [10]. 
[bookmark: _Toc19634971][bookmark: _Toc26876039][bookmark: _Toc35528807][bookmark: _Toc35533568][bookmark: _Toc45028956][bookmark: _Toc45274621][bookmark: _Toc45275208][bookmark: _Toc51168466][bookmark: _Toc161838481]D.2.1.3	128-NEA2
128-NEA2 is identical to 128-EEA2 as specified in Annex B of TS 33.401 [10].
[bookmark: _Toc19634972][bookmark: _Toc26876040][bookmark: _Toc35528808][bookmark: _Toc35533569][bookmark: _Toc45028957][bookmark: _Toc45274622][bookmark: _Toc45275209][bookmark: _Toc51168467][bookmark: _Toc161838482]D.2.1.4	128-NEA3
128-NEA3 is identical to 128-EEA3 as specified in Annex B of TS 33.401 [10].
D.2.2	256-bit Ciphering algorithms 
D.2.2.1	Inputs and outputs
The input parameters to the ciphering algorithm are a 256-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
Figure D.2.2.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.

 
Figure D.2.2.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
D.2.2.2	256-NEA1
256-NEA4 is based on SNOW 5G.
D.2.2.3	256-NEA2
256-NEA5 is based on 256-bit AES. 
D.2.2.4	256-NEA3
256-NEA3 is based on ZUC. 
********** NEXT CHANGE**********
[bookmark: _Toc19634973][bookmark: _Toc26876041][bookmark: _Toc35528809][bookmark: _Toc35533570][bookmark: _Toc45028958][bookmark: _Toc45274623][bookmark: _Toc45275210][bookmark: _Toc51168468][bookmark: _Toc161838483]D.3	Integrity algorithms
[bookmark: _Toc19634974][bookmark: _Toc26876042][bookmark: _Toc35528810][bookmark: _Toc35533571][bookmark: _Toc45028959][bookmark: _Toc45274624][bookmark: _Toc45275211][bookmark: _Toc51168469][bookmark: _Toc161838484]D.3.1	128-Bit integrity algorithms
[bookmark: _Toc19634975][bookmark: _Toc26876043][bookmark: _Toc35528811][bookmark: _Toc35533572][bookmark: _Toc45028960][bookmark: _Toc45274625][bookmark: _Toc45275212][bookmark: _Toc51168470][bookmark: _Toc161838485]D.3.1.1	Inputs and outputs
The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.
Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.

 
Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.
[bookmark: _Toc19634976][bookmark: _Toc26876044][bookmark: _Toc35528812][bookmark: _Toc35533573][bookmark: _Toc45028961][bookmark: _Toc45274626][bookmark: _Toc45275213][bookmark: _Toc51168471][bookmark: _Toc161838486]D.3.1.2	128-NIA1
128-NIA1 is identical to 128-EIA1 as specified in Annex B of TS 33.401 [10]. 
[bookmark: _Toc19634977][bookmark: _Toc26876045][bookmark: _Toc35528813][bookmark: _Toc35533574][bookmark: _Toc45028962][bookmark: _Toc45274627][bookmark: _Toc45275214][bookmark: _Toc51168472][bookmark: _Toc161838487]D.3.1.3	128-NIA2
128-NIA2 is identical to 128-EIA2 as specified in Annex B of TS 33.401 [10].
[bookmark: _Toc19634978][bookmark: _Toc26876046][bookmark: _Toc35528814][bookmark: _Toc35533575][bookmark: _Toc45028963][bookmark: _Toc45274628][bookmark: _Toc45275215][bookmark: _Toc51168473][bookmark: _Toc161838488]D.3.1.4	128-NIA3
128-NIA3 is identical to 128-EIA3 as specified in Annex B of TS 33.401 [10].
D.3.2	256-Bit integrity algorithms
D.3.2.1	Inputs and outputs
The input parameters to the integrity algorithm are a 256-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.
Figure D.3.2.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.

 
Figure D.3.2.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.
D.3.2.2	256-NIA1
256-NIA4 is based on SNOW 5G.
D.3.2.3	256-NIA2
256-NIA5 is based on 256-bit AES. 
D.3.2.4	128-NIA3
256-NIA6 is based on ZUC.

********** NEXT CHANGE**********
[bookmark: _Toc19634979][bookmark: _Toc26876047][bookmark: _Toc35528815][bookmark: _Toc35533576][bookmark: _Toc45028964][bookmark: _Toc45274629][bookmark: _Toc45275216][bookmark: _Toc51168474][bookmark: _Toc161838489]D.4	Test Data for the security algorithms
[bookmark: _Toc19634980][bookmark: _Toc26876048][bookmark: _Toc35528816][bookmark: _Toc35533577][bookmark: _Toc45028965][bookmark: _Toc45274630][bookmark: _Toc45275217][bookmark: _Toc51168475][bookmark: _Toc161838490]D.4.1	General
Annex D.4 contains references to the test data for each of the specified algorithms.
[bookmark: _Toc19634981][bookmark: _Toc26876049][bookmark: _Toc35528817][bookmark: _Toc35533578][bookmark: _Toc45028966][bookmark: _Toc45274631][bookmark: _Toc45275218][bookmark: _Toc51168476][bookmark: _Toc161838491]D.4.2	128-NEA1
For 128-NEA1 is the test data for UEA2 in TS 35.217 [36] can be reused directly as there is an exact, one-to-one mapping between UEA2 inputs and 128-NEA1 inputs.
[bookmark: _Toc19634982][bookmark: _Toc26876050][bookmark: _Toc35528818][bookmark: _Toc35533579][bookmark: _Toc45028967][bookmark: _Toc45274632][bookmark: _Toc45275219][bookmark: _Toc51168477][bookmark: _Toc161838492]D.4.3	128-NIA1
For 128-NIA1 is the test data for 128-EIA1 in clause C.4 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EIA1 inputs and 128-NIA1 inputs.
[bookmark: _Toc19634983][bookmark: _Toc26876051][bookmark: _Toc35528819][bookmark: _Toc35533580][bookmark: _Toc45028968][bookmark: _Toc45274633][bookmark: _Toc45275220][bookmark: _Toc51168478][bookmark: _Toc161838493]D.4.4	128-NEA2
For 128-NEA2 is the test data for 128-EEA2 in clause C.1 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EEA2 inputs and 128-NEA2 inputs.
[bookmark: _Toc19634984][bookmark: _Toc26876052][bookmark: _Toc35528820][bookmark: _Toc35533581][bookmark: _Toc45028969][bookmark: _Toc45274634][bookmark: _Toc45275221][bookmark: _Toc51168479][bookmark: _Toc161838494]D.4.5	128-NIA2
For 128-NIA2 is the test data for 128-EIA2 in clause C.2 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EIA2 inputs and 128-NIA2 inputs.
[bookmark: _Toc19634985][bookmark: _Toc26876053][bookmark: _Toc35528821][bookmark: _Toc35533582][bookmark: _Toc45028970][bookmark: _Toc45274635][bookmark: _Toc45275222][bookmark: _Toc51168480][bookmark: _Toc161838495]D.4.6	128-NEA3
For 128-NEA3 is the test data for 128-EEA3 in TS 35.223 [37] can be reused directly as there is an exact, one-to-one mapping between 128-EEA3 inputs and 128-NEA3 inputs.
[bookmark: _Toc19634986][bookmark: _Toc26876054][bookmark: _Toc35528822][bookmark: _Toc35533583][bookmark: _Toc45028971][bookmark: _Toc45274636][bookmark: _Toc45275223][bookmark: _Toc51168481][bookmark: _Toc161838496]D.4.7	128-NIA3
For 128-NIA3 is the test data for 128-EIA3 in TS 35.223 [37] can be reused directly as there is an exact, one-to-one mapping between 128-EIA3 inputs and 128-NIA3 inputs.
D.4.8	256-NEA4
For 256-NEA4 is the test data for SNOW 5G based 256-bit algorithm in TS 35.241[x4].
D.4.9	256-NIA4
For 256-NIA4 test data for SNOW 5G based 256-bit algorithm in TS 35.241[x4].
D.4.10	256-NEA5
For 256-NEA5 is the test data for AES based 256-bit algorithm in TS 35.244[x5].
D.4.11	256-NIA5
For 256-NIA5 test data for AES based 256-bit algorithm in TS 35.244[x5].
D.4.12	256-NEA6
For 256-NEA6 is the test data for ZUC based 256-bit algorithm in TS 35.247[x6].
D.4.13	256-NIA6
For 256-NIA6 test data for ZUC based 256-bit algorithm in TS 35.247[x6].

********** END OF CHANGES**********
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