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[bookmark: _Toc153444965]***START OF CHANGE***
[bookmark: _Toc19634562][bookmark: _Toc26875620][bookmark: _Toc35528370][bookmark: _Toc35533131][bookmark: _Toc45028473][bookmark: _Toc45274138][bookmark: _Toc45274725][bookmark: _Toc51167982][bookmark: _Toc161837956]5.2	Requirements on the UE
[bookmark: _Toc19634563][bookmark: _Toc26875621][bookmark: _Toc35528371][bookmark: _Toc35533132][bookmark: _Toc45028474][bookmark: _Toc45274139][bookmark: _Toc45274726][bookmark: _Toc51167983][bookmark: _Toc161837957]5.2.1	General
The support and usage of ciphering and integrity protection between the UE and the ng-eNB is identical to the support and usage of ciphering and integrity protection between the UE and the eNB as specified in TS 33.401 [10] with the following additional requirement(s):
-	The UE shall support the use of integrity protection with the ng-eNB over the Uu interface if it supports E-UTRA connected to 5GC.
-	The UE shall indicate its support of integrity protection with the ng-eNB if it supports E-UTRA connected to 5GC. 
The PEI shall be securely stored in the UE to ensure the integrity of the PEI.
[bookmark: _Toc19634564][bookmark: _Toc26875622][bookmark: _Toc35528372][bookmark: _Toc35533133][bookmark: _Toc45028475][bookmark: _Toc45274140][bookmark: _Toc45274727][bookmark: _Toc51167984][bookmark: _Toc161837958]5.2.2	User data and signalling data confidentiality 
The UE shall support ciphering of user data between the UE and the gNB.
The UE shall activate ciphering of user data based on the indication sent by the gNB.
The UE shall support ciphering of RRC and NAS-signalling.
The UE shall implement the following ciphering algorithms:
NEA0, 128-NEA1, 128-NEA2 as defined in Annex D of the present document.
The UE may implement the following ciphering algorithm:
128-NEA3 as defined in Annex D of the present document; and.
256-NEA4, 256-NEA5, 256-NEA6 as defined in Annex D of the present document.
The UE shall implement the ciphering algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Confidentiality protection of the user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634565][bookmark: _Toc26875623][bookmark: _Toc35528373][bookmark: _Toc35533134][bookmark: _Toc45028476][bookmark: _Toc45274141][bookmark: _Toc45274728][bookmark: _Toc51167985][bookmark: _Toc161837959]5.2.3	User data and signalling data integrity 
The UE shall support integrity protection and replay protection of user data between the UE and the gNB. The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.
The UE shall implement the following integrity protection algorithms:
NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.
The UE may implement the following integrity protection algorithm:
128-NIA3 as defined in Annex D of the present document; and.
256-NIA4, 256-NIA5, 256-NIA6 as defined in Annex D of the present document.
The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Integrity protection of the user data between the UE and the gNB is optional to use. 
NOTE:	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 
All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
***END OF CHANGE***

***START OF NEXT CHANGE***
[bookmark: _Toc19634568][bookmark: _Toc26875626][bookmark: _Toc35528376][bookmark: _Toc35533137][bookmark: _Toc45028479][bookmark: _Toc45274144][bookmark: _Toc45274731][bookmark: _Toc51167988][bookmark: _Toc161837962]5.3	Requirements on the gNB
[bookmark: _Toc19634569][bookmark: _Toc26875627][bookmark: _Toc35528377][bookmark: _Toc35533138][bookmark: _Toc45028480][bookmark: _Toc45274145][bookmark: _Toc45274732][bookmark: _Toc51167989][bookmark: _Toc161837963]5.3.1	General
The security requirements given in this clause apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.
[bookmark: _Toc19634570][bookmark: _Toc26875628][bookmark: _Toc35528378][bookmark: _Toc35533139][bookmark: _Toc45028481][bookmark: _Toc45274146][bookmark: _Toc45274733][bookmark: _Toc51167990][bookmark: _Toc161837964]5.3.2	User data and signalling data confidentiality 
The gNB shall support ciphering of user data between the UE and the gNB.
The gNB shall activate ciphering of user data based on the security policy sent by the SMF.
The gNB shall support ciphering of RRC-signalling.
The gNB shall implement the following ciphering algorithms:
-	NEA0, 128-NEA1, 128-NEA2 as defined in Annex D of the present document.
The gNB may implement the following ciphering algorithm:
-	128-NEA3 as defined in Annex D of the present document; and.
-	256-NEA4, 256-NEA5, 256-NEA6 as defined in Annex D of the present document.
Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634571][bookmark: _Toc26875629][bookmark: _Toc35528379][bookmark: _Toc35533140][bookmark: _Toc45028482][bookmark: _Toc45274147][bookmark: _Toc45274734][bookmark: _Toc51167991][bookmark: _Toc161837965]5.3.3	User data and signalling data integrity 
The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.
The gNB shall activate integrity protection of user data based on the security policy sent by the SMF.
The gNB shall support integrity protection and replay protection of RRC-signalling.
The gNB shall support the following integrity protection algorithms:
-	NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.
The gNB may support the following integrity protection algorithm:
-	128-NIA3 as defined in Annex D of the present document; and.
-	256-NIA4, 256-NIA5, 256-NIA6 as defined in Annex D of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
***END OF CHANGE***

***START OF NEXT CHANGE***
[bookmark: _Toc19634580][bookmark: _Toc26875638][bookmark: _Toc35528388][bookmark: _Toc35533149][bookmark: _Toc45028491][bookmark: _Toc45274156][bookmark: _Toc45274743][bookmark: _Toc51168000][bookmark: _Toc161837974]5.5	Requirements on the AMF
[bookmark: _Toc19634581][bookmark: _Toc26875639][bookmark: _Toc35528389][bookmark: _Toc35533150][bookmark: _Toc45028492][bookmark: _Toc45274157][bookmark: _Toc45274744][bookmark: _Toc51168001][bookmark: _Toc161837975]5.5.1	Signalling data confidentiality 
The AMF shall support ciphering of NAS-signalling.
The AMF shall support the following ciphering algorithms:
-	NEA0, 128-NEA1, 128-NEA2 as defined in  Annex D of the present document.
The AMF may support the following ciphering algorithm:
-	128-NEA3 as defined in Annex D of the present document; and.
-	256-NEA4, 256-NEA5, 256-NEA6 as defined in Annex D of the present document.
Confidentiality protection NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634582][bookmark: _Toc26875640][bookmark: _Toc35528390][bookmark: _Toc35533151][bookmark: _Toc45028493][bookmark: _Toc45274158][bookmark: _Toc45274745][bookmark: _Toc51168002][bookmark: _Toc161837976]5.5.2	Signalling data integrity 
The AMF shall support integrity protection and replay protection of NAS-signalling.
The AMF shall support the following integrity protection algorithms:
-	NIA-0, 128-NIA1, 128-NIA2 as defined in  Annex D of the present document.
The AMF may support the following integrity protection algorithm:
-	128-NIA3 as defined in  Annex D of the present document; and.
-	256-NIA4, 256-NIA5, 256-NIA6 as defined in Annex D of the present document.
NIA0 shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected with an algorithm different to NIA-0 except for emergency calls.
***END OF CHANGE***

***START OF NEXT CHANGE***
[bookmark: _Toc19634603][bookmark: _Toc26875663][bookmark: _Toc35528413][bookmark: _Toc35533174][bookmark: _Toc45028516][bookmark: _Toc45274181][bookmark: _Toc45274768][bookmark: _Toc51168025][bookmark: _Toc161838001]5.11	Requirements for algorithms, and algorithm selection
[bookmark: _Toc19634604][bookmark: _Toc26875664][bookmark: _Toc35528414][bookmark: _Toc35533175][bookmark: _Toc45028517][bookmark: _Toc45274182][bookmark: _Toc45274769][bookmark: _Toc51168026][bookmark: _Toc161838002]5.11.1	Algorithm identifier values
[bookmark: _Toc19634605][bookmark: _Toc26875665][bookmark: _Toc35528415][bookmark: _Toc35533176][bookmark: _Toc45028518][bookmark: _Toc45274183][bookmark: _Toc45274770][bookmark: _Toc51168027][bookmark: _Toc161838003]5.11.1.1	Ciphering algorithm identifier values
All identifiers and names specified in this sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10].  
Each encryption algorithm will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 
"00002"         NEA0			Null ciphering algorithm;
"00012"         128-NEA1		128-bit SNOW 3G based algorithm;
"00102"         128-NEA2		128-bit AES based algorithm; and
"00112"         128-NEA3		128-bit ZUC based algorithm.;
"10012"         256-NEA4		256-bit Snow 5G based algorithm;
"10102"         256-NEA5		256-bit AES-256 based algorithm; and
"10112"         256-NEA6		256-bit ZUC-256 based algorithm.
128-NEA1 is based on SNOW 3G (see TS 35.215 [14]).
128-NEA2 is based on 128-bit AES [15] in CTR mode [16].
128-NEA3 is based on 128-bit ZUC (see TS 35.221 [18]).
256-NEA4 is based on Snow 5G (see TS 35.240 [A]).
256-NEA5 is based on 256-bit AES-256 (see TS 35.243 [D]).
256-NEA6 is based on 256-bit ZUC-256 (see TS 35.246 [G]).
Full details of the algorithms are specified in Annex D.
[bookmark: _Toc19634606][bookmark: _Toc26875666][bookmark: _Toc35528416][bookmark: _Toc35533177][bookmark: _Toc45028519][bookmark: _Toc45274184][bookmark: _Toc45274771][bookmark: _Toc51168028][bookmark: _Toc161838004]5.11.1.2	Integrity algorithm identifier values
All identifiers and names specified in the present sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10]. 
Each integrity algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 
"00002"         NIA0			Null Integrity Protection algorithm;
"00012"         128-NIA1		128-bit SNOW 3G based algorithm;
"00102"         128-NIA2		128-bit AES based algorithm; and
"00112"         128-NIA3		128-bit ZUC based algorithm;.
"10012"         256-NIA4		256-bit Snow 5G based algorithm;
"10102"         256-NIA5		256-bit AES-256 based algorithm; and
"10112"         256-NIA6		256-bit ZUC-256 based algorithm.
128-NIA1 is based on SNOW 3G (see TS 35.215 [14]).
128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].
128-NIA3 is based on 128-bit ZUC (see TS 35.221 [18]).
256-NIA4 is based on Snow 5G (see TS 35.240 [A]).
256-NIA5 is based on 256-bit AES-256 (see TS 35.243 [D]).
256-NIA6 is based on 256-bit ZUC-256 (see TS 35.246 [G]).
Full details of the algorithms are specified in Annex D.
[bookmark: _Toc19634607][bookmark: _Toc26875667][bookmark: _Toc35528417][bookmark: _Toc35533178][bookmark: _Toc45028520][bookmark: _Toc45274185][bookmark: _Toc45274772][bookmark: _Toc51168029][bookmark: _Toc161838005]5.11.2	Requirements for algorithm selection
a)	UE in RRC_Connected and a serving network shall have agreed upon algorithms for
-	Ciphering and integrity protection of RRC signalling and user plane (to be used between UE and gNB) 
-	Ciphering and integrity protection of RRC signalling and  user plane (to be used between UE and ng-eNB) 
-	NAS ciphering and NAS integrity protection (to be used between UE and AMF)
b)	The serving network shall select the algorithms to use dependent on
-	the UE security capabilities of the UE,
-	the configured allowed list of security capabilities of the currently serving network entity
c)	The UE security capabilities shall include NR NAS algorithms for NAS level, NR AS algorithms for AS layer and LTE algorithms for AS level if the UE supports E-UTRAN connected to 5GC. 
NOTE:	If the UE supports both E-UTRAN and NR connected to 5GC, the UE 5G security capabilities include both the LTE and NR algorithms. 
d)	Each selected algorithm shall be indicated to a UE in a protected manner such that a UE is ensured that the integrity of algorithm selection is protected against manipulation.
e)	The UE security capabilities shall be protected against "bidding down attacks".
f)	It shall be possible that the selected AS and NAS algorithms are different at a given point of time.
[bookmark: _Toc19634549][bookmark: _Toc26875605][bookmark: _Toc35528355][bookmark: _Toc35533116][bookmark: _Toc45028458][bookmark: _Toc45274123][bookmark: _Toc45274710][bookmark: _Toc51167967][bookmark: _Toc161837940]***END OF CHANGE***

***START OF NEXT CHANGE***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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[94]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition".
[95]	3GPP TS 29.502: "5G System; Session Management Services".
[96]	3GPP TS 29.526: "5G System; Network Slice-Specific Authentication and Authorization (NSSAA) services".
[97]	3GPP TS 23.402: "Authentication enhancements for non-3GPP accesses".
[98]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[99]	RFC 5281: "Extensible Authentication Protocol Tunneled Transport Layer Security              Authenticated Protocol Version 0 (EAP-TTLSv0)". 
[100]	RFC 6678: "Requirements for a Tunnel-Based Extensible Authentication Protocol (EAP) Method".
[101]	General Data Protection Regulation, https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02016R0679-20160504&from=EN.
[102]	3GPP TS 33.246: "Security of Multimedia Broadcast/Multicast Service (MBMS)". 
[103] 	3GPP TS 23.247: "Architectural enhancements for 5G multicast-broadcast services".
[104]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[105]	3GPP TS 23.288: "Architecture enhancements for 5G System(5GS) to support network data analytics services".
[106]	3GPP TS 23.554 Application architecture for MSGin5G Service; Stage 2.
[107]	3GPP TS 22.262 Message service with the 5G System (5GS); Stage 1.
[108]	3GPP TS 26.502: "5G multicast–broadcast services; User Service architecture".
[109]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[110]	NIST Special Publication 800-90A (2015): "Recommendation for Random Number Generation Using Deterministic Random Bit Generators".
[111]	IETF RFC 4555 (2006-06): "RFC IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[112]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[A]	3GPP TS 35.240: "Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[B]	3GPP TS 35.241: "Specification of the Snow 5G based 256-bits algorithm set: Specification of the 256-NEA4 encryption, the 256-NIA4 integrity algorithm, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 2: implementation test data".
[C] 	3GPP TS 35.242: "Specification of the Snow 5G based 256-bits algorithm set: Specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 3: design conformance test data".
[D]	3GPP TS 35.243: "Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[E]	3GPP TS 35.244: "Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 2: implementation test data".
[F]	3GPP TS 35.245: "Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 3: design conformance test data".
[G]	3GPP TS 35.246: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
[H]	3GPP  TS 35.247: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 2: implementation test data".
[I]	3GPP  TS 35.248: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 3: design conformance test data".
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[bookmark: _Toc19634968][bookmark: _Toc26876036][bookmark: _Toc35528804][bookmark: _Toc35533565][bookmark: _Toc45028953][bookmark: _Toc45274618][bookmark: _Toc45275205][bookmark: _Toc51168463][bookmark: _Toc161838478]D.2.1	128-bit Ciphering algorithms 
[bookmark: _Toc19634969][bookmark: _Toc26876037][bookmark: _Toc35528805][bookmark: _Toc35533566][bookmark: _Toc45028954][bookmark: _Toc45274619][bookmark: _Toc45275206][bookmark: _Toc51168464][bookmark: _Toc161838479]D.2.1.1	Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.

 
Figure D.2.1.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
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128-NEA1 is identical to 128-EEA1 as specified in Annex B of TS 33.401 [10]. 
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128-NEA2 is identical to 128-EEA2 as specified in Annex B of TS 33.401 [10].
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128-NEA3 is identical to 128-EEA3 as specified in Annex B of TS 33.401 [10].
D.2.2	256-bit Ciphering algorithms 
D.2.2.1	Inputs and outputs
The input parameters to and the output from the 256-bit ciphering algorithm are the same as those of 128-bit ciphering algorithms except they take a 256-bit keys.
D.2.2.2	256-NEA4
256-NEA4 is based on Snow 5G and specified in [A]. 
D.2.2.3	256-NEA5
256-NEA5 is based on AES-256 and specified in [D].
D.2.2.4	256-NEA6
256-NEA6 is based on ZUC-256 and specified in [G].
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[bookmark: _Toc19634974][bookmark: _Toc26876042][bookmark: _Toc35528810][bookmark: _Toc35533571][bookmark: _Toc45028959][bookmark: _Toc45274624][bookmark: _Toc45275211][bookmark: _Toc51168469][bookmark: _Toc161838484]D.3.1	128-Bit integrity algorithms
[bookmark: _Toc19634975][bookmark: _Toc26876043][bookmark: _Toc35528811][bookmark: _Toc35533572][bookmark: _Toc45028960][bookmark: _Toc45274625][bookmark: _Toc45275212][bookmark: _Toc51168470][bookmark: _Toc161838485]D.3.1.1	Inputs and outputs
The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.
Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.

 
Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.
[bookmark: _Toc19634976][bookmark: _Toc26876044][bookmark: _Toc35528812][bookmark: _Toc35533573][bookmark: _Toc45028961][bookmark: _Toc45274626][bookmark: _Toc45275213][bookmark: _Toc51168471][bookmark: _Toc161838486]D.3.1.2	128-NIA1
128-NIA1 is identical to 128-EIA1 as specified in Annex B of TS 33.401 [10]. 
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128-NIA2 is identical to 128-EIA2 as specified in Annex B of TS 33.401 [10].
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128-NIA3 is identical to 128-EIA3 as specified in Annex B of TS 33.401 [10].
D.3.2	256-bit integrity algorithms 
D.3.2.1	Inputs and outputs
The input parameters to and the output from the 256-bit integrity algorithm are the same as those of 128-bit integrity algorithms except they take a 256-bit keys.
D.3.2.2	256-NIA4
256-NIA4 is based on Snow 5G and specified in [A]. 
D.3.2.3	256-NIA5
256-NIA5 is based on AES-256 and specified in [D].
D.3.2.4	256-NIA6
256-NIA6 is based on ZUC-256 and specified in [G].
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D.4	Test Data for the security algorithms
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Annex D.4 contains references to the test data for each of the specified algorithms.
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For 128-NEA1 is the test data for UEA2 in TS 35.217 [36] can be reused directly as there is an exact, one-to-one mapping between UEA2 inputs and 128-NEA1 inputs.
[bookmark: _Toc19634982][bookmark: _Toc26876050][bookmark: _Toc35528818][bookmark: _Toc35533579][bookmark: _Toc45028967][bookmark: _Toc45274632][bookmark: _Toc45275219][bookmark: _Toc51168477][bookmark: _Toc161838492]D.4.3	128-NIA1
For 128-NIA1 is the test data for 128-EIA1 in clause C.4 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EIA1 inputs and 128-NIA1 inputs.
[bookmark: _Toc19634983][bookmark: _Toc26876051][bookmark: _Toc35528819][bookmark: _Toc35533580][bookmark: _Toc45028968][bookmark: _Toc45274633][bookmark: _Toc45275220][bookmark: _Toc51168478][bookmark: _Toc161838493]D.4.4	128-NEA2
For 128-NEA2 is the test data for 128-EEA2 in clause C.1 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EEA2 inputs and 128-NEA2 inputs.
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For 128-NIA2 is the test data for 128-EIA2 in clause C.2 of TS 33.401 [10] can be reused directly as there is an exact, one-to-one mapping between 128-EIA2 inputs and 128-NIA2 inputs.
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For 128-NEA3 is the test data for 128-EEA3 in TS 35.223 [37] can be reused directly as there is an exact, one-to-one mapping between 128-EEA3 inputs and 128-NEA3 inputs.
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For 128-NIA3 is the test data for 128-EIA3 in TS 35.223 [37] can be reused directly as there is an exact, one-to-one mapping between 128-EIA3 inputs and 128-NIA3 inputs.
D.4.8	256-NEA4
The test data for 256-NEA4 is given in [B] and [C].
D.4.9	256-NEA5
The test data for 256-NEA5 is given in [E] and [F].
D.4.10	256-NEA6
The test data for 256-NEA6 is given in [H] and [I].
D.4.11	256-NIA4
The test data for 256-NIA4 is given in [B] and [C].
D.4.12	256-NIA5
The test data for 256-NIA5 is given in [E] and [F].
D.4.13	256-NIA6
The test data for 256-NIA6 is given in [H] and [I].
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