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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References
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3
Rationale

Reason for change(s) 
Summary of change(s) 

4
Detailed proposal

********** START OF CHANGES

A.X
Key Issue KI#X: Single Sign-On
A.X.1
Key Issue details

This key issue addresses the security aspects of 29.700-22 KI #2:

In CAPIF RNAA context, Single Sign-On (SSO) can enable an Resource Owner to use one authentication procedure to authenticate multiple API invokers to use one or more AEFs exposing resources related to the resource owner. Specifically, to implement Single Sign-On (SSO) in RNAA, a Resource Owner needs to determine in advance which API invokers can be authorized with the authentication information for Single Sign-On (SSO), and then they provide to API invokers this Single Sign-On (SSO) information. Therefore, how to manage and provide information on API invokers subject to Single sign-on (SSO) authentication for the Resource Owner should be considered.

Single sign-on (SSO) is an authentication method that enables to authenticate once to gain access to services, applications and/or resources with the same set of credentials. 

In CAPIF RNAA context, SSO can enable a Resource Owner to allow one or several API invokers (e.g. gaming apps) running on the same UE to securely authenticate with or or multiple services provided by the AEF (e.g. location and/or QoS). In more detail, for example, a gaming app wants to access the location. RO provides the information to the gaming app to access the location service. Another API invoker, e.g. the weather app, wants to access the location as well. RO can provide the information to the weather app to access the location service, without the need for both apps to request separate credentials from the CCF. Hence, SSO reduces the process of authenticating several API invokers to CCF.
The key issue addresses the security on how to enhance CAPIF architecture and procedures considering Single sign-on (SSO).

A.X.2
Security threats

An unauthorized API invoker may get access to the AEF.
A.X.3
Security requirements

AEF shall be able to authenticate an API invoker using SSO.
********** END OF CHANGES

