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1
Decision/action requested

It is proposed to approve this key issue for 3GPP TR 33.700-22.
2
References

[1] 3GPP TR 33.700-22 Study on security aspects of CAPIF Phase3
3
Rationale

It is proposed to approve this key issue for TR 33.700-22 [1] to study potential solutions for CAPIF interconnection security.
4
Detailed proposal
*** Start of the first Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[X]
3GPP TR 23.700-22: "Study on CAPIF Phase 3".
[Y]
3GPP TS 33.122: "Common API Framework for 3GPP Northbound APIs".
*** Start of the second Change ***
5.X
Key Issue #X: CAPIF interconnection security
5.X.1
Key issue details
According to TR 23.700-22 [X], the existing CAPIF procedures supporting interconnection are described in TS 23.222 [Y] clause 8.25 which includes service API publish/retrieval/update/unpublish and discovery over CAPIF-6/6e reference point. 
Figure 5.X.1-Y describes the CAPIF interconnection framwork that connects CAPIF core functions (CCFs) in two different CAPIF provider domains.
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Figure 5.X.1-Y: High level functional architecture for CAPIF interconnection with multiple CAPIF provider domains
Figure 5.X.1-Z describes the CAPIF interconnection framwork that connects CAPIF core functions (CCFs) in the sameCAPIF provider domains.
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Figure 5.X.1-Z: High level functional architecture for CAPIF interconnection within a CAPIF provider domain
As shown in the above figures, in CAPIF interconnection scenarios, two CCFs (e.g., CCF 1 and CCF 2) can be connected to provide services for the API invoker. 
According to TS 23.222 [Y] clause 8.25, the API invoker can discover service API via the coordination of two CCFs over CAPIF 6/6e reference point. Then, API invoker can access the discovered service API in the CAPIF interconnection scenarios, 
Therefore, it is proposed to study the security in CAPIF interconnection scenarios to provide secure API access across domains.
5.X.2
Security threats
Without integrity protection for CAPIF-6/6e reference points, messages over the CAPIF-6 and CAPIF-6e reference points will be modified by the attackers.

Without confidentiality protection for CAPIF-6/6e reference points, messages over the CAPIF-6 and CAPIF-6e reference points will be sniffed by the attackers.

Without the anti-replay attacks mechanism for CAPIF-6/6e reference points, messages over the CAPIF-6 and CAPIF-6e reference points will be replayed by the attackers.

Without the API invoker authentication mechanism in CAPIF interconnection scenarios, CCF can only authenticates the API invoker in its own domain, one malicious API invoker accessing APIs across domains can still impersonate another victim API invoker.
Even if the API invoker is authorized by the CCF in its own domain, if the API invoker is not authorized in CAPIF interconnection scenarios, this API invoker can still misbehave to request AEF's service APIs of another domain and get sensitive information (e.g., user's location information) without permission.
Without the API invoker authorization revocation mechanism in CAPIF interconnection scenarios, CCF can only revoke authorization information in its own domain, CAPIF system cannot withdraw the authorization for API invoker accessing APIs across domains.
5.X.3
Potential security requirements

The 5G system shall be able to support integrity protection for messages over the CAPIF-6 and CAPIF-6e reference points.

The 5G system shall be able to support confidentiality protection for messages over the CAPIF-6 and CAPIF-6e reference points.

The 5G system shall be able to support anti-replay attacks mechanism for messages over the CAPIF-6 and CAPIF-6e reference points.
The 5G system shall be able to authenticate and authorize the API invoker in CAPIF interconnection scenarios. 
The 5G system shall be able to revoke authorization related to the API invoker in CAPIF interconnection scenarios. 

*** Start of the Changes ***
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