SA3 input for joint SA3-SA1 conference call on AIoT
From SA3’s point of view, SA3 is seeking clarification/guidance on the following aspect:
1) From discussions in SA and SA LS: further guidance and clarification regarding stage 1 requirement for A-IoT taking aspects such as the business models and scope of the lifecycle management into account.

Background:  SA3 was not able to reach a consensus on key issues related to authentication and communication security.  Some companies believe that in order to resolve this, more clarification related to business models of AIoT service, e.g., who owns the AIoT device, and how AIoT devices are provisioned or onboarded.  This has direct impact on security aspects related to the endpoint (e.g., an entity in the operator’s network or outside of operator’s network) of authentication and communication, i.e. whether authentication is between the AIoT device and another entity, protection of communication between the AIoT device and another entity.
2) From SA3 discussions: consideration for capabilities of AIoT device that impacts security as there are no service requirements in TS 22.369 linking these capabilities and security. 

Background:  SA3 was not able to reach consensus whether limited capabilities of AIoT devices should be considered when security key issues are analysed. Some companies believe the limited capabilities of the AIoT devices impact security requirements, security design and security solutions.  One example of such limited capabilities is the support of UICC, regardless of the form factor of the UICC.
3) From SA3 discussions: clarification on whether service requirements in TS 22.369 are strictly application to 5G system.

Background: Some companies believe that the service requirements can be misconstrued to cover AIoT in both 5G system and legacy system (e.g., 4G).
4) It will be helpful if SA1 will commit to producing a Reply LS with its guidance on or before EOB on Tuesday, August 20, 2024 (second day of SA1#107. 
Background: Time is running out for SA3 given that input from SA1 after August meeting would not be helpful in assisting SA3 to complete its AIoT security study.  Note that the next SA1’s meeting in November 2024 is one week after SA3’s November meeting and SA3 is due to complete the study by end of its November meeting.
