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******* First CHANGE *************
[bookmark: _Toc11168774][bookmark: _Toc35354699][bookmark: _Toc90988585]5.4.2	Profiling of IKEv2 
The Internet Key Exchange protocol IKEv2 shall be supported for negotiation of IPsec SAs. The following additional requirements apply. 
General:
IKEv2 Configuration Payload as defined in RFC 7296 [43] should be supported.
Protocol support for High Availability as defined in RFC 6311 [42] should be supported.
An ephemeral private key shall be used in exactly one key establishment transaction and shall be destroyed (zeroized) as soon as possible.
For IKE_SA_INIT exchange:
The following algorithms are listed with their names according to [44].
Following algorithms shall be supported:
-	Confidentiality: AES-GCM with a 16 octet ICV with 128-bit key length;
-	Pseudo-random function: PRF_HMAC_SHA2_256;
-	Integrity: AUTH_HMAC_SHA256_128;
-	Diffie-Hellman group 19 (256-bit random ECP group) ;
Following algorithms should be supported:
-	Confidentiality: AES-GCM with a 16 octet ICV with 256-bit key length;
-	Pseudo-random function: PRF_HMAC_SHA2_384;
-	Diffie-Hellman group 20 (384-bit random ECP group). 
-	Diffie-Hellman group 31 (Curve25519).
NOTE 1:	 The IANA IKEv2 registry [44] contains further references for the algorithms listed.
For security reasons, the use of Diffie-Hellman MODP groups less than 2048-bit shall not be supported.
For IKE_AUTH exchange:
-	Authentication method 2 - Shared Key Message Integrity Code shall be supported;
-	IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;
-	Re-keying of IPsec SAs and IKE SAs shall be supported as specified in RFC 7296 [43].
-	In addition to the requirements defined in RFC 7296 [43], rekeying shall not lead to a noticeable degradation of service.
-	Identification Payloads (IDi and IDr) shall not be used for the IKEv2 authentication but may be used for policy lookup.
For the CREATE_CHILD_SA exchange: 
-	A DH key exchange should be used (giving Perfect Forward Secrecy) and the session keys should be changed frequently. 
For reauthentication: 
-	Reauthentication of IKE SAs as specified in RFC 7296 [43] section 2.8.3 shall be supported;
-	A NE shall proactively initiate reauthentication of IKE SAs, and creation of its Child SAs, i.e. the new SAs shall be established before the old ones expire;
-	A NE shall destroy an IKE SA and its Child SAs when the authentication lifetime of the IKE SA expires;
NOTE 2:	NE actions related to reauthentication are controlled by locally configured lifetimes according to RFC 4301 [35]: a soft authentication lifetime that warns the implementation to initiate reauthentication, and a hard authentication lifetime when the current IKE SA and its Child SAs are destroyed.
-	In addition to the requirements defined in RFC 7296 [43], reauthentication shall not lead to a noticeable degradation of service.


******* END OF CHANGES ************

******* NEXT CHANGE ************
[bookmark: _Toc11168782][bookmark: _Toc35354707][bookmark: _Toc90988593]6.2	TLS protocol profiles
[bookmark: _Toc11168783][bookmark: _Toc35354708][bookmark: _Toc90988594]6.2.1	General
The present clause contains the general 3GPP TLS profile. Other 3GPP specifications point to the present clause. Thus, parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using TLS should refer to this profile with as few exceptions as possible.
NOTE: DTLS 1.2 as specified in RFC 6347 [49] is based on TLS 1.2. Hence all requirements defined in this profile apply to DTLS protocol as well.
TLS end points shall support TLS with the following restrictions and extensions: 
TLS versions
-	SSL 1.0, SSL 2.0, SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 shall not be supported. 
-	TLS 1.2 as specified in RFC 5246 [50] shall be supported. TLS 1.3 as specified in  RFC 8446 [66] shall be supported. If DTLS is supported then DTLS 1.2 as specified in RFC 6347 [49] shall be supported and DTLS 1.3 as specified in RFC 9147 [XX] should be supported.
Other
-	If the TLS connection is used to transport HTTP over TLS as specified in RFC 2818 [52], then the client shall not establish a connection "upgraded to TLS Within HTTP/1.1" per RFC 2817 [53], but shall only establish the tunnel over a raw TCP connection.
[bookmark: _Toc11168784][bookmark: _Toc35354709][bookmark: _Toc90988595]6.2.2	Profiling for TLS 1.3
TLS 1.3 shall support the following restrictions and extensions:
TLS cipher suites and Diffie-Hellman groups
-	The requirements given in section 9.1 of TLS 1.3 RFC 8446 [66] shall be followed. In addition:
-	Key exchange with secp384r1 should be supported.
TLS signature schemes
-	ecdsa_secp384r1_sha384 should be supported.
TLS extensions
-	The requirements given in section 9.2 of TLS 1.3 RFC 8446 [66] shall be followed. In addition:
-	The OCSP Status extension (a.k.a. certificate status request), as defined in RFC 6066 [57] and RFC 8466 [66] should be supported.
[bookmark: _Toc35354710][bookmark: _Toc90988596][bookmark: _Toc11168785]6.2.3	Profiling for TLS 1.2 
TLS 1.2 (RFC 5246 [50]) shall support the following restrictions and extensions:
TLS cipher suites 
-	The rules on allowed  cipher suites given in TLS 1.2 (RFC 5246 [50]) shall be followed.
-	In addition, the following cipher suites are mandatory to support and recommended to use:
-	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289 [55]
-	TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5288 [54]
-	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289 [55]
-	Support of the following cipher suites is recommended: 
-	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [55]
-	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [55]
-	Only cipher suites with AEAD (e.g. GCM) and PFS (e.g. ECDHE, DHE) shall be supported.
Diffie-Hellman groups
-	For ECDHE, the curve secp256r1 (P-256) as defined in RFC 8422 [71] shall be supported, secp384r1 (P-384) as defined in RFC 8422 [71] should be supported.  Except curve25519, ed25519, and W-25519, elliptic curve groups of less than 256 bits shall not be supported.
-	For DHE, Diffie-Hellman groups of at least 4096 bits should be supported. Diffie-Hellman groups smaller than 2048 bits shall not be supported.
TLS hash algorithms and signature algorithms
-	Hash algorithms: SHA-256 shall be supported. SHA-384 should be supported. MD5 and SHA-1 shall not be supported.
[bookmark: _Hlk34286183]-	Signature algorithms: ecdsa, rsa_pss_rsae, and rsa_pkcs1 shall be supported. Usage of rsa_pkcs1 is not recommended.
-	ecdsa_secp384r1_sha384 should be supported.
TLS compression
-	The “null” compression method as specified in TLS 1.2 RFC 5246 [50] is mandatory to support. All other compression methods shall not be supported.
TLS extensions 
-	If TLS Extensions are used in conjunction with TLS, then for RFC 6066 [57] shall apply.
-	The Server Name Indication (SNI) extension defined in RFC 6066 [57] shall be supported. 
-	The Truncated HMAC extension, defined in RFC 6066 [57] shall not be supported.
-	TLS Session Resumption based on RFC 5246 [50] or RFC 5077 [59] should be supported. 
-	TLS servers and TLS clients shall support RFC 5746 [60]. The server shall accept client-initiated renegotiation only if secured according to RFC 5746 [60].
· The Extended Master Secret extension, defined in RFC 7627 [61] shall be supported.
· Signature Algorithms, defined in RFC 5246 [50] shall be supported.
-	The Supported Groups extension, defined in RFC 8422 [71] and RFC 7919 [62] shall be supported.
[bookmark: _Hlk34230284]-	The OCSP Status (a.k.a. certificate status request) extension, defined in RFC 6066 [57] should be supported.

PSK cipher suites
-	If pre-shared key (psk) cipher suites are implemented in TLS, then RFC 5489 [64] shall apply and the following cipher suites are mandatory to support and recommended to use:
-	TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 5487 [65].
-	TLS_ECDHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 8442 [51].
-	Support of the following cipher suite is recommended:
-	TLS_ECDHE_PSK_WITH_AES_256_GCM_SHA384 as defined in RFC 8442 [51].
******* END OF CHANGES ************


