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Analysing all MAC CEs can give a comprehensive view and a convinceable guidance for future use, e.g., determine whether there is a need to protect one or some or all MAC CEs. To achieve this purpose, the risk analysing should not only consider the threat, but need to consider the like hood of the threat and other factors, like sometimes a threat is evaluated as corner case. Thus, the risk analysis is the core of this analysing that needs to contain more than one dimensions. 
* * * First Change * * * *

Annex B

Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.

Editor’s Note: Format of the framework capturing risk analysis is FFS.

Editor’s Note: Methodology for the risk analysis is FFS.

B.1
General

In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.

The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 

Editor’s Note: The alignment of above paragraph with RAN2 is FFS.

B.2
Risk analysis Methodology

B.2.1
Risk analysis factors
B.2.2    
Risk severity levels
Editor’s Note: This clause proposes to define the severity level. Risk severity level definition could be very subjective. Therefore, the definition has to consider the above factors listed in clause B.2.1. 
B.3
Overall risk analysis for MAC CEs
Editor’s Note: This clause aims to contain the analysis details of all MAC CEs.

B.4
Interim conclusion
Editor’s Note: According to the risk severity level evaluation, the clause is about potential way forward and principles for those MAC CEs. 

* * * End of Changes * * * *
