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Analysing all MAC CEs can give a comprehensive view and a convincible guidance for future use, e.g., determine whether there is a need to protect one or some or all MAC CEs. To achieve this purpose, the risk analysing should not only consider the threat, but need to consider the like hood of the threat and other factors, like sometimes a threat is evaluated as corner case. Thus, the risk analysis is the core of this analysing that needs to contain more than one dimensions. 
* * * First Change * * * *

B.2
Risk analysis Methodology

B.2.1
Risk analysis factors
In the following, the most common factors that are generally considered during a risk analysis are listed.
Threat type: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege.
Editor’s Note: The threat type referring to STRIDE can be used in the analysis process. More threat types can be added if identified. 
Threat range: the exact impact range or granularity of the attack, e.g., single UE, group of UEs, per cell, group of cells, per PLMN).
Threat complexity: precondition of the attack, likelihood of the attack, also includes how does the attacker prepare for the attack and how the attack is performed in detail. 

Threat consequence: the exact impact to network services and how long that the attack affects, e.g., access failure for several seconds, handover failure, location leakage forever, etc. Moreover, whether there are existing attacks can achieve the comparable impact is also necessary to be considered. 
Potential recovery means: whether complementary method has supported for recovery, e.g., re-access, re-configuration, re-establishment.
B.2.2    
Risk severity levels
Editor’s Note: This clause proposes to define the severity level. Risk severity level definition could be very subjective. Therefore, the definition has to consider the above factors listed in clause B.2.1. 
Risk seriousness level is classified by very high, high, medium, low or very low. 
Editor’s Note: The definition of the risk severity level is FFS. How to use the factors to generate the risk severity level is FFS, e.g., if the attack affects the fundamental network services for hours and the threat range is the whole PLMN, the severity level would be very high, and if the attack affects only a few seconds and the attack is only on single UE, the severity can be very low.
B.3
Overall risk analysis for MAC CEs
Editor’s Note: This clause aims to contain the analysis details of all MAC CEs.
Table B.3.1-1: Risk analysis for MAC CEs in TS 38.321 [X]
	No.
	MAC CE Description
	Threat type


	Threat range 
	Threat complexity
	Threat consequence
	Potential recovery means
	Risk severity level

	
	
	
	
	
	
	
	


B.4
Interim conclusion
Editor’s Note: according to the risk severity level evaluation, the clause is about potential way forward and principles for those MAC CEs. 
* * * End of Changes * * * *
