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1	Decision/action requested
This contribution proposes to approve a questionnaire list to be shared with RAN2
2	Rationale
SA3 is currently evaluating the security risks associated with potential vulnerabilities in MAC Control Elements (MAC-CEs). 
This contribution outlines a set of key questions that have emerged during our risk analysis. These points are intended to facilitate a collaborative discussion with RAN2 in preparation for the upcoming joint workshop in April 2026 in Malta.
3	Detailed proposal
3.1	Questions
The list below comprises questions related to trade-off considerations between performance and security, protocol functionality, WGs way of working, roadmap and design principles.
1. Given that MAC-CEs are typically small (averaging 1–2 bytes) and can be either fixed or variable in size, what are the specific concerns regarding the processing overhead and latency if cryptographic protections are introduced?
2. Must MAC-CEs be received and processed in the exact order they were transmitted?
3. Is there a specific protocol convention for transmitting MAC-CEs individually versus grouping multiple CEs into a single MAC PDU?
4. What is the preferred structural approach for protecting MAC-CE functionality? Should protection be applied to the entire MAC PDU, a specific group of CEs, or individual CEs based on their criticality?
5. As new MAC-CEs are introduced in future releases (e.g., Rel-20+), what is the preferred collaborative framework between RAN2 (Functionality) and SA3 (Security) to evaluate risk severity and define countermeasures?
6. Given the gradual shifts observed from LTE to 5G NR, to what extent is it anticipated that MAC-CEs will continue to carry sensitive control information in the evolution toward 6G?


