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1	Decision/action requested
It is proposed to discuss the risk analysis for SCell Activation/Deactivation MAC CE
2	References
[1]	3GPP TS 38.321: Medium Access Control (MAC) protocol specification.
[2]	GSMA FSAG Doc 88_009: User location identification from Carrier Aggregation secondary cell activation messages
[3]	3GPP S3-212305: Reply LS on User location identification from Carrier Aggregation secondary cell activation messages
[4]	Huawei_MAC CE risk analysis: https://www.3gpp.org/ftp/Email_Discussions/SA3/FS_6G_SEC/SA3%23126/CC%232/Huawei_MAC%20CE%20risk%20analysis.doc

3	Rationale
3.1	Background 
As specified in TS 38.321[1], the network may activate and deactivate the configured SCells using SCell Activation/Deactivation MAC CE. 
In 2020, GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of a research paper entitled “A Stealthy Location Identification Attack Exploiting Carrier Aggregation in Cellular Networks”. The paper shows that UE location information can be leaked to an unauthorized adversary stealthily through the SLIC attack. The attacker can achieve this by passive eavesdropping - comparing the path an arbitrary user takes to other known paths within a building served with multiple secondary cells connected to a primary cell. The SLIC attack uses this “side channel” information, i.e. the number of activated secondary cells. A time series of this side channel can constitute a unique fingerprint of a walking path. This allows an adversary to identify a user’s walking path.
The details can be found in GSMA FSAG Doc 88_009 [2].
3.2	Evaluation in GSMA and 3GPP SA3
For the SLIC attack caused by monitoring SCell Activation/Deactivation MAC CE [2], the observation from GSMA is copied as follows:
“We note that the SLIC attack is complex to launch and has several pre-conditions which can be difficult for the attacker to enforce. There also exist multiple other methods to perform tracking in LTE networks and we are not convinced the impact of the SLIC attack is greater than any of these existing methods. Also the SLIC attack does not appear wholly reliable in lab conditions, and we can expect that it would be less reliable in realistic conditions – particularly due to the preconditions.
Overall, therefore, we consider the practical risk to be quite low. Nevertheless, this is a novel tracking method which should be mitigated if simple methods commensurate with the risk are possible.”
For the same topic, in the reply LS from SA3 to GSMA, the overall description is copied as follows:
“SA3 thanks GSMA FSAG for the LS on threats of user location identification from Carrier Aggregation secondary cell activation messages (FSAG Doc 88_009/ S3-210006).
 
SA3 agrees with the observations made by GSMA FSAG that the practical risk of the SLIC attack is quite low. Refreshing GUTI is already a part of standards. Encrypting MAC CE is not proportionate to the risk. Adding noise to the side channel and SLIC-Aware cell planning do not commensurate with the risk neither.

SA3 believes no immediate action is required to mitigate the SLIC attack for now. Nevertheless, SA3 will keep track of the discussion on this attack. ”
[bookmark: _Hlk218697444]3.3	How to implement the MAC CE risk analysis 
Methodology to MAC CE risk analysis as in [4] is considered as basis for risk severity discussion of MAC CE. If using the SCell Activation/Deactivation MAC CE as an example, based on the observation from GSMA and 3GPP, the output of the risk analysis could be as follows.
	MAC CEs
	SCell Activation/ Deactivation

	Functional description in TS 38.321
　
	The configured SCell(s) is activated and deactivated by receiving the SCell Activation/ Deactivation MAC CE. The details can be found in clause 6.1.3.10.

	Risk Analysis
	Potential threat
	Passive attack, eavesdropping

	
	Threat Duration
	Monitor e.g., a couple of minutes.

	
	Threat Scope
	Per UE

	
	Threat Frequency
	Depends on whether victim UE will move around the concerned path

	
	Threat complexity
	1. have previously mapped out the targeted user’s walking path;
2. be in the same radio coverage of the cellular primary cell as the victim UE;
3. know the victim UE’s temporary identifier (the C-RNTI1 which can be obtained based on knowledge of the S-TMSI/5G-S-TMSI). 
4. keep the victim UE actively downloading continuously;
maintains active download with high data rate required to activate the CA feature (e.g., 40Mbps in some cases) when the targeted user is walking through the expected path.

	
	Threat Consequence
	1. identify the path taken by the victim
2. does not appear very reliable even in lab conditions

	Tolerance
	There exist multiple other methods to perform tracking in LTE networks, such as IMSI catchers, and the impact of the SLIC is not greater than any of these existing methods.

	Risk severity
	Quite low



4	Detailed proposal
This contribution uses the proposed risk analysis methodology for SCell Activation/Deactivation MAC CE as example to implement the MAC CE risk analysis. It is proposed that the methodology to MAC CE risk analysis as in [4]  is considered as basis for risk severity discussion of MAC CE.


