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1. Overall Description:
RAN2 has agreed to support Inter-CU LTM as part of Rel-19 WID [ Ref ].	Comment by Nokia: SA3 may not have ready reference on the Rel-19 RAN2 work and the objective relevant to the context of LS
RAN2 discussed the aspect of inter-CU LTM with key-change and views the following options as directions for handling the key change as part of inter-CU LTM cell switch:

Option 1: Use new information in MAC CE to deliver the security info. Whether the UE uses horizontal or vertical derivation is derived from this new information in MAC CE (not protected today).	Comment by Nokia:  (not integrity protected or ciphered). Or can say sent in clear text.	Comment by Lenovo (Prateek): We can say in the bracket (neither integrity protected nor ciphered).
	Option 1A:  NCC value to use is included as MAC CE parameter at the time of switching or in LTM cell switch command MAC CEprior to LTM switching during inter-CU LTM execution.	Comment by Nokia: Including the NCC value at the time of switching will have issues for LTM recovery and conditional LTM. So we can say it is indicated as MAC CE in this option. It need not be tied to switching command. Also this details does not impact SA3 decision	Comment by Lenovo (Prateek): We have not discussed this aspect about a MAC CE "prior to switching" yet. So, it will not be useful to ask question on a new design/ solution which RAN2 does not have in mind. Better to remove "prior to LTM switching".
	Option 1B:  UE is preconfigured with a NCC value list and association to the index in a secured way (in RRC), and the index of NCC is included in LTM cell switch command MAC CE. 

       

Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a NCC list per CU, and UE chooses the first unused NCC for the target CU upon inter-CU LTM execution. It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list. 	Comment by Lenovo (Prateek): This option has perhaps the following problems:
A) Will it still be possible to perform HKD (Horiz. Key derivation) between a pair of cells across two different CUs if the UE chooses the "next" NCC value from the configured list each time it goes from CU-1 to CU-2? This is not a security issue but the NCC values will be exhausted fast, unnecessarily.
B) Will we still need to signal something in the MAC CE to signal if "no key update" or HKD is to be applied? Here I assume that to a CU (i.e., basically a group of cells to the UE, as the UE does not know the topology) only one NCC value applies for a period of time until the UE exits this CU.	Comment by Nokia: In our view this option will not work considering the key generation is based on next hop.. And NCC value need to increase monotonously. For SCPAC ..making use of SK counter value lower than earlier value is not problem.  

Option 3: Instead of pre-provisioning to the gNBs, Tthe participating gNBs are expected to be updated with new K-gNB* with the next to be used NCC after the execution of the current inter-CU LTM cell switch. UE and CN are aware of how the UE would use the next NCC value.	Comment by Lenovo (Prateek): The same two question from us apply here as well.
In addition, this may have specific work for RAN3/ SA2/ CT1 regarding propagation of new K* to all candidate UEs?	Comment by Nokia: In this option NCC value is known only to the cell to switch switching has happened. Other target nodes only need to know K-GNB*. Clarified this part. 
	Option 3A:  UE determines the following NCC to use by itself (eg., increase by 1) after subsequent inter-CU LTM execution.
	Option 3B:  UE is preconfigured by CN (via source gNB RRC signalling) with a NCC value list and UE chooses the first unused NCC as the next NCC value.

Option 4: After every inter-CU LTM cell switch execution, for vertical derivation based security change, the UE is provided by using RRC, the UE is provided with the NCC to be used for the next inter-gNB CU LTM switch. This implies that every inter-CU LTM switch which is vertically derived security key based, needs a prior RRC message is needed to inform the UE which NCC to use for this inter-CU LTM switch.	Comment by CATT:  We are not sure option 4 should be included in the LS.
Option 4 is not aligned with the WID (e.g., “aiming to avoid RRC configuration between cell switches as per Rel-18 LTM”).	Comment by MediaTek-Xiaonan: We think it depends on the frequency. If vertical derivation happens very rare then RRC indication may be acceptable. At least this is a back-up solution when all other options are not acceptable.	Comment by Huawei (David L): It should be listed because it is not clear whether other options are acceptable from SA3 perspective.
Besides, this would only update the NCC so the benefit of subsequent LTM (reuse prepared candidates) is preserved.	Comment by Apple - Naveen Palle: CATT, would you be ok with the Op4? Looks like atleast some companies do not see the need to not have this…	Comment by Nokia: We also think this option to be listed mainly if the MAC CE based option have security concern this is alternative mean for Option 1.  This will require RRC message that only carry NCC value to UE. It is secured but only introduce minor delay compared to MAC CE option.	Comment by Lenovo (Prateek): No strong opinion, but rather than providing a plethora of options, we should emphasize that new security issues are coming since one or more of NCC, algorithm and KSI may need to be signalled to the UE in unprotected MAC CE. I am sure RAN2 is capable of producing many more of such solutions ☺️.	Comment by MediaTek-Xiaonan: The NCC is needed only when vertical key derivation. We should add this into option4 to say RRC is provided when vkd need to be performed. 
For horizontal, it could be naturally supported by current design.	Comment by Oskar (ericsson): Agree with this observation, RRC messaging is only needed if vertical key derivation is needed. For horizontal key derivation  only PCI and frequency is necessary.



[bookmark: OLE_LINK1]RAN2 assumes that both horizontal and vertical derivation used in L3 handover would need to be supported for inter-CU LTM.	Comment by Nokia: More details needed on this assumption. IN current Integ-GNB handover, AMF always provides new NCC value and it will lead to VK derivation in next handover. Only if there as Intra-GNB handover where path-switch is not involved and if GNB wants to change key HK derivation would be used.  We don’t see applcability of HK derivation for the Inter-CU switching.  You can clarify that VK and HK needed for combination of Intra and Inter-CU LTM.   In Rel-18 even they HK derviation for Intra-GNB anchor point change was not possible. But RAN2 have to agree on supporting this scenario in Rel-19 LTM	Comment by Lenovo (Prateek): I think the original sentence is fine and can/ should be kept. There will be SA3 delegates talking to their RAN2 counterpart to explain some more background, if needed.

	Comment by Apple - Naveen Palle: My intention is to remove this, as this just states the WID obj… and as commented by some companies earlier, if we think vertical deriv is not often, than “if SA3 is ok with op4” RAN2 can discuss if this a viable option when viewing the WID obj…    CATT - not ok?

	· 
· 




RAN2 would like to inform SA3 that RAN2 will focus first on inter-CU LTM without DC before considering the cases with DC configured. And so the above are intended for inter-CU LTM without DC case.

[bookmark: OLE_LINK2]If Option 1 is feasible, RAN2 wonders whether, via MAC CE, the change of security algorithm or the change of key set indicator is to be supported in inter-CU LTM.	Comment by MediaTek-Xiaonan: It seems this question is already covered by question 1 below.
We didn’t discuss the priority/preference of these options yet. We can simply ask SA3 for the feasibility of these options and further discuss according to the reply.	Comment by Apple - Naveen Palle: MediaTek, the question is framed to ask for feasibility itself (maybe not very obvious..). First we need to ask if MAC CE delivery of security info is feasible (hence OP1), and if Op1 is feasible, then we ask if KSI change etc is needed to be support using MAC CE. Pls suggest a better wording if needed.	Comment by Nokia: We agree with MTK. This line is not needed. If SA3 view is needed on MAC CE usage for NCC update it can be included in Q1.  As of now we don’t prefer or ask specific views for one of the option.	Comment by Lenovo (Prateek): I agree to some extent to not tie the specific question of Algorithm/ KSI to Option 1. We can simply ask:
"Further, RAN2 wonders whether the change of security algorithm or the change of key set indicator is to be supported in inter-CU LTM and if so, is it fine to include them in a MAC CE."
A similar change in Q2 should be made.
We should raise these questions now since otherwise the security issues are not fully reflected e.g., a hacker altering Algorithm (even though security algos are quite limited) can create havoc and KSI change can happen at any point of time and it is not clear to us, what happens when there's a need for this (due to change of Kamf).


2. Actions:
To SA3
ACTION: RAN2 respectfully asks SA3 to take the above information related to security key change for Inter-CU LTM into account and comment on the below questions:
1. RAN2 requests SA3 to inform RAN2 if any of the above options are not acceptable from security perspective (including the assessment on the impact from needed signalling between participating network nodes).
2. If Option 1 is feasible, RAN2 requests SA3 whether, via MAC CE, the change of security algorithm or the change of key set indicator is to be supported in inter-CU LTM.


3. Date of Next RAN WG2 Meetings:
TSG RAN WG2 Meeting #126	20 - 24 May 2024 	Fukuoka, Japan
TSG RAN WG2 Meeting #127	19 - 23 Aug 2024 	Maastricht, Netherlands
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