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Attachment: None	 

1. Overall Description:
Based on the following WID objective of R19 Mob enhancement, RAN2 discussed the aspect of inter-CU LTM with key-change and views the following options as directions for handling the key change as part of inter-CU LTM cell switch:	Comment by vivo-Chenli: I assume the below options are not mutual exclusion, e.g. option 5 is the optimization of option 2, option 2 and option 3 have some overlap. Do we need to notice SA3 that RAN2 will make the final decision considering SA3 inputs on the feasibility and security issue, if any?

	· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM
· Coordination with SA3 needed with respect to security key handling 





Option 1: Use new information in MAC CE to deliver the security info. Whether the UE uses horizontal or vertical derivation is derived from this new information in MAC CE (neither integrity protected nor ciphered).	Comment by Intel (Sudeep): Another way to do this LS is to simplify this and just list the directions at a high level - MAC CE and RRC configuration to get feedback from SA3.  Companies can contribute directly into SA3 with the details of their solutions.  None of the solutions here have been discussed in RAN2 and we don’t yet know the feasibility or the complexity of any of them.	Comment by Nokia:  (not integrity protected or ciphered). Or can say sent in clear text.	Comment by Lenovo (Prateek): We can say in the bracket (neither integrity protected nor ciphered).
	Option 1A:  NCC value to use is included as MAC CE parameter to be used at inter-CU LTM execution.
	Option 1B:  UE is preconfigured with a NCC value list and association to the index in a secured way (in RRC), and the index of NCC is included as MAC CE parameter. 



Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a NCC list per CU using RRC signalling that is both integrity protected and ciphered, and UE chooses the first unused NCC for the target CU upon inter-CU LTM execution. It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list. 	Comment by Lenovo (Prateek): This option has perhaps the following problems:
A) Will it still be possible to perform HKD (Horiz. Key derivation) between a pair of cells across two different CUs if the UE chooses the "next" NCC value from the configured list each time it goes from CU-1 to CU-2? This is not a security issue but the NCC values will be exhausted fast, unnecessarily.
B) Will we still need to signal something in the MAC CE to signal if "no key update" or HKD is to be applied? Here I assume that to a CU (i.e., basically a group of cells to the UE, as the UE does not know the topology) only one NCC value applies for a period of time until the UE exits this CU.	Comment by Intel (Sudeep): I have updated this option to also include what Intel had proposed to the meeting.  I think this option could be generalised to cover also the Intel solution.  If that is not acceptable for the proponent of the original wording, I would then ask that Intel option to be included as a separate option or a suboption here.	Comment by OPPO (Xue): We prefer to have a separate option for the solution from Intel since it is a little hard to understand the case that UE performs horizontal key derivation for subsequent cell switch between the same CU pair, it would be better to add more description for this.	Comment by Apple - Naveen Palle: Made it seperate	Comment by Intel (Sudeep): The new option 5 is not complete on its own without some parts of option 2.  I updated it to make it complete.
Since this is very similar to option 2, it would be better if this can be re-ordered to make this option 3 	Comment by OPPO (Xue): With current wording, it is unclear whether the source gNB is expected to generate the NCC/NCC list for each CU or the source gNB is only responsibility to deliver the NCC/NCC list generated by CN. In our understanding, the gNB is not capable to generate the security info for vertical key derivation since it is not aware of the KAMF. Therefore, the NCC/NCC list per CU may be also preconfigured by CN as in Option3B. 
Option2 can be considered as the subset of Option3 and it is suggested to combine Option2 and Option3 as follows:

OptionX: The participating gNBs are expected to be updated with new K-gNB* with the next to be used NCC after the execution of the current inter-CU LTM cell switch. UE and CN are aware of how the UE would use the next NCC value. 
Option XA:  UE determines the following NCC to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.
Option XB:  UE is preconfigured with a NCC value list  and UE chooses the first unused NCC as the next NCC value.
Option XC:  UE is preconfigured with a  NCC list per CU and UE chooses the first unused NCC as the next NCC value.	Comment by Apple - Naveen Palle: The intent of seperating Op2 and Op3 is that in Op2 (atleast source) gNB would be provided a list, and the handling is done by RAN as well, while in Op3, CN is the main driver and the list is updated in gNBs after every switch (instead of pre-provisioning like we did in R18).  I have moved Intel’s approach to a seperate option (as this is only for horizontal derivation). Hope Oppo is ok with this now.	Comment by vivo-Chenli: If the intention of option 2 is the gNB will provide or generate the list, we think there should be another subset of option 3 similar as the Option XC provided by OPPO, i.e. CN preconfigured a list of NCC per CU for UE.
Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.
	Option 2B:  As an alternative to choosing first unused NCC (as in option 2A), horizontal derivation is used in this option if the LTM cell switch is between the same two CUs. 


Option 3: After the execution of inter-CU LTM cell switch, theThe participating gNBs are expected to be updated with new K-gNB* with the next to be used NCCfor the next inter-CU LTM cell switch after the execution of the current inter-CU LTM cell switch. UE and CN are aware of how the UE would use the next NCC value.	Comment by Lenovo (Prateek): The same two question from us apply here as well.
In addition, this may have specific work for RAN3/ SA2/ CT1 regarding propagation of new K* to all candidate UEs?	Comment by Apple - Naveen Palle: RAN3 is CCed as well… our aim is to see if any of the options have security issues, so that we eliminate this option in RAN2/3 discussions.	Comment by Nokia: In this option NCC value is known only to the cell to switch switching has happened. Other target nodes only need to know K-GNB*. Clarified this part. 
	Option 3A:  UE determines the following NCC to use by itself (eg., increase by 1) after subsequent inter-CU LTM execution.
	Option 3B:  UE is preconfigured by CN (via source gNB RRC signalling) with a NCC value list and UE chooses the first unused NCC as the next NCC value.

Option 4: After every inter-CU LTM cell switch execution, for vertical derivation based security change, using RRC, the UE is provided with the NCC to be used for the next inter-gNB CU LTM switch. This implies that every inter-CU LTM switch which is vertically derived security key based, needs a prior RRC message to inform the UE which NCC to use for this inter-CU LTM switch.	Comment by MediaTek-Xiaonan: The NCC is needed only when vertical key derivation. We should add this into option4 to say RRC is provided when vkd need to be performed. 
For horizontal, it could be naturally supported by current design.	Comment by Oskar (ericsson): Agree with this observation, RRC messaging is only needed if vertical key derivation is needed. For horizontal key derivation  only PCI and frequency is necessary.

	Comment by Alexey Kulakov, Vodafone: This is not an option as such right? It makes sense to formulate it as a question.
	Comment by vivo-Chenli: The original option 5 is not enough:
What we discussed here is the subsequent inter-CU LTM with multiple CU involved. 
Option 1-4 could be applied to N>=2, while option 5 only applies to N=2, which means that it only applies to the switch between two CUs. 
Current options look like this option is similar as Option 1-4, but the truth is option 1-4 could work alone, while option 5 could work together with option 1-4 as an optimization. 
Considering we already updated as above, we are fine with the wording for option 5. 

[bookmark: OLE_LINK1]RAN2 assumes that both horizontal and vertical derivation used in L3 handover could be supported for inter-CU LTM.	Comment by Nokia: More details needed on this assumption. IN current Integ-GNB handover, AMF always provides new NCC value and it will lead to VK derivation in next handover. Only if there as Intra-GNB handover where path-switch is not involved and if GNB wants to change key HK derivation would be used.  We don’t see applcability of HK derivation for the Inter-CU switching.  You can clarify that VK and HK needed for combination of Intra and Inter-CU LTM.   In Rel-18 even they HK derviation for Intra-GNB anchor point change was not possible. But RAN2 have to agree on supporting this scenario in Rel-19 LTM	Comment by Lenovo (Prateek): I think the original sentence is fine and can/ should be kept. There will be SA3 delegates talking to their RAN2 counterpart to explain some more background, if needed.	Comment by Intel (Sudeep): I have deleted the phrase about “RAN2 wonders …”.  We haven't’ discussed any solution in detail and I don’t fully understand some options - we can say “RAN2 wonders ..” for all solutions.  So suggest to delete this part.
But I think we should keep the main sentence.  I have toned it down a bit to hopefully make it more acceptable.
	Comment by Apple - Naveen Palle: My intention is to remove this, as this just states the WID obj… and as commented by some companies earlier, if we think vertical deriv is not often, than “if SA3 is ok with op4” RAN2 can discuss if this a viable option when viewing the WID obj…    CATT - not ok?	Comment by CATT: OK to remove
RAN WG2 agreed also to support mixture of subsequent inter-CU LTM and subsequent intra-CU LTM after an inter-CU or intra-CU LTM switch. Please note that the current number of candidate cells within intra CU case (release 18) is 8. This number might be extended (subject to further discussions in RAN WG2).	Comment by Alexey Kulakov, Vodafone: The LS is not speaking about subsequent LTM…, but it should in my view. Also the amount of candidates might play a role, so it would be good to highlight what we have now as consideration

RAN WG 2 will consider Inter-CU with DC configured at a later stage. The above directions are intended for inter-CU LTM without DC case.


RAN WG2 would like to highlight that one of the benefits of LTM mobility is considered to be reduced signalling overhead and therefore it would be of benefit if SA3 could take this aspect into account during security related evaluations.	Comment by Alexey Kulakov, Vodafone: Signaling overhead is important and SA3 should consider it. The same is valid for operational management...
RAN2 would like to inform SA3 that RAN2 will focus first on inter-CU LTM without DC before considering the cases with DC configured. And so the above are intended for inter-CU LTM without DC case.



2. Actions:
To SA3
ACTION: RAN2 respectfully asks SA3 to take the above information related to security key change for Inter-CU LTM into account and comment on the below questions:
1. RAN2 requests asks SA3 to inform RAN2 if any of the above options are not acceptable from security perspective (including the assessment on the impact from needed signalling between participating network nodes).	Comment by Alexey Kulakov, Vodafone: Please use other wording as "request". We can ask, but not request. Please replace it in all the questions	Comment by vivo-Chenli: I assume this is what we request SA3 to confirm. But I am open for any other soft wording…
2. If Option 1 is acceptable, RAN2 requests SA3 whether, via MAC CEfor each option, the change of security algorithm or the change of key set indicator is to be supported in inter-CU LTM.	Comment by David L (Huawei): There is no reason to restrict this question to option 1, it is equally applicable to all options.


3. Date of Next RAN WG2 Meetings:
TSG RAN WG2 Meeting #126	20 - 24 May 2024 	Fukuoka, Japan
TSG RAN WG2 Meeting #127	19 - 23 Aug 2024 	Maastricht, Netherlands
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