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	[bookmark: _Toc437334462]CHANGE START


[bookmark: _Toc37126952][bookmark: _Toc46492065][bookmark: _Toc46492173][bookmark: _Toc139052322][bookmark: _Toc12616340]5.2.3	Sidelink transmit operation
For NR sidelink transmission of the SLRB, the UE shall follow the procedures in clause 5.2.1 with following modification:
-	perform the header compression using ROHC as specified in clause 5.7.4, if SDU Type is IP;
-	set the PDCP SN of the PDCP Data PDU to TX_NEXT modulo 2[sl-PDCP-SN-Size];.
- 	if the transmitting PDCP entity is associated with two RLC entities:	Comment by SunYoung Lee (Nokia): We can simplify the paragraph given that PDCP duplication can be activated for an SL RB only when there is at least two RLC entities and in 5.2.1 the specification checks the number of RLC entities. In 5.2.3, we only need to say:

‘- submit the PDCP control PDU to any associated RLC entity if PDCP duplication is activated for the SL RB.’

With this, NOTE seems not necessary because ‘any’ already implies that the UE selects any RLC.	Comment by CATT (Xiao)_Post123b: [Rapp_v04]
The first bullet needs to be kept, because we are now referring to the procedure in 5.2.1, specifically the following part cited below. So, this first bullet is needed to adapt into the following “if” condition, i.e. the “if” condition is satisfied when the 2 RLC entities are configured. Otherwise, w/o this description, it is now unclear to readers how the UE checks this “if” condition for the SLRB cases. 

=== Citation from 5.2.1 ====
-	else, if the transmitting PDCP entity is associated with at least two RLC entities:
-	if the PDCP duplication is activated for the RB:
-	if the PDCP PDU is a PDCP Data PDU:
-	duplicate the PDCP Data PDU and submit the PDCP Data PDU to the associated RLC entities activated for PDCP duplication;
-	else:
-	submit the PDCP Control PDU to the primary RLC entity;

Regarding whether to have the NOTE. I slightly prefer to keep it as is. But if majority want to not have it, I’m fine to remove it, and change the second bullet to “submit the PDCP control PDU to either RLC entities associated”	Comment by SunYoung Lee (Nokia): Our suggestion also has the same if condition:

‘- submit the PDCP control PDU to any associated RLC entity if PDCP duplication is activated for the SL RB.’

Having two RLC entities is not a condition of considering that PDCP duplication is activated. And no need to mention AGAIN to ‘perform transmit operation for PDCP duplication with the associated RLC entities as specified in clause 5.2.1’ because it is already written right above that the modification is applied to 5.2.1 as “For NR sidelink transmission of the SLRB, the UE shall follow the procedures in clause 5.2.1 with following modification: “	Comment by vivo(Jing): If we use ‘Having two RLC entities’ to be the condition for considering the PDCP duplication, I’m wondering, based on Xiao’s explanation, do we need to refer to 38331 to avoid misunderstanding? 
And we are fine to have the NOTE.	Comment by CATT (Xiao)_Rapp_v09: [Rapp_v09]
Thanks for the suggestion from Jing. 
An “Editor Note” is now added for people’s better understanding. However, I don’t intend to change the normative texts in the end, as in Uu PDCP duplication, there is a similar condition which does not referring to the RRC Spec. 

For the NOTE X, let’s hear more companies’ voice. Either change by Nokia or current description works.	Comment by CATT (Xiao)_Rapp_v06: Removed the duplicated wording “perform transmit operation.... as specified in clause 5.2.1” to avoid duplicated texts. 

For whether two RLC entity configuration, at least till now, there’s been no agreement that two RLC entities can be configured for other purpose than PDCP duplication (e.g. data split), and also there is no agreement to support deactivation operations (i.e. keeping the two RLC entities w/o using PDCP duplication. Also, according to the RRC running CR (5.8.9.1a.5.1), one can see that the UE implementation based decision on disabling the PDCP duplication has already been specified as one condition to release the additional RLC entity. So at least now PDCP running CR is algined with RRC running CR that configuration/de-configuration of two RLC entities is equivalent to activation/deactivation of PDCP duplication. 
Editor’s Note: For the above condition, please refer to subclauses 5.8.9.1a.6.1/5.8.9.1a.5.1 of RRC running CR on how the two associated RLC entities are configured/de-configured and thus enable/disable the use of PDCP duplication.
	[-	consider PDCP duplication as activated;]
	-	submit the PDCP control PDU to one of the associated RLC entities. 
NOTE X: How to decide to which RLC entity a PDCP control PDU is submitted is left to UE implementation.
	[bookmark: _Toc12616358][bookmark: _Toc37126972]NEXT CHANGE


[bookmark: _Toc12616355][bookmark: _Toc37126969][bookmark: _Toc46492082][bookmark: _Toc46492190][bookmark: _Toc124540781][bookmark: _Toc12616360][bookmark: _Toc37126974][bookmark: _Toc46492087][bookmark: _Toc46492195][bookmark: _Toc139052344]5.8	Ciphering and deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the MAC-I (see clause 6.3.4) and the data part of the PDCP Data PDU (see clause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU. The ciphering is not applicable to PDCP Control PDUs.
For downlink and uplink, the ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
For DAPS bearers, the PDCP entity shall perform the ciphering or deciphering for the PDCP SDU using the ciphering algorithm and key either configured for the source cell or configured for the target cell, based on to/from which cell the PDCP SDU is transmitted/received.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
For NR sidelink communication, the ciphering algorithm and key to be used by the PDCP entity are configured by upper layers as specified in TS 24.587 [16] and the ciphering method shall be applied as specified in TS 33.536 [14].
For NR sidelink communication, the ciphering function is activated for sidelink SRBs (except for SL-SRB0) and/or sidelink DRBs for a PC5 unicast ‎link by upper layers, as specified in TS 38.331 [3]. When security is activated for sidelink SRBs, the ciphering function ‎shall be applied to all PDCP Data PDUs (except for carrying Direct Security Mode Command message as specified in TS 33.536 [14]) for the sidelink SRBs which belong to ‎the PC5 unicast link.‎ When security is activated for sidelink DRBs, the ciphering function ‎shall be applied to all PDCP Data PDUs for the sidelink DRBs which belong to ‎the PC5 unicast link.‎
For NR sidelink communication, the ciphering and deciphering function as specified in TS 33.536 [14] is applied with KEY (NRPEK), COUNT, BEARER (LSB 5 bits of LCID with values 1 to 19 as specified in TS 38.321 [4]) and DIRECTION (which value shall be set is specified in TS 33.536 [14]) as input.
[bookmark: _Toc12616356][bookmark: _Toc37126970][bookmark: _Toc46492083][bookmark: _Toc46492191][bookmark: _Toc124540782]5.9	Integrity protection and verification
The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to sidelink SRB1, SRB2 and SRB3. The integrity protection is applied to PDCP Data PDUs of DRBs (including sidelink DRBs for unicast) for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.
For downlink and uplink, the integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the integrity protection method shall be applied as specified in TS 33.501 [6].
The integrity protection function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
NOTE 1:	As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.
NOTE 2:	As the PC5-S message which activates the integrity protection function is itself integrity protected with the configuration included in this PC5-S message, this message needs first be decoded by upper layer before the integrity protection verification could be performed for the PDU in which the message was received.
For DAPS bearers, the PDCP entity shall perform the integrity protection or verification for the PDCP SDU using the integrity protection algorithm and key either configured for the source cell or configured for the target cell, based on to/from which cell the PDCP SDU is transmitted/received.
For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.501 [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the integrity protection keys for the control plane and for the user plane are KRRCint and KUPint, respectively).
For NR sidelink communication, the integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 24.587 [16] and the integrity protection method shall be applied as specified in TS 33.536 [14].
For NR sidelink communication, the integrity protection function is activated for sidelink SRBs and/or sidelink DRBs for a PC5 unicast link ‎by upper layers, as specified in TS 38.331 [3]. When security is activated for sidelink SRBs, the integrity protection ‎function shall be applied to all PDUs including and subsequent to the PDU for the ‎sidelink SRBs which belong to the PC5 unicast link.‎ When security is activated for sidelink DRBs, the integrity protection ‎function shall be applied to all PDUs including and subsequent to the PDU for the ‎sidelink DRBs which belong to the PC5 unicast link.‎
For the SLRB that needs integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.536 [14] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the KEY (NRPIK), COUNT, BEARER (LSB 5 bits of LCID with values 1 to 19 as specified in TS 38.321 [4]) and DIRECTION (which value shall be set is specified in TS 33.536 [14]).
At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP Data PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.
	NEXT CHANGE


5.11.2	Duplicate PDU discard
For the PDCP entity configured with pdcp-Duplication or for the PDCP entity associated with two RLC entities for an SLRB, the transmitting PDCP entity shall:	Comment by CATT (Xiao)_Post123b: Assume that for an SLRB only the first “if” loop is possibly entered. 	Comment by SunYoung Lee (Nokia): Not sure if this is common understanding on this. RAN2 agreed that for some cases, it is UE implementation to enable/disable PDCP duplication. Thus, if duplication is disabled, such behavior still needs to be performed.	Comment by OPPO (Qianxi Lu) - Post123bis: When the RRC running-CR is drafted, the intention is to align with LTE-SL, i.e., avoid introducing the case where duplication is configured but deactivated, so that the UE decision to enable/disable PDCP duplication would be directly reflected by (de)configure the additional leg.

So we somehow share the view with CATT, that it would be helpful to avoid further issue on PDCP duplication configured by deactivated	Comment by Huawei, HiSilicon: If I understand correctly, the added texts are the trigger that PDCP duplication is actived according to the change in clause 5.2.3. If so, can consider use texts as "or if PDCP duplication is considered as activated for the PDCP entity, according to clause 5.2.3". Otherwise this condition is used twice in 5.2.3 and here. 	Comment by SunYoung Lee (Nokia): For Uu, the reason of mentioning only configuration, i.e., pdcp-Duplication, without activation is to still allow discard of successfully transmitted PDCP PDUs after deactivation (because transmission of duplicate PDCP PDUs may continue if it is already delivered to lower layer). 

Meanwhile, we’re not sure if ‘having two RLC’ can be used for this condition because ‘split’ operation may be allowed without duplication, which has not yet been discussed/concluded. 	Comment by OPPO (Qianxi Lu) - Post123bis: For the observation the reason of "mentioning only configuration", we share the view with Nokia.
For the issue on duplication being configured but deactivated, see our reply above, i.e., we share the view with CATT.	Comment by CATT (Xiao)_Rapp_v04: [Rapp_v04] Per my reading to RRC running CR, there seems to be no case specified that the RRC configures/keeps two RLC entities, but disables PDCP duplication, since there is only the condition that the “UE decides to use PDCP duplication” specified in the conditions for the “5.8.9.1a.6.1	Additional Sidelink RLC Bearer addition/modification conditions” subclause. So based on the current RRC CR, this descrption has no problem. 

Regarding the split operation, there is no conclusion to support the data split with two RLC entities w/o PDCP duplication in SL. The assumption by default should be that the configuration of RLC entities can only be used for PDCP duplication. 	Comment by SunYoung Lee (Nokia): Support of split operation: Need to check further in the coming meeting because there was no case in the legacy that we have split bearer but without split operation. 	Comment by CATT (Xiao)_Rapp_v06: In LTE SL CA, the split operation/split bearer is not supported. Since the general principle for NR SL CA (as specified in WID) is to reuse LTE SL CA as much as possible, it is by default not supported, unless explicit agreement to support it. 	Comment by SunYoung Lee (Nokia): Disabling of PDCP duplication: Need to check further in the coming meeting because it would be strange to us that the only way of disabling PDCP duplication (by UE implementation ) is to release the RLC channel.	Comment by CATT (Xiao)_Rapp_v06: This is in line with LTE SL PDCP duplication, i.e. no further activation/deactivation mechanism is supported. 	Comment by CATT (Xiao)_(Post123): [Rapp_v02] It should be OK to keep it as is. As per agreements, for SL PDCP duplication, there is no extra “activation” mechinism, i.e. as long as two RLC entities are configured by the RRC, PDCP duplication is considered as activated and applied (see also RRC running CR). So techinically speaking there is no difference between this sentence and the sentence proposed by Huawei. 
Regarding using a sentence twice, I don’t see it as a big problem, as the former sentence for Uu PDCP duplication (before the “or”) is also used twice. 	Comment by CATT (Xiao)_Rapp_v09: [Rapp_09] See above revisions by adding the bracket to the activation related description, and the reply above. 
-	if the successful delivery of a PDCP Data PDU is confirmed by one of the associated AM RLC entities:
-	indicate to the other AM RLC entities to discard the duplicated PDCP Data PDU;
-	if the deactivation of PDCP duplication is indicated for the DRB:	Comment by Qualcomm (Qing): … the PDCP duplication is disabled [via RRC or determined by UE]	Comment by Qualcomm (Qing): Need to cover SRB duplication
-	indicate to the RLC entities other than the primary RLC entity to discard all duplicated PDCP Data PDUs;	Comment by Qualcomm (Qing): We agreed not defining "primary" leg
-	if the deactivation of PDCP duplication is indicated for at least one associated RLC entities:	Comment by Qualcomm (Qing): Same comment: "… the PDCP duplication is disabled [via RRC or determined by UE]…"
-	indicate to the RLC entities deactivated for PDCP duplication to discard all duplicated PDCP Data PDUs.
	CHANGE END





Appendix: Related agreements for PDCP duplication
List of RAN2 agreements on L2 operation of PDCP duplication with impacts to PDCP Spec	Comment by CATT (Xiao)_Post123b: Note that agreements related to PDCP duplication configuration impacting RRC Spec are not cited here.

RAN2 #123bis

Agreements on need of primary leg
1. Not to define primary leg, RLC entity
2. PDCP control PDU is sent over one leg, RLC entity, determined by UE implementation.

Agreements on duplicated PDU discard
1. Duplicate PDU discard procedure applied to the Uu PDCP entity associated with AM RLC entities is reused for SL PDCP duplication in unicast.

Agreements on SRBs
1. SL PDCP duplication can be applied to SL-SRB3 only after receiving RRCReconfigurationCompleteSidelink.
2. SL PDCP duplication can be applied to SL-SRB1/2 only after receiving RRCReconfigurationCompleteSidelink.

Agreements on PDCP duplication activation/deactivation SL MAC CE
1. Not to define separate PDCP duplication activation/deactivation SL MAC CE (including Uu MAC CE).

Agreements on security
1. Small LCID (between 1 to 19) among all LCIDs associated with PDCP entity is used in security handling for PDCP duplication.

