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1. Introduction

MBMS standardisation is now divided into two areas:

The MBMS Bearer service, which provides for delivery of IP multicast packets from an IP multicast group on the Gi interface, to users that are in the service area (broadcast mode) and which have joined that group (multicast mode) .

MBMS User Services, of which there may be many – both standard and non-standard, which make use of the MBMS Bearer Service to provide a service to the end user.

The MBMS Bearer Service is “application agnostic” and so does not provide capabilities which may need to be tailored to the specific MBMS User Service. There are several such capabilities which are likely to be essential for many MBMS User Services:

· Reliability – the MBMS Bearer Service is unreliable, but the User Services must obviously be reliable

· Security – the MBMS Bearer Service may broadcast the MBMS data in some cells, meaning it could be received by users that are not authorised. For some services it will be necessary to ensure the data is not visible to these unauthorised users.
· Congestion control – the MBMS Bearer Service as currently specified does not adapt the data stream to the available cell capacity in each cell except by dropping packets). In the absence of other mechanisms in the Bearer Service, applications must either adapt their data rate to the lowest available (i.e. the Guaranteed Bit Rate), or provide mechanisms which work around the packet loss. 
It has been agreed that 3GPP should standardise one or more specific MBMS User Services. Solutions to the above problems will be needed as part of this work.

Other User Services (i.e. non-standard ones) will of course co-exist with these, and more User Services will be defined in future. We cannot therefore assume that the solutions standardised in Release 6 for the above four problems will be the only ones used.

This paper proposes a way to structure the work on MBMS User Services so that, where appropriate, the solutions to the above problems can be re-used by other services.

2. Component architecture

To address the above problem, we propose to adopt a component architecture for the standardised MBMS User Services. The intention is that each of the above problems would be addressed by one or more components, or ‘building blocks’ which could then be combined (in potentially different ways) to provide a complete solution for each MBMS User Service.

The building blocks combined to provide services for a particular User Service would be defined as part of the standardisation of that service (i.e. it is not intended that a User Service dynamically chooses and configures the building blocks in real-time).

This approach has the following advantages:

· Maximum re-use of individual components across multiple user services (both R6 and others)

· Maximum flexibility for user services to tailor the service they require, by selecting appropriate building blocks

· Splitting the problem into small components simplifies the standardisation task

· Different components can be developed in different groups (e.g. security components by SA3)

We note that this is the approach adopted in the IETF when considering the problem of reliable multicast. After considerable research in the Internet Research Task Force, RFC2887 starts by saying: “The term "general purpose reliable multicast protocol" is something of an oxymoron.  Different applications have different requirements of a reliable multicast protocol, and these requirements constrain the design space in ways that two applications with differing requirements often cannot share a single solution”.

Document S2-022863 provides explicit examples of different potential MBMS services with conflicting requirements for the above mentioned capabilities, demonstrating that this principle applies also to MBMS.

3. Components in practice
We consider the requirements mentioned in the Introduction above, and derive a set of building blocks which could be independently developed.

3.1 Reliability
Reliability can be provided by either application layer retransmission or forwards error correction, or a combination of both. We note that packet re-transmission schemes are likely to be highly application specific and therefore it may not be appropriate to develop a general-purpose building block for this aspect.
Application layer forwards error correction, most likely packet-based erasure codes, will form an important part of many MBMS applications. This is because the SDU Error Ratios available from the UTRAN for the raw MBMS bearer service may be too high for the application requirements. Even if a MBMS Bearer Service with appropriate SER is available, it may be overall more efficient to apply erasure codes at the application layer and utilize a higher SER bearer service (as indeed is the case with the power/FEC tradeoff on the radio link itself).

We therefore propose to define a Forwards Error Correction building block.

We further propose that this should be studied within SA4 and that the recent IETF work on this topic (RFC3452) should be considered as an initial input to this work.

3.2 Security

There are several components to security for MBMS services. Clearly, both encryption and key distribution requirements will vary from application to application. However, it may be possible to define a single solution which is applicable to all the MBMS User Services to be defined in Release 6, and this would simplify the work.
As a result of the application-specific nature of forwards error correction, we need a system which allows the application to coordinate the application of ciphering with the application of forwards error correction. The component approach provides this.

The fact remains that encryption and key management are independent problems. We therefore propose to deal with these aspects as separate building blocks.

By key management, we mean the problem of supplying to the users (either to the UE or the UICC) a key suitable for decryption of the MBMS Content and updating this key when necessary. This can initially only be achieved by secure point to point communication with the user.
There are currently three key management protocols defined by (or being defined by) IETF for group key management: the Group Domain of Interpretation for ISAKMP (RFC3547), MIKEY (http://www.ietf.org/internet-drafts/draft-ietf-msec-mikey-07.txt) and GSAKMP (http://www.ietf.org/internet-drafts/draft-ietf-msec-gsakmp-sec-03.txt).
3.3 Congestion control

Any MBMS service which will be offered over a wide area requires some form of congestion control. This is because otherwise, either:
· Bandwidth must be reserved for the service in every cell of the service area, or

· There may be complete loss of service in congested cells

Neither of these options seem very attractive for a large service area.

Congestion control is the means by which the data stream is adapted to the available resources between the sender and a given receiver. In UMTS, we can assume that the radio is the chief bottleneck. The UTRAN has a view of the available resources in each cell.
In the IETF, multicast congestion control proposals rely on users rapidly joining and leaving multicast groups. This does not work for MBMS. For MBMS it will be necessary for the UTRAN/GERAN to adjust the data it transmits in each cell. There are three ways this could be done:
(i) dropping packets

(ii) dropping one or more of several multicast streams used for the same service
(iii) switching to an alternative, lower bit rate, stream representing the same content

Currently the Release 6 architecture supports only (i), although even for this further work may be required to document the exact behaviour of a 'background' MBMS bearer in congestion conditions.
Mechanisms for (ii) and (iii) within the RAN may be introduced in future releases, or Release 6 if there is time.

It may be appropriate to develop general purpose components at the User Service layer to manage the distribution of the content across MBMS bearers with these behaviours. For example, a component which segregates the content into 'layers' of decreasing importance would be required for proper interaction with bearers of type (ii).

4. Proposal
We propose to begin the standardization of MBSM User Services by the definition of a set of independent 'components' or 'building blocks', which provide functions expected to be common to more than one User Service.

We propose that work should begin on the following building blocks:

· Forward Error Correction (to be studied in SA4, starting with RFC3452)

· Key management for real-time services (to be studied in SA3, starting with MIKEY)

· Key management for non-real-time services (to be studied in SA3, starting with the Group DOI and/or GSAKMP)

· Confidentiality (to be studied in SA3)

· Layered Transport for Congestion Control (to be studied in SA4)

































































































