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Abstract of the contribution:

This Contribution 

· Lists and Summarizes (at a (too) high level) the emblematic configurations to be supported, 

· For each of them gives some view on which work is to be carried out
· Proposes to split up the work into shorter and mid-term effort

Various configurations to be supported

In order to come to actual conclusions and to get ASAP proper specifications that lead to actual deployments, it is proposed to split the work into following main configurations (the list is far from being exhaustive but aims at depicting some emblematic deployment cases)

· Configuration 1) : there is no shared knowledge between the EPS and the BBF access about a mobile UE using a BBF access

· the BBF access is not aware of the (mobile) terminals on the BBF access. 

· There is an IPSec tunnel between the Mobile entity (femto, Wifi UE) in the BBF access and the EPS  

This configuration applies to the femto scenario and to all cases where the BBF access is considered as an un-trusted non 3gpp access (with S2b or S2c)". 

This configuration may be split up in 2 parts (Femto/Wifi) if the differences between both cases are too high.
On this configuration the only modification brought to 3gpp and BBF networks is the introduction of S9* in order for the EPS to requests resources over the BBF access. The granularity of policy enforcement that the BBF access may provide is constrained by the IPSec tunnel; to build proper S9* requests the EPS needs to correlate the service flows handled by the EPS with the IP flows handled by the BBF access
Proposal = 3GPP to start working on the definition of S9* interface for Rel10 as this configuration is the baseline. The QoS parameters exchanged over S9* should be generic enough in order not to request the BBF access / EPS network a deep knowledge of the other network.

· Configuration 2) : Femto + Offload (SIPTO) when (depending on the solution deployed for SIPTO for femto traffic) a local PGW/GGSN (called L-GW here) function may be allocated in a different node than the Femto itself

1. critical question is on whether the L-GW always belongs to the EPS operator or whether it may belong to the BBF operator?

2. In the case it would belong to the BBF operator another question is on the level of function the L-GW has to support (basic IP @ allocation with basic support of S5/Gn or also to support Gx/Gy for PCRF/OCS interfaces)?

Further analysis of this configuration on depends on the answers to the questions above.

Configuration 1) and 2) are the only ones to apply to femtos. Other configurations intend only Wifi usage by a mobile UE.

· Configuration 3): The BBF access is participating to the 3gpp authentication of the mobile terminals on the BBF access (AAA peering)

· As an example, the BBF access may be used (possibly simultaneously) for

· traffic off-load (the traffic is NOT handled by the EPS) (non seam-less traffic offload)

· traffic exchanged with the EPS (using an IPsec tunnel between the Wifi UE in the BBF access and the EPS when the BBF access is considered as un-trusted)
On top of the definition of S9*, STa*/ SWa* is to be defined between the 3gpp and the BBF network. 
Proposal = 

· 3GPP to study whether any extensions to the STa/SWa interfaces are needed to enable interworking with BBF accesses. If 3GPP concludes that STa/SWa require modifications, the specification of the enhanced versions of those interfaces (STa*/SWa*) should be completed in Rel10).

· 3gpp to go on working on the way for a mobile operator to control UE policies when deciding over which path (via EPS, not via EPS) the UE is going to send traffic for a given IP flow (on-going work for non seamless WLAN offload).

· BBF to work on any inter-working between STa/Swa** and the AAA architecture in BBF networks

· BBF and 3gpp to work together on the requirements / impacts on the Wifi UE (Wifi authentication protocol to be supported such as EAP-xxx over 802.1X, PANA,…)
· BBF to work on the requirements / impacts on the BBF architecture (e.g. the location of the authenticator (Wifi AP, RGW,….) ) to be able to authenticate a Wifi UE based on 3gpp credentials in various deployment cases e.g. depending on 
· The (Router / Bridge) mode, …of the RGW

· The type of service to be provided over the BBF access, Whether the Wifi is accessed on an Hot spot, for a residential usage or for a corporate access.

BBF to e.g. work on a mechanism in to carry the EAP-AKA from the UE to the BBF AAA server e.g. in WT-146

· Configuration 4) = the BBF considered as a trusted non 3gpp access but not supporting mobility (using S2c in trusted mode)
· If the BBF access is participating to the 3gpp authentication of the mobile terminals on the BBF access (AAA peering), then configuration 3) applies also
· The security conditions when/how the BBF access may be considered as trusted (per the set of requirements in 3gpp 33.402 clause 9.2.2.1) have to be studied. 
· Proposal: This should require a threat analysis + a description on how to overcome those threats (“applicability statement for the S2c  trusted case”) to be carried out by the relevant BBF security experts
· S9* may be enhanced for the BBF access to enforce SDF based policy enforcement (the traffic sent to the EPS is not encrypted but for DSMIP signalling).
· Proposal = 3GPP to work on the definition of these enhancements to the S9* interface

· Configuration 5):  with the BBF considered as a trusted non 3gpp access and supporting mobility (using S2a). Some impacts are for the BBF to

· participate to the authentication of the terminals (covered by configuration 3))
· Be aware of the IP @ allocated to some (*) terminals (mobile terminals) on a the Home (residential) network 

· (*) at least aware of the terminals for which S2a is supported 

· Support of S2a by the BBF access implies the existence of a (“layer 2”) signalling between the mobile UE and the S2a termination within BBF(that would be equivalent to 24.301 (LTE) / 24.008 (legacy) / 24.234 (to PDG) in 3gpp) through which the UE may communicate with the BBF access information on e.g.

· The required IP @ type

· The target PDN (APN)

· PCO (Protocol Configuration Option) to be exchanged with the mobility anchor (PGW)

· Which BBF access function (BNG, RGW,…) terminates S2a is also to be determined?

· Whether the BBF access is to support multiple S2a (i.e. access via S2a to multiple PGW) is also to be determined

· Configuration 6): the BBF access supporting a PCC based architecture for its own policy framework (BPCF).

The FMC discussions we are having around the 3gpp-BBF workshop would not be complete without the possibility for the BBF access to benefit from the Wireless architecture for policy (PCC).

Way forward. 

In order to split the work into manageable sets and in order to get specification sets that may be deployed ASAP, it is propose to split the work as follows

Divide the work in 2 steps 

1. step 1 = configuration 1), 3), 4) above. Objective is to have specifications ready for 3gpp Rel10 time frame.

2. Set 2 =  configuration 5) and 6). A dedicated SID is started for each of these configurations for REl10.
3. work on Configuration 2) depends on the requirements

Miscellaneous points for study

1. Does the BBF access support an ANDSF?
