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Abstract: Session Border Controllers are being recommended for deployment in several network configurations to establish secure and quality Voice communications over IP networks. These could potentially be deployed between (1) an Enterprise and the Carrier network, or between (2) two Carrier Networks, or (3) a Carrier and an Applications Provider Network. However, the vendor developments are not consistent and lack the needed definition to allow interoperability between vendors.

Session Border Controller deployment at NNI and UNI interfaces will require agreements on policies and procedures between carriers broadly in following areas: Service Reach, Security, Service Quality, Accounting, and Network Management.
Service Reach: To widen the service reach first and foremost peer networks need to agree on the signaling protocol used, secondly, on mechanism to locate subscribers in each others domains and thirdly, on mechanisms to bridge calls between IP phones located in the private IP address space and the ones hosted on public IP address space.

Security: To ensure that security concerns of peer networks are met, agreements are needed on policies that help protect the VoIP infrastructure.

Service Quality: Service and Voice quality assurance requires agreements between peer networks on class of service definitions for interworking QoS and mechanisms to monitor the quality.

Accounting: Peer Networks need to agree on call details that need to be exchanged between network operators in a meaningful form for settlement and revenue assurance purposes. 

Network Management: Tools and procedures need to be identified to track faults across network boundaries.

This contribution discusses the various alternatives that these new elements offer and the issues that network operators encounter while deploying Session Border Controllers. This contribution also describes a need for a carrier forum to standardize the policies and procedures to achieve secure and quality IP based voice communications across network boundaries.

______________________
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DISCUSSION:  In recent years there has been an increase in deployments of Voice over IP (VoIP) networks. VoIP networks have been deployed in enterprises to replace the circuit switched PBX systems. Carriers are deploying VoIP networks to reduce transport costs by using a single converged voice and data transport infrastructure. Applications Providers are using VoIP networks to offer the traditional voice services such as Interactive Voice Response Service, Voice Messaging and Voice Conference service. Most of these deployments are interconnected using TDM interfaces which result in a call traversing multiple TDM-IP boundaries. The multiple TDM-IP hops increase latency and introduce voice distortion. This is an inefficient way to interconnect VoIP networks. The VoIP network operators would prefer the alternative of directly interconnecting their VoIP networks. However, there are several issues that need resolving to ensure secure and quality across the VoIP network borders. 

First and foremost, there is a need for VoIP network operators to agree on a signaling protocol. The VoIP networks use a wide range of signaling protocols to establish calls. H.323, MGCP, SIP, BICC, SIP-T based networks are in existence today. Most of the initial deployments used H.323 and MGCP protocols. Some VoIP network deployments in the carrier environment have used SIP-T, BICC as well as other proprietary protocols.  The newer VoIP network deployments use the IETF RFC 3261 standard - the Session Initiation Protocol (SIP). Although, ATIS PTSC recommends SIP as a standard for interconnect there is a need for Network Providers to conduct an assessment of the feature and functionality deployed within their networks. And, based on their assessments agree on mandatory SIP features, profiles, and extensions. 

One of the problems that has been avoided by VoIP networks so far through use of the PSTN for inter-connect, is the need for a global number resolution scheme. SIP based VoIP networks can either use SIP Uniform Resource Indicator (URI) or the Telephone Number URI to address an IP Phone. The H.323 protocol offers networks three methods for address resolution, the H.323 id, E.164 number addressing or the E-mail ID type addressing scheme respectively. This flexibility has allowed network providers to deploy a numbering scheme of their choice but poses an issue when these networks want to interconnect. Hence, there is a need to agree on a common global addressing scheme to ensure that VoIP networks can interoperate. 

A large number of VoIP network deployments especially in the Enterprise environments use private network address spaces. These networks deploy Network Address Translation (NAT) to establish calls across the public Internet address space. The NAT function could be performed within the enterprise using enterprise based voice aware network traversal solutions or in the network by using a carrier hosted network address translation solution using technologies such as TURN, ICE, STUN or B2BUA. Regardless, there is an issue with allowing external networks to terminate calls to IP phones behind the NAT devices. Network Operators need to agree on a common mechanism that will allow establishment of calls to IP phones behind NATs and Firewalls.

The concerns of security of the VoIP infrastructure will require mitigation through agreements on policies and mechanisms to ensure secure communications across the peer network domains. The trust between two network providers can be established at various levels. The trust could be established at the network boundaries or between proxy servers or could be between IP phones. Each trust level is implemented using different security mechanisms and technology. Network Operators need to agree on policies to establish secure inter-working of the VoIP networks.

Voice Quality in IP networks is affected by packet loss, jitter and network latency. Typically, voice quality is achieved through careful engineering of networks to ensure that the network latency, jitter and packet loss are within the tolerance limits for voice. Each network domain uses mechanisms such as MPLS (Multi-Protocol Label Switching), 802.1p Layer 2 traffic prioritization, Layer 3 DiffServ and the simplest of all mechanism - over-provisioning, to ensure that the quality metrics are within specified limits. However, when two networks are inter-connected it is difficult to ensure that the end-to-end voice quality objectives are met as it is difficult to ensure that the cumulative delay does not exceed the limits for good quality voice. Further, it is even more difficult to isolate the problem when degradation occurs. Therefore, another issue that needs to be addressed to facilitate direct VoIP inter-working is that of delay budget apportionment and problem isolation. Voice Quality can be managed by monitoring and reporting on QoS metrics that affect voice and service quality, such as call setup duration, packet loss, delay, and jitter. The network providers need to agree on the quality metrics that need to be gathered and exchanged to ensure that end to end voice quality is maintained.

Finally, to support Revenue Assurance and Network Management agreements are required between Network Operators for the specific protocols and data that needs to be exchanged to ensure that Service Level Agreements can be established.

Today many standards exist in each and every category - signal inter-working, security and QoS. These standards may require addressing of some gaps to fully support Voice and IP interconnection. The issue of interconnecting VoIP networks is more related to establishing requirements for policies between network operators on the issues such as signal inter-working, security, service quality, revenue assurance and network management rather than addressing gaps in standards.
New devices currently called the Session Border Controllers are being proposed to enforce the policies. Session Border Controllers monitor the signaling and media streams (bearer voice) as it enters a VoIP network domain. There are several architectural approaches being proposed to control the VoIP network border. There is a need to understand the implementation alternatives and adopt a standard for compatibility. Network Operators need to fully understand the VoIP network interconnect issues, establish policies and make a selection of implementation architecture to enable secure and quality voice communications.  

The following types of questions need to be considered to insure interoperability of VoIP networks:

· Are Session Border Controllers (S/BCs) for "Policy Enforcement"?  How will the "Policies" be established between carriers?
· Are S/BCs like the Intelligent Network mediation devices?
· Do S/BCs control signaling or media or both?  Are they in the traffic path or not?
· What level of reliability is required?  Do S/BCs need to be configured to be redundant?
· Is topology hiding required and to what extent?
· How is traffic control achieved?  Is QoS part of traffic control?  Do S/BCs perform traffic control functions?
· How is QoS inter-worked between carriers?
· Does an S/BC do protocol inter-working and/or repair?  Do they do protocol harmonization?
· Do S/BCs perform NAT functions and NAT transversal?  Do they do IPv4 to IPv6 inter-working?
· Do they provide for encryption/decryption at the boundary?
· Is S/BC an access (UNI) or network (NNI) function or both?  If both what are the differences?
· Do SB/Cs perform call and/or bandwidth admission control?  If so how is this inter-worked between carriers?
· Are S/BCs SIP based only?
· Do S/BCs perform transcoding?  If so, how many kinds (codec, protocol, TDM/IP, etc.)?  How is transcoding limited?
PROPOSAL:  This can effectively be addressed through a Network Operators forum established to develop the requirements for VoIP and IP network interconnection. These requirements would then feed the needed standards work.  This will help not only address VoIP networking issues but also any future real-time multi media communications across the IP network interconnection such as Video and multi-media conferencing.
______________________
NOTICE

This contribution has been prepared to assist the 3GPP-ETSI TISPAN-ATIS Workshop.  This document is offered to the Workshop as a basis for discussion and is not a binding proposal on SBC.  The requirements are subject to change in form and numerical value after more study. SBC specifically reserves the right to add to, or withdraw, the statements contained herein.
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