6.3.6
Framework Security Management

Security Parameters

The table that follows contains the security parameters that shall be used when the  3GPP TS 31.115  security is required in the test cases developed in the current subclause.

	Parameter
	Value in hexadecimal

	KIC
	11

	KID
	11

	CNTR
	00 00 00 00 01

	Key for ciphering
	01 41 42 7F DA E8 91 A7

	Key for RC/CC/DS
	01 23 45 67 89 AB CD EF


If a parameter is not listed explicitly in the above table, the default values of subclause 4.7.3.1 apply.

6.3.6.1
Input Data

Test Area Reference: ufw _fws_inda

6.3.6.1.1
Conformance Requirements

6.3.6.1.1.1
Normal Execution

· CRRN1: If the USAT Framework receives an envelope APDU containing a Short Message Point to Point formatted according to 3GPP TS 31.115 [x], it shall verify the security of the SMS TPDU and trigger the applet registered with the corresponding TAR.

· CRRN2: The toolkit applet will only be triggered if the TAR is known and the security verified.

· CRRN3: If the USAT Framework receives an envelope APDU containing an Short message Cell Broadcast formatted according to 3GPP TS 31.115 [x], it shall verify the security of the cell broadcast page and trigger the applet registered with the corresponding TAR.

· CRRN4: If the USAT Framework receives an Update Record EFsms instruction formatted according to TS 31.115[x], it shall verify the security of the SMS and trigger the applet registered with the corresponding TAR.

· CRRN5: The USAT Framework shall provide the input data deciphered.

6.3.6.1.1.2
Parameter errors

No requirements.

6.3.6.1.1.3
Context errors

No requirements.

6.3.6.1.2
Test area files

Test source:
Test_ ufw _fws_inda_1.java

Test Applet:
ufw _fws_inda _1.java



ufw _fws_inda _2.java



ufw _fws_inda _3.java



ufw _fws_inda _4.java



ufw _fws_inda _5.java



ufw _fws_inda _6.java

Cap file: 
ufw _fws_inda.cap

6.3.6.1.3
Test Coverage

	CRR Number
	Test Case Number

	CRRN1
	1, 2, 3

	CRRN2
	3,6,9

	CRRN3
	4, 5, 6

	CRRN4
	7,8,9

	CRRN5
	1,2,4,5,7,8


6.3.6.1.4
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Framework checks the Cryptographic checksum and deciphers the data

Applet1 is loaded and installed

1-Envelope(SMS-PP) single and formatted is sent to the USAT Framework with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet1;

Data = 01

2- Short Message concatenated and formatted is sent to the USAT Framework by an Envelope (SMS PP)with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet1;

Data length is 150.


	1- Applet1 is triggered and the value integrity is checked.

2- Applet1 is triggered and the value integrity is checked


	1- The USAT Framework answers to the Envelope with status words 9000

2- The USAT Framework answers to the Envelope with status words 9000



	2
	Triggering two different applets with different security

Applet2 is installed 

1-Envelope(SMS-PP) single and formatted is sent to the USAT Framework with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet1

Data = 03

2- Short Message concatenated and formatted is sent to the USAT Framework by an Envelope (SMS PP)with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet1

Data length = 150

3-Envelope(SMS-PP) single and formatted is sent to the USAT Framework with this features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet2

Data = 05

4- Short Message concatenated and formatted is sent to the USAT Framework by an Envelope (SMS PP)with these features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet2

Data length = 150.


	1- Applet1 is triggered and the value integrity is checked

2- Applet1 is triggered and the value integrity is checked

3- Applet2 is triggered and the value integrity is checked

4- Applet2 is triggered and the value integrity is checked


	1- The USAT Framework answers to the Envelope with status words 9000

2- The USAT Framework answers to the Envelope with status words 9000

3- The USAT Framework answers to the Envelope with status words 9000

4- The USAT Framework answers to the Envelope with status words 9000



	3
	Envelope(SMS-PP) formatted with wrong cryptographic checksum

1-Envelope 03.48 single and formatted is sent to the USAT Framework with this features:

No ciphering;

Wrong cryptographic checksum;

No proof of receipt;

TAR of Applet1

Data = 07

2- Short Message concatenated and formatted is sent to the USAT Framework by an Envelope (SMS PP)with these features:

No ciphering;

Wrong cryptographic checksum;

No proof of receipt;

TAR of Applet1

Data length = 150


	1- No applet is triggered.

2- No applet is triggered.


	1- The USAT Framework answers to the Envelope with status words 9000

	4
	Framework checks the Cryptographic checksum and deciphers the data

Applet3 is loaded and installed

1-Envelope(SMS-CB) formatted is sent to the USAT Framework with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

Data = 01


	1- Applet3 is triggered and the value integrity is checked
	1- The USAT Framework answers to the Envelope with status words 9000



	5
	Triggering two different applets with different security on Envelope(SMS-CB) formatted

Applet4 is installed 

1-Envelope(SMS-CB) formatted is sent to the USAT Framework with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet3

Data = 02

2-Envelope(SMS-CB) formatted is sent to the USAT Framework with this features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet4

Data = 03


	1- Applet3 is triggered and the value integrity is checked

2- Applet4 is triggered and the value integrity is checked
	1- The USAT Framework answers to the Envelope with status words 9000

2- The USAT Framework answers to the Envelope with status words 9000

	6
	Envelope(SMS-CB) formatted with wrong cryptographic checksum

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet3

Data = 04
	No applet is triggered
	1- The USAT Framework answers to the Envelope with status words 9000

	7
	Framework checks the Cryptographic checksum and deciphers the data

Applet5 is installed

1- Short Message single and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet5;

Data = 01

2- Short Message concatenated and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet5;

Data length = 150.


	1- Applet5 is triggered and the value integrity is checked.

2- Applet5 is triggered and the value integrity is checked


	1- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

2- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

	8
	Triggering two different applets with different security

Applet6 is installed 

1- Short Message single and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet5

Data = 03

2- Short Message concatenated and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet5

Data length = 150.

3- Short Message single and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet6;

Data = 05

4- Short Message concatenated and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet6;

Data length = 150.


	1- Applet5 is triggered and the value integrity is checked.

2- Applet5 is triggered and the value integrity is checked.

3- Applet6 is triggered and the value integrity is checked.

4- Applet6 is triggered and the value integrity is checked.


	1- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

2- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

3- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

4- The USAT Framework answers to the Update Record EFsms instruction with status words 9000



	9
	Update Record EFsms instruction formatted with wrong cryptographic checksum

1- Short Message single and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet5

Data = 07

2- Short Message concatenated and formatted is sent to the USAT Framework by Update Record EFsms instruction with these features:

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet5

Data length = 150


	1- No applet is triggered.

2- No applet is triggered.


	1- The USAT Framework answers to the Update Record EFsms instruction with status words 9000

2- The USAT Framework answers to the Update Record EFsms instruction with status words 9000




6.3.6.2
Output Data

Test Area Reference: ufw_fws_ouda

6.3.6.2.1
Conformance Requirements

6.3.6.2.1.1
Normal Execution

· CRRN1: The USAT Framework Toolkit Framework shall secure and send the response packet.

6.3.6.2.1.2
Parameters errors

No requirements.

6.3.6.2.1.3
Context errors

No requirements.

6.3.6.2.2
Test Area Files

Test source:
Test_Ufw_Fws_Ouda_1.java

Test Applet:
Ufw_Fws_Ouda _1.java

Cap file:
Ufw_Fws_Ouda.cap

6.3.6.2.3
Test Coverage

	CRR Number
	Test Case Number

	CRRN1
	1, 2, 3, 4


6.3.6.2.4
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = "APPLET1"


	The applet is triggered and sends a "Display Text" proactive command with the data received in the Envelope.
	The USAT Framework answers to the Envelope with a PoR which is retrieved and checked.

The PoR has no application data.

The USAT Framework answers with status words 91xx to issue a Display Text "APPLET1".

	2
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = "APPLET1"
	The applet posts application data. It does not call the ProactiveHandler.send() method
	The USAT Framework answers to the Envelope with a PoR which is retrieved and checked.

The PoR has the application data posted by the application.

	3
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = "TEST"
	The applet posts application data and calls the ProactiveHandler.send() method to send a "Display Text" proactive command with the data received in the Envelope.
	The USAT Framework answers to the Envelope with a PoR which is retrieved and checked. The PoR has the application data posted by the application.

The USAT Framework answers with status words 91xx to issue the Display Text "TEST".

	4
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

proof of receipt shall be ciphered

Data in plain text = "TEST"
	The applet posts application data and calls the ProactiveHandler.send() method to send a "Display Text" proactive command with the data received in the Envelope.
	The USAT Framework answers to the Envelope with a PoR which is retrieved and checked. The PoR has the application data posted by the application.

The USAT Framework answers with status words 91xx to issue the Display Text "TEST".


6.3.8
Toolkit Installation

6.3.8.9
Minimum Security Level

Test Area Reference: ufw_tin_msl

6.3.8.9.1
Conformance Requirements

6.3.8.9.1.1
Normal execution

· CRRN1: The Receiving Entity shall check the Minimum Security Level during processing the security of the Command Packet.

· CRRN2: The Receiving Entity shall reject the message if the MSL check fails.

· CRRN3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent if required.

· CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.

· CRRN5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

6.3.8.9.2
Test area files

Test source: 

Test_Ufw_Tin_Msl_1.java

Test Applet: 

Ufw_Tin_Msl_1.java

Cap file: 

ufw_tin_msl.cap

6.3.8.9.3
Test Coverage

	CRR number
	Test case number

	CRRN1
	Not applicable

	CRRN2
	2

	CRRN3
	2

	CRRN4
	2

	CRRN5
	1


6.3.8.9.4
Test procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Installation with MSL length of 0
1- Install (install) applet with a MSL length = 0

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, ciphering and counter mode 1 (counter available and no checking)

4- Delete the applet instance 
	2- Applet is triggered

3- Applet is triggered
	1- SW = 9000

	2
	Installation with correct MSL value
1- Install (install) applet with MSL field set to 02 (CC needed).

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, no ciphering and counter mode 1 counter available and no checking)

4- Send a formatted SMS PP env with PoR required and no CC, ciphered with DES and counter mode 0 counter available and no checking)

5- Delete the applet instance
	2- Applet is not triggered

3- Applet is triggered

4- Applet is not triggered
	1- SW = 9000

4- SW = 62 00, Response status code shall be  ‘0A’, insufficient security level.


6.3.8.10
TAR

Test Area Reference: ufw_tin_tar

6.3.8.10.1
Conformance Requirements

6.3.8.10.1.1
Normal execution

· CRRN1: It is possible to define several TAR values at the installation of the Toolkit Application .

· CRRN2: If the length of the TAR value is zero, the TAR may be taken out of the AID if any.

· CRRN3: If the length of the TAR value is greater than zero then the application instance shall be installed with the TAR value field defined in parameter and the TAR indicated in the AID if any shall be ignored.

· CRRN4: If the TAR value(s) is already assigned on the card for the Toolkit Application instance the card shall return the status word ‘6A 80’, incorrect parameter in data field.

· CRRN5: If the length of the TAR value(s) field is incorrect, the card shall return the status word ‘6A 80’, incorrect parameter in data field.

6.3.8.10.2
Test area files

Test source: 

Test_Ufw_Tin_Tar_1.scr

Test Applet: 

ufw_tin_tar_1.java

Cap file: 

ufw_tin_tar.cap

6.3.8.10.3
Test Coverage

	CRR number
	Test case number

	CRRN1
	1

	CRRN2
	2

	CRRN3
	3

	CRRN4
	4

	CRRN5
	5


6.3.8.10.4
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Installation with several TAR value
1- Install (install) applet with no TAR defined in the AID but TAR values set to 11 11 11, 22 22 22  

2- Send formatted SMS PP env with TAR set to 11 11 11.

3- Send formatted SMS PP env with TAR set to 22 22 22.

4- Delete the applet instance. 
	2- Applet is triggered

3- Applet is triggered
	1- SW = 9000

	2
	Installation without TAR value in install parameter
1- Install (install) applet with TAR value length set to 0 in install parameters.

2- Send formatted SMS PP env with the TAR value defined in applet AID.

3- Delete the applet instance
	2- Applet is triggered


	1- SW = 9000

	3
	Installation with TAR value within AID different from the one define in install parameters
1- Install (install) applet with applet AID TAR set to XX YY ZZ and TAR value set to 11 11 11.

2- Send formatted SMS PP env with the TAR value set to the one defined in applet AID.

3- Send formatted SMS PP env with the TAR value set to 11 11 11.


	2- Applet is not triggered.

3- Applet is triggered 
	

	4
	Installation with TAR value already assigned
1- Install (install) applet with no TAR in applet AID and TAR value in install parameters set to 11 11 11.


	1- Applet is not installed

 
	1- SW = 6A80

	5
	Installation with incorrect TAR value length in install parameters
1- Install (install) applet with no TAR in applet AID and TAR value length set to 02 and TAR value set to 11 11.

2- Install (install) applet with no TAR in applet AID and TAR value length set to 05 and TAR value set to 11 11 11,22 22.
	1- Applet is not installed

2- Applet is not installed
	1- SW = 6A80


6.3.8.11  Access Domain

Test Area Reference: ufw_tin_acdo

6.3.8.11.1
Conformance Requirements

6.3.8.11.1.1
Normal execution

· CRRN1: The USAT framework shall grant files access to the application instance according to the USAT Framework access parameters.

· CRRN2:The access rights granted to an application and defined in the access parameter shall be independent from the access rights granted at the USAT Framework/Terminal interface level.

· CRRN3: If an application with access domain parameter set to ‘FF’ tries to access a file, the USAT framework shall throw an exception.

· CRRN4: An application with access domain parameter set to ‘00’ can perform all actions on files, except the ones with NEVER access conditions.

· CRRN5: If a requested Access Domain is not supported, the card shall return the Status word ‘6A 80’ to the Install(install) command.

· CRRN6: The card shall at least support the following Access Domain Parameter values:

· ‘00’ : Full access to the file system

· ‘02’ : UICC access mechanism

· ‘FF’ : No access to the file system

6.3.8.11.2
Test area files

Test source: 

Test_Ufw_Tin_Acdo_1.java

Test Applet: 

Ufw_Tin_Acdo_1.java

Cap file: 

ufw_tin_acdo.cap

6.3.8.11.3
Test Coverage

	CRR number
	Test case number

	CRRN1
	1,2,3

	CRRN2
	1

	CRRN3
	2

	CRRN4
	3

	CRRN5
	Not testable

	CRRN6
	1,2,3


6.3.8.11.4
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	The access granted to an application shall be independent from the USAT Framework/Terminal interface
1- Install (install) applet with Access domain parameter set to PIN2  

2- Block PIN2 by sending unsuccessfull verify pin command.

3- Trigger the installed applet and try to increase EF_CIAC
 file with uicc.access.increase() method.

4- Delete the applet instance. 
	3- no exception is thrown


	

	2
	Access domain parameter set to ‘FF’
1- Install (install) applet with access domain parameter set to ‘FF’.

2- Trigger the installed applet and try to access EF_TARU 
file with uicc.access.readBinary() method.

3- Delete the applet instance
	2- UICCException. Security_status_Not_satisfied is thrown


	

	3
	Access domain parameter set to ‘00’
1- Install (install) applet with access domain parameter set to ‘00’.

2- Trigger the installed applet and try to access EF_TARU file using uicc.access.readBinary() method.

3- Trigger the applet and try to access the EF_TNU 
file using uicc.access.updateBinary() method.

4- Delete the applet instance 
	2- No exception is thrown.

3- UICCException. Security_status_Not_satisfied is thrown

 
	


�PAGE \# "'Page : '#'�'"  �� increase Access Conditions set to PIN2


�PAGE \# "'Page : '#'�'"  �� read access condition set to ALW 


�PAGE \# "'Page : '#'�'"  �� Update access condition set to NEV





