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1 Generalised Packet Structure:

        Test Area Reference: SEC_GSP_CMD

1.1 Command packet structure for SMS-CB

1.1.1 Conformance requirements

Normal execution

CRRN1: The receiving entity receives the command Packet and unpacks it according to the security parameters indicated in the command Header.

CRRN2: In case of security related error, nothing shall be forwarded to the receiving application. i.e. no part of the application message and no indication of the error.

CRRN3: If the receiving entity receives an unrecognisable command Header (e.g. inconsistency in the command header), the command packet shall be discarded and no further action taken.

CRRN4: The command packet shall be structured according to the following table:

	Element
	Length
	Comment

	Command Packet Identifier (CPI)
	1 octet
	Identifies that this data block is the secured Command Packet.

	Command Packet Length (CPL)
	variable 
	This shall indicate the number of octets from and including the Command Header Identifier to the end of the Secured Data, including any padding octets required for ciphering.

	Command Header Identifier  (CHI)
	1 octet
	Identifies the Command Header.

	Command Header Length (CHL)
	variable 
	This shall indicate the number of octets from and including the SPI to the end of the RC/CC/DS.

	Security Parameter Indicator (SPI)
	2 octets
	see detailed coding in clause 5.1.1.

	Ciphering Key Identifier (KIc)
	1 octet
	Key and algorithm Identifier for ciphering.

	Key Identifier (KID)
	1 octet
	Key and algorithm Identifier for RC/CC/DS.

	Toolkit Application Reference  (TAR)
	3 octets
	Coding is application dependent.

	Counter (CNTR)
	5 octets
	Replay detection and Sequence Integrity counter.

	Padding counter (PCNTR)
	1 octet
	This indicates the number of padding octets used for ciphering at the end of the secured data.

	Redundancy Check (RC), Cryptographic Checksum (CC) or Digital Signature (DS)
	variable 
	Length depends on the algorithm. A typical value is 8 octets if used, and for a DS could be 48 or more octets; the minimum should be 4 octets.

	Secured Data
	variable
	Contains the Secured Application Message and possibly padding octets used for ciphering.


CRRN5: The CPL field shall indicate the number of octets from and including the Command Header Identifier to the end of the Secured Data, including any padding octets required for ciphering.

CRRN6: The CHL field shall indicate the number of octets from and including the SPI to the end of the RC/CC/DS.

CRRN7: The PCNTR field indicates the number of padding octets used for ciphering at the end of the secured data. 

CRRN8: If ciphering is indicated  RC/CC/DS shall be calculated first and the than ciphering shall be applied.

CRRN9: If the SPI field indicates that no RC/CC/DS is present than the corresponding field shall be zero length.

CRRN10: Bits b2b1 of the first octet of SPI  field indicates if Redundancy check, Cryptographic Checksum or Digital Signature is used :

· 00 : No Redundancy Check, Cryptographic Checksum or Digital Signature is used

· 01 : Redundancy Check is used.

· 10 : Cryptographic Checksum is used.

· 11 : Digital Signature is used.

CRRN11: Bit b3 of the first octet of SPI indicates if ciphering is used:

· 0 : No Ciphering

· 1 : Ciphering is used.

CRRN12: Bit b5b4 indicate if the counter field is used:

· 00 : No counter available, but counter field is present. The counter field shall be   ignored by the RE and the RE shall not update the counter. 

· 01 : Counter available; no check

· 10 : Counter value must be higher than the value in RE.

· 11 : Counter value must be one higher than the value in RE.

CRRN13: The KIC field indicates key and algorithm used for ciphering with the following rules:

                  Coding of b2b1:

 

·  01 : DES algorithm is used.

                  Coding of  b4b3 :

· 00 : DES in CBC mode is used.

· 01 : TDES in outer CBC mode using two keys is used

· 10 : Triple DES in outer CBC mode using three keys is used 

· 11 : DES in CBC mode is used

Coding of b8..b5 : indication of the keys to be used.

CRRN14: The KID field indicates key and algorithm used for ciphering with the following rules:

                  Coding of b2b1:

 

·  01 : DES algorithm is used.

                  Coding of  b4b3 :

· 00 : DES in CBC mode is used.

· 01 : TDES in outer CBC mode using two keys is used

· 10 : Triple DES in outer CBC mode using three keys is used 

· 11 : DES in CBC mode is used

Coding of b8..b5 : indication of the keys to be used.

CRRN15:  A separate and different counter shall be associated to each key set version.

CRRN16: The indication of the key to be used in KIC and KID field shall refer to the Open Platform key set version number.

CRRN17: The algorithm to be used with the key shall be the algorithm associated with the key.

CRRN18: The key set version number indicated in the KIC and KID field shall be identical when different from ‘0’. If the key set version numbers are different (and both different from 0) then the message shall be rejected with the “Unidentified security error” Response Status Code.

1.1.1.1 Test suite files

Test Script: 


(U)SIM_ SEC_GSP_CMD _1.scr






(U)SIM_ SEC_GSP_CMD _1.clr

1.1.1.2 Test Procedure

	Id
	Description
	API Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


1.1.1.3 Test Coverage

	CRR number
	Test case number

	
	

	
	

	
	

	
	


2 Implementation for SMS-CB


2.1 Structure of the CBS page in the SMS-CB message

          Test Area Reference: SEC_SCB_SCB

2.1.1 Conformance requirements

Normal execution

CRRN1: The CBS page consist of a fixed block of 88 octets. The 88 octets of the CBS information consist of a 6-octet header and 82 user octets.

CRRN2: The 6-octets header is used to indicate the message content a defined in the 3GPP TS 23.041.

CRRN3: The content of the message shall be secured as defined in the “Generalised Secured Packet Structure” paragraph.

2.1.1.1 Test suites files 

Test Script: 


(U)SIM_ SEC_SCB_SCB _1.scr

                                              (U)SIM_ SEC_SCB_SCB _1.clr

2.1.1.2 Test procedure

	Id
	Description
	API Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2.1.1.3 Test coverage

	CRR number
	Test case number

	
	


2.2 Command packet contained in a SMS-CB message

          Test Area Reference: SEC_SCB_CCB

2.2.1 Conformance requirements 

Normal execution

CRRN1 : A CBS page is a fixed block of 88 octets. The 88 octets consist of a 6 octets header and 82 user octets

CRRN2 : The 6-octets header of the SMS-CB is composed of the following fields:

· A Serial Number field (SN) coded on 2 octets containing the ID of the message.

· A Message Identifier field (MID) coded on 2 octets containing the source and the type of the message.

· A Data Coding Scheme field (DCS) coded on 1 octet.

· A Page Parameter field (PP) coded on 1 octet indicating the page number and the total number of page.

CRRN3 : The Message Identifier field shall be in the range of ‘1080’ to 109F’ for Cell Broadcast Data Download message secured according to 3GPP TS 23.048.

CRRN4 : The 82 user octets are composed of the CPL, CHI (Null field), CHL, SPI to RC/CC/DS and Secured Data fields.

CRRN5 : The CPL and CHL fields shall be included in the calculation of the RC/CC/DS if used.

CRRN6 : The CPL and CHL fields shall not be ciphered. 

CRRN7 :  The UICC shall reassemble, decrypt and process the CBS page sent by the ME.

2.2.1.1 Test suites files 

Test Script: 


(U)SIM_ SEC_SCB_CCB _1.scr

                                              (U)SIM_ SEC_SCB_CCB _1.clr

2.2.1.2 Test procedure

	Id
	Description
	API Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2.2.1.3 Test coverage

	CRR number
	Test case number

	
	


2.3 Security Mechanism for command packet

          Test Area Reference: SEC_SCB_SMC

2.3.1 Conformance requirements 

Normal execution

CRRN1: The receiving application, indicated by the TAR field, processes the command packet once the security checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption, integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN4: The bits b1b2 of SPI1 are used with KID field to specify which type of integrity check  protects the command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN5: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field: CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRN6: The different security features are processed in the following order: The receiving entity first deciphers the secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRN7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed successfully.

CRRN8: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall be of zero length.

CRRN9: A command packet where SPI1 indicates “no counter available” has its 5 byte CNTR field present.

CRRN10: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured Data field which are not processed by the receiving application.

Parameters error

CRRP1: The receiving entity does not perform the security verification if the CPI is not a 23.048 secured command packet identifier.

CRRP2: The command packet is discarded if the CHL field is inconsistent.

CRRP3: No data is sent to the receiving application when the receiving entity fails to decipher the message if required. 

CRRP4: No data is sent to the receiving application when the RC/CC/DS field check fails. 

CRRP5: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the receiving entity, if b5 of SPI1 is set to 1.

CRRP6: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11.

CRRP7: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message is rejected.

2.3.1.1 Test suites files 

Test Script: 


(U)SIM_ SEC_SCB_SMC _1.scr

                                              (U)SIM_ SEC_SCB_SMC _1.clr

2.3.1.2 Test procedure

	Id
	Description
	API Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2.3.1.3 Test coverage

	CRR number
	Test case number

	
	


�PAGE \# "'Page : '#'�'"  �� A possible way to test « ciphering error », by indicating a wrong padding.


�PAGE \# "'Page: '#'�'"  ��Following the recommendation from the API group in document T3z030206, b1 to b4 have to be coded according to the algorithm used in the key set.





