	3GPP TSG-T3 #10 – on MBMS issues

Bordeaux, FR 13-14 January 2004
	Tdoc T3-040xxx


Title:


OTA and MBMS

Source:

Gemplus

Document for:
Discussion

Agenda Item:
T.B.D

Abstract

This input papers aims at defining the way of sending administrative commands to the UICC. 

1. Introduction

For a MBMS UICC-based solution the network requires to send administrative commands to the UICC. This input paper studies the OTA platform solution.

2. OTA for MBMS Administrative commands

2.1. Overview

Administrative command shall be used to update MBMS keys and subscription data. 

Example:

The figure 1 describes a process flow to update some MBMS data (AdminData) for a given MBMS service ID.

Note that: 

· all the MBMS parameters are not described in this flow! 

· the mechanism to inform the network that an Update  command is required is not specified. 
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Figure 1: Update of Administrative Data stored on the UICC

Some alternatives have been identified to send a MBMS Administrative command dedicated to the UICC: 

· An OTA platform sends the command

· The network sends ASN.1 or MAP command

2.2. OTA platform

The presence of an OTA platform is interesting in case of services requiring the OTA platform to store secrets and format data. 

The MBMS service can be provided by the Home Network (HN) or the Visited Network (VN). So, the OTA platform could be present in the HN or the VN. 

In both cases the Home Network stores RK (Registration Key) and computes TK (Temporary Key) used to encrypt the BAK key. 

For the following scenarios the AdminData to update is the Broadcast Access Key (BAK).

First scenario: The OTA platform is in the Visited Network













Disadvantages of this scenario: 

· The secure messaging defined by 23.048 requires specific OTA keys within the UICC. The OTA platform in the Visited Network (VN) does not know the 23.048 keys within the UICC. And it is not possible to store OTA/STK applet on the UICC for each VN. 

· Moreover, the VN does not know the user’s MBMS subscription secrets to perform the encryption of the BAK (RK and the associated derived TK key). So the VN needs to receive the TK from the HN.

Second scenario: the OTA platform is in the Home Network: 











Disadvantage of this scenario: 

The Home Network knows the values of the BAK keys used by the Visited Network to encrypt the content sent to the subscribers. Some Visited Networks may refuse to provide the BAK keys to the Home Network since they want to keep those keys secret. 

3. Conclusion

There is no interest in using an OTA platform to send administrative commands to the UICC. Then, the administrative commands will be sent by means of ASN.1 (or MAP) commands by the BM-SCs. 
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2- The BAK of the VN is encrypted with TK and sent with The OTA HN
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1- The Home Network derives a Temporary Key from the Registration Key and a random TK_RAND


TK=Algo [RK] (SK_RAND) 


  with Algo=3DES or AES
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3- The BM-SC encrypts the AdminData with TK
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6- The UICC:


- derives the Temporary Key TK from RK and TK_RAND


- decrypts the AdminData to update
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