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5.3 Subscription related procedures 
[...]
5.3.33   MBMS related procedures

Requirements:


· Service n°yy "available".
Note: For pre-Rel-6 USIMs. MBMS functionalities can be delivered by a STK application. In that case, ME shall perform an application selection using the pre-Rel-6-MBMS AID TBD before any MBMS related operation is performed. Then, the following procedures relate to this application replacing the USIM.

5.3.33.1 SK Retrieval

The ME shall perform the RetrieveServiceKey command using 

-MBMS as “service type”.

-MBMS_ID, as defined in [AA] , as “Service identifier”.

-BAK_ID, as defined in [AA] , as “Session key Identifier”

-SK_RAND, as defined in [AA], as “Service Key Seed”.

Note: Values coded as in ANNEXE K

The USIM is therefore asked to generate the corresponding SK from the SK_RAND that is sent in the command and the BAK value that is referenced by the MBMS and the BAK Identifiers. 

The USIM shall first search if the MBMS and BAK Identifiers correspond to a stored BAK in the EFMBMSId  and EFBAKId files in DFMBMS. If one or more of the SK counters corresponding to the MBMS Id in the EFSKCounter are bigger than the corresponding values in EFSKMaxCounter the command shall then answer with an error code TBD. If that is not the case, the USIM uses the SK_RAND value and the corresponding BAK value with the appropriate decryption algorithm, as defined in [AA], to retrieve the SK value. This value is then sent to the ME in the command response. SK counter values are increased by one in the corresponding  EFSKCounter record.

If the (MBMS Identifier, BAK Identifier) pair does not correspond to any of the stored in EFMBMSId  and EFMBMSBAKId files, the USIM shall look for any record in the EFMBMSUpBAK file containing this MBMS and BAK identifier. If this record is found, The USIM will replace the BAK Identifier and BAK value contained in EFMBMSId  and EFMBMSBAKId corresponding to the MBMS Identifier by the new values.  Then, it shall check the maximum value of SK counters as beforehand described, and then use the BAK value with the appropriate decryption algorithm, as defined in [AA], to retrieve the SK value. This value is then sent to the ME in the command response. SK counter values are increased by one in the corresponding  EFSKCounter record.

If none of precedent procedures apply  (MBMS Identifier and BAK Identifier unavailable), the USIM will reply with an TBD error status word.
5.3.33.2 MBMS Management operation

MBMS Management operation shall be performed by the ME or by the network (by OTA) using the ServiceManagement command with the following fields:


-MBMS as “service type”

-Key Version Number identifying the Key Set where the MBMS REGISTRATION KEY is stored.
-MBMSManagementRequest as “payload”. The MBMSManagementRequest contains: 

-TK_RAND as defined in [AA]
-An operation code (OP_Code), a message identifier (OP_Counter) and an operation Body (OP_Body). The message (OP_Code, OP_Counter, OP_Body) is encrypted with a Temporary Key (TK ) described in [AA]. The encrypted data is referred as OP_Encrypted.

Note: TK is derived from the Registration Key (RK) and the TK_RAND value, which is sent within the command.

-OP_Digest digest for integrity protection with is calculated using the unencrypted data OP_Code , OP_Counter , OP_Body and eventually some padding. 
The USIM shall perform the following tasks when receiving an MBMS Key Management Operation:


-Retrieve the TK value from TK-RAND and RK, as described in [AA].


-Decrypt the (OP_Code, OP_Counter, OP_Body)


-Test the OP_Digest value

The USIM may then perform the Key Management operation and return a command Response containing:

-MBMS as “service type”

-Key Version Number identifying the Key Set where the MBMS REGISTRATION KEY is stored.

-MBMSManagementRequest as “payload”. The MBMSManagementRequest contains:

-TK_RAND from the Request message.

-A result code (RES_Code), a counter for replay protection (RES_Counter) and an operation Body (RES_Body). The message (RES_Code, RES_Counter, RES_Body) is encrypted with the Temporary Key (TK ) as above. The encrypted data is referred as RES_Encrypted.

-RES_Digest digest for integrity protection with is calculated using the unencrypted data RES_Code , RES_Counter , RES_Body and eventually some padding. 
Different procedures are shown in the following sub-chapters depending on the following types of OP_Code :

-UPDATE_BAK

-DELETE BAK

-SUBSCRIBE

-UNSUBSCRIBE

-RETRIEVE_SUBSCRIPTION_INFORMATION

-UPDATE_COUNTERS

5.3.33.2.1 UPDATE_BAK

Request: MBMSManagementRequest with:

-OP_Code = UPDATE_BAK

-OP_Body = MBMS_ID , BAK_ID , BAK_Expiration , BAK_Value , [Ack_Needed]

Values coded as in ANNEX K

[ ] means optional 
The USIM shall search for the given MBMS_ID in the EFMBMSId file in DFMBMS. If this record exists it shall then create a new entry in the EFMBMSUpBAK using the MBMS_ID, BAK_ID, BAK_Expiration and BAK_Value given values. 

The MBMSManagementResponse will be returned whether Ack_Needed data field is included in the corresponding MBMSManagementRequest. MBMSManagementResponse will contain the MBMS_ID and the BAK_ID as acknowledge information and a MBMS_Result field describing the results of the Update BAK procedure as follows: 

-RES_Code = UPDATE_BAK

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = MBMS_ID , BAK_ID , MBMS_Result

Values coded as in ANNEX K

5.3.33.2.2 DELETE_BAK

Request: MBMSManagementRequest with:

-OP_Code = DELETE _BAK

-OP_Body = MBMS_ID , BAK_ID , [Ack_Needed]

Values coded as in ANNEX K

[ ] means optional

The USIM shall search for the given (MBMS_ID, BAK_ID) pair in the EFMBMSId and EFBAKId files in DFMBMS. If the record is found, it shall erase  (fill up with ‘FF’) the records corresponding to this BAK in EFBAKId and EFBAK.

If this research was unsuccessful, the USIM shall look for the  (MBMS_ID, BAK_ID) pair in the EFUpBAK file. If this record is found, The USIM shall remove it.

The MBMSManagementResponse shall be returned whether Ack_Needed data field is included in the corresponding MBMSManagementRequest. The MBMSManagementResponse will contain the MBMS_ID and the BAK_ID as acknowledge information and an MBMS_Result field describing the results of the BAK deletion procedure as follows:

-RES_Code = DELETE _BAK

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = MBMS_ID , BAK_ID , MBMS_Result

Values coded as in ANNEX K
5.3.33.2.3 SUBSCRIBE

Request: MBMSManagementRequest with:

-OP_Code = SUBSCRIBE

-OP_Body = MBMS_ID , BAK_ID , BAK_Expiration , BAK_Value , [SK_Counters] , [SK_Max_Counters] , [Ack_Needed]

Values coded as in ANNEX K

[ ] means optional

The USIM shall create a new entry using an empty record in the EFMBMSId file in DFMBMS and fill it with the new MBMS_ID. The BAK_ID, BAK_Expiration and BAK_Value values are inserted in the corresponding records of EFBAKId , EFBAK  and EFBAKExp  files.

If SK_Counters and SK_Max_Counters fields are present, their values shall be inserted in the corresponding records of EFSKCounter and  EFSKMaxCounter  files in DFMBMS.

The MBMSManagementResponse shall be returned whether Ack_Needed data field is included in the corresponding MBMSManagementRequest. The MBMSManagementResponse will contain the MBMS_ID and the BAK_ID as acknowledge information and an MBMS_Result field describing the results of the BAK subscription procedure as follows:

-RES_Code = SUBSCRIBE

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = MBMS_ID , BAK_ID , MBMS_Result

Values coded as in ANNEX K
5.3.33.2.4 UNSUBSCRIBE

Request: MBMSManagementRequest with:

-OP_Code = UNSUBSCRIBE

-OP_Body = MBMS_ID , [Ack_Needed]

Values coded as in ANNEX K

[ ] means optional

The USIM shall search for the given MBMS_ID in the EFMBMSId. The USIM shall then delete the entry corresponding to the given MBMS_ID in the EFMBMSId, EFMBMSBAKId , EFMBMSBAKExp, EFMBMSBAK, EFSKCounter and EFSKMaxCounter  files in DFMBMS.

The MBMSManagementResponse shall be returned whether Ack_Needed data field is included in the corresponding MBMSManagementRequest. The MBMSManagementResponse will contain the MBMS_ID as acknowledge information and an MBMS_Result field describing the results of the BAK unsubscription procedure as follows:

-RES_Code = SUBSCRIBE

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = MBMS_ID , MBMS_Result

Values coded as in ANNEX K
5.3.33.2.5 RETRIEVE_SUBSCRIPTION_INFORMATION

Request: MBMSManagementRequest with:

-OP_Code = RETRIEVE_SUBSCRIPTION_INFORMATION

-OP_Body = MBMS_ID

Values coded as in ANNEX K

[ ] means optional

The USIM shall search for the given MBMS_ID in the EFMBMSId in DFMBMS. The USIM shall then read the values corresponding with this MBMS_ID in EFMBMSBAKId , EFMBMSBAKExp, EFMBMSBAK, EFSKCounter and EFSKMaxCounter  files in DFMBMS.

If the given MBMS_ID is found in the card, The MBMSManagementResponse shall be returned containing the MBMS_ID, BAK_ID, BAK_Expiration, BAK_Value, SK_Counters, SK_Max_Counters. 

If the value MBMS_ID is not found, an MBMS_Result field describing the results of the command is sent.

The MBMSManagementResponse contains then:

-RES_Code = RETRIEVE_SUBSCRIPTION_INFORMATION

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = [ MBMS_ID , BAK_ID , BAK_Expiration , BAK_Value , SK_Counters , SK_Max_Counters] ,  MBMS_Result

Values coded as in ANNEX K
[ ] means optional

5.3.33.2.6 UPDATE_COUNTERS

Request: MBMSManagementRequest with:

-OP_Code = UPDATE_COUNTERS

-OP_Body = MBMS_ID , SK_Counters , SK_Max_Counters , [Ack_Needed]

Values coded as in ANNEX K

[ ] means optional

The USIM shall search for the given MBMS_ID in the EFMBMSId in DFMBMS. The USIM shall then write the SK_Counters and SK_Max_Counters values in EFSKCounter and EFSKMaxCounter  records corresponding with this MBMS_ID.

The MBMSManagementResponse shall be returned whether Ack_Needed data field is included in the corresponding MBMSManagementRequest. The MBMSManagementResponse will contain the MBMS_ID as acknowledge information and an MBMS_Result field describing the results of the update counter procedure as follows:

-RES_Code = UPDATE_COUNTERS

-RES_Counter shall have the same value than OP_Counter.

-RES_Body = MBMS_ID , MBMS_Result

Values coded as in ANNEX K
***NEXT CHANGE*********
Annex K (normative):
coding of data fields for MBMS key Management

The following section describes the coding of the data fields defined for MBMS related procedures:
service type values:
	DATA Field
	Length in bytes
	Value

	MBMS
	1
	‘01’


OP and RES TLVs:
	DATA Field
	Length of tag
	Tag 
	Length of value

	OP_Encrypted
	1
	‘03’
	Variable

	RES_Encrypted
	1
	‘04’
	Variable

	OP_Digest
	1
	‘05’
	Variable

	RES_Digest
	1
	‘06’
	Variable

	OP_Code
	1
	‘08’
	1

	RES_Code
	1
	‘09’
	1

	OP_Counter
	1
	‘0A’
	2

	RES_Counter
	1
	‘0B’
	2

	OP_Body
	1
	‘0C’
	Variable

	RES_Body
	1
	‘0D’
	Variable


OP_Code or RES_Code values:

	DATA Field
	Length in bytes
	Value

	UPDATE_BAK
	1
	‘01’

	DELETE BAK
	1
	‘02’

	SUBSCRIBE
	1
	‘03’

	UNSUBSCRIBE
	1
	‘04’

	RETRIEVE_SUBSCRIPTION_INFORMATION
	1
	‘05

	UPDATE_COUNTERS
	1
	‘06’


Content TLVs:
	DATA Field
	Length of tag
	Tag 
	Length of value

	TK_RAND 
	1
	‘11’
	8

	SK_RAND
	1
	‘12’
	4

	MBMS_ID 
	1
	‘13’
	TBD

	BAK_ID 
	1
	‘14’
	TBD

	BAK_Expiration 
	1
	‘15’
	TBD

	BAK_Value 
	1
	‘16’
	16

	SK
	1
	‘17’
	16

	MBMS_Result
	1
	‘18’
	2

	SK_Counters
	1
	‘19’
	Variable

	SK_Max_Counters
	1
	‘1A’
	Variable

	Ack_Needed
	1
	‘1B’
	0


***NEXT CHANGE*********
Annex L (informative):
examples of MBMS key Management operations
MBMS RetrieveServiceKey 

Structure of the Command Command parameters/data:

	Element
	Length
	Value
	Comment

	MBMS Service Type 
	1 octet
	‘01’
	Identifier of MBMS  “service type”

	MBMS_ID  TLV
	variable 
	‘13’ ‘04’ ‘01020304’
	TLV of MBMS_ID as “service Identifier”

	BAK_ID  TLV
	variable 
	‘14’ ‘04’ ‘01020304’
	TLV of BAK_ID as “Session Key Identifier”

	SK_RAND
	6 octets 
	‘12’ ‘04’ ‘AABBCCDD’
	TLV of SK_RAND as “Service Key Seed”


MBMS ServiceKeyManagement 

Structure of the Command or Response Command parameters/data:

	Element
	Length
	Value
	Comment

	MBMS Service Type 
	1 octet
	‘01’
	Identifier of MBMS  “service type”

	Registration key
	variable 
	
	Master key

	TK_RAND
	10 octets
	‘11’ ‘08’ ‘AABBCCDDEEFFGGHH’
	TLV of TK_RAND 
	MBMSManagement Request

	OP_Encrypted
	variable
	‘03’ ‘20’ ‘AABB

... 

CCDD’
	TLV of encrypted (OP_Code, OP_Counter, OP_Body)
	

	OP_Digest
	variable
	‘05’ ‘10’ ‘AABB

... 

CCDD’
	TLV of digest (OP_Code, OP_Counter, OP_Body)
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