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9
Native Commands

Native Commands or "plug-ins" shall be used to provide specific functionality not contained in the USAT Interpreter byte code set. This can be e.g. operating system calls, execution of specific security algorithms, calculation routines or conversion routines. All native commands are called using the Execute Native Command byte code.

Each native command shall have a Native Code Identifier. The Native Code Identifier has a size of 2 bytes and is binary coded, most significant byte first. The values '0000' to '7FFF' are RFU for native commands specified in the present document. Other values may be used for proprietary implementations.

Native Commands are optionally to be supported by the USAT Interpreter. If Native Commands are supported by the USAT Interpreter, which are specified within the present document (using a NCI specified in the present document), they shall be implemented according to the present document.

Native commands specified by the present document:


Native Command name
NCI

Encrypt
0001

Decrypt
0002

Build Secure Message
0003

Check Secure Message
0004

10
End to End Security

10.1
Encrypt

10.1.1
Description

The encryption mechanism is done thanks to the Native Command functionality.

This Native Command is used to ensure end-to-end data privacy. All necessary information needed to secure the data should be stored on the content provider side and on the card. The data will be encoded using symmetric encryption such as DES and 3-DES. The algorithm used is indicated using a parameter.

10.1.2

NCI

The NCI value corresponding to the Encrypt Native Command is ‘0001’.

10.1.3

Arguments

The arguments to provide to the Native command are:

· Key and algorithm indicator parameter

· Data to be secured

They are stored in the input list TLV as two different elements of the list.

First element: Key and algorithm indicator parameter
This parameter is one byte long.

b8
b7
b6
b5
b4
b3
b2
b1










00: DES in CBC mode

01: Triple DES in outer-CBC mode using two different keys

10: Triple DES in outer-CBC mode using three different keys

11: DES in ECB mode





















RFU





















Key Index












DES is the algorithm specified as DEA in ISO 8731-1 [6]. DES in CBC mode is described in ISO/IEC 10116 [7].

Triple DES in outer-CBC mode is described in section 15.2 of [8]. DES in ECB mode is described in

ISO/IEC 10116 [7].

The initial chaining value for CBC modes shall be zero.
Second element: Data to be secures

This is a byte string to be encoded by the Native Command.

10.1.4
Output format

The output is composed of two elements. So two variable identifiers should be present in the output variable list identifier.

The first one indicates the number of padding bytes used. The internal variable DCS should be set to “Binary data”.

The second one contains the result of the encryption. The internal variable DCS should be set to “Binary data”.

10.1.5
Execution

According to the algorithm, the Native Command pads the data with the byte ‘00’. The number of padding byte should be stored in the first variable identify in the output variable identifier list.

The native command encrypts the data to be secured according to the key and algorithm indicator. The result of the encryption should be stored in the second variable identified in the output variable identifier list.

10.1.6
Errors

The Execute Native Command should raise an Execution Error if the key index is wrong.

10.2
Decrypt
10.2.1
Description

The decryption mechanism is done thanks to a Native Command functionality.

This Native Command is used to ensure end-to-end data privacy. All necessary information needed to secure the data should be stored on the content provider side and on the card. The data received by this Native Command are encoded using symmetric encryption such as DES and 3-DES and decoded to produce the output. The algorithm used is indicated using a parameter.

10.2.2

NCI

The NCI value corresponding to the Decrypt Native Command is ‘0002’.

10.2.3

Arguments

The arguments to be passed to the Native Command are:

· Key and algorithm indicator parameter

· Number of padding byte

· Data encoded

They are stored in the input list TLV as three different elements of the list.

First element: Key and algorithm indicator parameter:

This parameter is one byte long.

b8
b7
b6
b5
b4
b3
b2
b1










00: DES in CBC mode

01: Triple DES in outer-CBC mode using two different keys

10: Triple DES in outer-CBC mode using three different keys

11: DES in ECB mode





















RFU





















Key Index












DES is the algorithm specified as DEA in ISO 8731-1 [6]. DES in CBC mode is described in ISO/IEC 10116 [7].

Triple DES in outer-CBC mode is described in section 15.2 of [8]. DES in ECB mode is described in

ISO/IEC 10116 [7].

The initial chaining value for CBC modes shall be zero.
Second element: Number of padding byte:

This parameter indicates the number of bytes added at the end to pad the clear data.

Third element: Data encoded:

This is a byte string to be decoded by the Native Command.

10.2.4

Output format

The output of this Native Command is Data encoded field, decoded according to the algorithm and the key defined in the Key and Algorithm indicator parameter.

The first variable identified in the output variable identifier list contains the result of the decoding of the encoded data, without the padding bytes.

10.2.5
Execution

The Native command decodes the data according to the algorithm and the key specified in the key and algorithm indicator parameter and removes the padding byte according to the padding byte number. The result is stored in the first output variable.

10.2.6
Errors

The Execute Native Command should raise an Execution Error if the key index is wrong.

10.3
Build Secure Message
10.3.1
Description

The Secure Message structure is described in the following table.
Length
Value
Description
M/O

8
Data
Checksum
C

5
Data
Counter
C

1
Data
Padding Counter
M

C
Data
User Data
M

D
Data
Padding Bytes
C

The Checksum and Counter may be included according to the security parameter chosen by the application. As far as no information concerning the security features, the algorithm and the keys are present in the Secure Message the entities using that Secure Message have to manage the Security Parameters.
The Secure Message structure is build thanks to a Native Command functionality.

This Native Command enables the interpreter to secure data ensuring end-to-end data privacy and integrity with a mandatory user confirmation and an optional authentication. All necessary information needed to secure the data should be stored on the content provider side and on the card. The message will be secure using symmetric encryption, check sum or counter mechanism. All those mechanisms may be combined.

This command takes as input the security parameter information and the data to be secure, applies the security on it and stores the result in a variable. If a security problem appears, the output is empty, an error code is raised and the process of the byte code should be stopped.
10.3.2
NCI

The NCI for that Native Command is ‘0003’.

10.3.3
Arguments

The arguments to be passed to the Native command are:

· Security Parameters

· Data to be secured

They are stored in the input list TLV as two different elements of the list.

First element: Security Parameters:

This field is 3 bytes long.
First byte:

b8
b7
b6
b5
b4
b3
b2
b1










0: No Counter

1: Include Counter





















0: Warn the user about secure transaction
1: PIN Verification required





















RFU












Second byte:

b8
b7
b6
b5
b4
b3
b2
b1










Checksum algorithm

0000: No checksum

0001: DES in CBC mode

0010: Triple DES in outer-CBC mode using two different keys

0011: Triple DES in outer-CBC mode using three different keys

0100-0111: RFU





















Key Index












Third byte


b8
b7
b6
b5
b4
b3
b2
b1










Ciphering algorithm

0000: No ciphering

0001: DES in CBC mode

0010: Triple DES in outer-CBC mode using two different keys

0011: Triple DES in outer-CBC mode using three different keys

0100: DES in ECB mode

0101–1111: RFU





















Key Index












DES is the algorithm specified as DEA in ISO 8731-1 [6]. DES in CBC mode is described in ISO/IEC 10116 [7].

Triple DES in outer-CBC mode is described in section 15.2 of [8]. DES in ECB mode is described in

ISO/IEC 10116 [7].

The initial chaining value for CBC modes shall be zero.
Second element: Data to secure
This is a byte string to be secure by the Native Command.
10.3.4
Output format

The Native Command produces a Secure Message.
All the data may be ciphered and should be deciphered before any process.
10.3.5
Execution
To build a secure message, the following step should be followed:

· Performed variable substitution (method 1) to provide the user data field
· If b2 of the first Security Parameters byte is not set:

· If the User Data can be displayed, display it to the user, else display the Security Usage message.

· If the Terminal Response is not ‘00’, exit the Native Command.

· If b2 of the first Security Parameters byte is set:

· If the User Data can be displayed, display it to the user, else display the security-warning message.

· If the user PIN is not blocked, ask the user PIN.

· If the PIN is wrong, if 3 attempts have been done, block the PIN and exit the Native Command, else redo the last step.
· Increment the counter value if needed

· Compute the padding counter and pad the Output Data (Checksum, Counter, Padding Counter and User Data). The padding byte used is ‘00’.
· Compute the Checksum on the Counter, Padding Counter, User Data and Padding Bytes.

· Cipher the whole Output Data (check sum, counter, padding counter, inline value and padding bytes)

10.3.6
Error
The Execute Native Command should raise an Execution Error if the key index is wrong or if the user does not confirm or failed to enter his PIN.

10.4
Check Secure Data

10.4.1
Description

The Secure Data structure is checked thanks to a Native Command functionality.

This Native Command enables the interpreter to ensure data privacy and integrity end to end. All necessary information needed to check the Secure Message should be stored on the content provider side and on the card.

This command takes as input the security parameter information and a Secure Message, checks the security on it and stores the clear User Data part in a variable. If a secure problem appears, the output is empty, an error code is raised and the process of the byte code should be stopped.

10.4.2
NCI

The NCI for that Native Command is ‘0004’.

10.4.3
Arguments

The arguments to be passed to the Native command are:

· Security Parameters

· Secure Message
They are stored in the input list TLV as two different elements of the list.

First element: Security Parameters:

This field is 3 bytes long.

First byte:


b8
b7
b6
b5
b4
b3
b2
b1










00: No counter available

01: Counter available; no replay or sequence checking

10: Counter present and process the secure message if and only if counter value is higher than the value stored in the card.
11: Counter present and process if and only if counter value is one higher than the value stored in the card.





















RFU












Second byte:


b8
b7
b6
b5
b4
b3
b2
b1










Checksum algorithm

0000: No checksum

0001: DES in CBC mode

0010: Triple DES in outer-CBC mode using two different keys

0011: Triple DES in outer-CBC mode using three different keys

0100-0111: RFU





















Key Index












Third byte


b8
b7
b6
b5
b4
b3
b2
b1










Ciphering algorithm

0000: No ciphering

0001: DES in CBC mode

0010: Triple DES in outer-CBC mode using two different keys

0011: Triple DES in outer-CBC mode using three different keys

0100: DES in ECB mode

0101–1111: RFU





















Key Index












DES is the algorithm specified as DEA in ISO 8731-1 [6]. DES in CBC mode is described in ISO/IEC 10116 [7].

Triple DES in outer-CBC mode is described in section 15.2 of [8]. DES in ECB mode is described in

ISO/IEC 10116 [7].

The initial chaining value for CBC modes shall be zero.
Second element: Secure Message
This is Secure Message structure as describe in 10.3.1.

10.4.4
Output format

The Native Command produces the clear User Data field, if the Secure Message is correctly checked.
10.4.5
Execution

To check a secure message, the following step should be followed:

· Decipher the whole Secure Message structure if needed.

· Check the correctness of the Checksum if needed.

· Check the counter according to the Security Parameter
10.3.6
Error

The Execute Native Command should raise an Execution Error if the key index is wrong, if the Checksum doesn’t match or if the counter is wrong.
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