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This document is a proposal for a USIM Transport Protocol.

It introduces 

· the need for this layer,

· the functions required for this layer,

· the different possible solutions,

· and a particular solution.

1 Object of the Document

The goal of this document is to define and describe a transport protocol which shall apply to both the SIM and USIM applications and shall allow a (U)SIM application to exchange data with a remote entity, for example a server (Over The Air or over Internet).  

One of the possible implementation environment of this transport protocol is above a Bearer Independent Protocol layer (GSM 11.14 and TS 31.111).

The (U)SIM transport protocol defined throughout this document is called SIMP for : SIM message Protocol.
2 Terminology

2.1 Generic terminology

API
Application Programming Interface

BIP
Bearer Independent Protocol

EDGE
Enhanced Data for GSM Evolution

GPRS
General Packet Radio Service

GSM
Global System for Mobile Communications

GUI
Graphical User Interface

HSCSD
High Speed Circuit Switched Data

HTML
HyperText Markup Language

ICCID
Integrated Circuit(s) Card Identifier

IMSI
International Mobile Subscriber Identity

IP
Internet Protocol

ISDN
Integrated Service Digital Network

ISO
International Organization for Standardization

ME
Mobile Equipment

MO
Mobile Originating

MSISDN
Mobile Subscriber ISDN

MT
Mobile Terminating

OTA
Over The Air

RFU
Reserved for Future Use

SIM
Subscriber Identify Module

USIM
Universal Subscriber Identify Module

SIMP
SIM Message Protocol

SMS
Short Message Service

SMSC
Short Message Service Center

STK
SIM Tool Kit

TCP
Transport Control Protocol

UDP
User Datagram Protocol

UMTS
Universal Mobile Telecommunications System

WAP
Wireless Application Protocol

3 Introduction

3.1 (U)SIM-remote servers data exchanges.

Until the Bearer Independent features have been defined in the GSM 11.14 and TS 31.111, the only means for (U)SIM applications to exchange data with a remote server (generally an OTA server) was the SMS (TS 23.040). The fact is that the SMS technology has limitations preventing the development of smarter data exchanges : 

· data payload limited compared with the current and future needs ; 

· store and forward aspect ; 

· low throughputs of the signalling channels in GSM (300 to 700 bits per second) ; 

· no implementation of GSMS forecast in phase 1 GPRS networks ; 

New proactive commands have therefore been defined in the GSM 11.14 and TS 31.111 (class “e” option) in order to provide to the (U)SIM a efficient means to send or receive data : the Bearer Independent Protocol.

The Bearer Independent optional feature consists in the definition of 5 new proactive commands (OPEN CHANNEL, SEND DATA, RECEIVE DATA, GET CHANNEL STATUS and CLOSE CHANNEL) and 2 new events (DATA AVAILABLE, CHANNEL STATUS). These proactive commands globally allow a (U)SIM to open (and close) a communication channel, to send and receive data over a opened channel.

Setting up a bearer independent channel in the (U)SIM corresponds in the ME to a communication set up on one of the available bearers: CSD, GPRS, BlueTooth, … That means that the (U)SIM uses both the network and transport layers of the host ME for sending or receiving its data.

Currently, the network and transport layers widely implemented in MEs are : IP and UDP. IP allows the ME to be seen as an element of the all IP telecom networks and UDP is a simple datagram protocol allowing a basic transport of application data. In the future, ME may implement a TCP like transport layer.

3.2 Situation of the (U)SIM in new communication environment.

The bare fact is that currently no protocol is currently defined in the (U)SIM over the Bearer Independent protocol for handling, managing, dispatching or processing adequately the data to be sent or received via a bearer independent channel. This problem would be the same in the case of a new (U)SIM-ME communication protocol is defined.

It seems therefore important to initiate and achieve the definition and standardisation of a (U)SIM transport protocol whose goal is to adapt data to be sent or received by the (U)SIM to the constraints imposed by the applications exchanging data with a remote server (OTA server for example). 

3.3 Needed Charateristics for a (U)SIM Transport Protocol

The ideas which have driven the definition of this protocol are the following ones : 

· Bearer Independent adaptation layer : the (U)SIM Transport protocol has to adapt the data to be sent by the (U)SIM to the limits imposed by the ME (buffer size affected for bearer independent communications).

· Open and evolution prone protocol : it should adapt itself quite easily  to future needs or constraints.

· Providing to the (U)SIM an efficient means to receive (or sent) data from (through) Bearer Independent Protocol.

· Offering reliable and non reliable exchanges, depending on the transport layer used (datagram, connection oriented, …) : it should relieve the upper layer or application from re-transmissions and acknowledgements which are necessary in a reliable communication if datagram services are used. 

· Usable in a simple manner over ME connection-oriented services. 

· Simple protocol : it should be as simple as possible in order to be easily implemented, and need as few CPU as possible.

· able to transport transparently every kind of data.

· Easing the (U)SIM buffer management during data exchanges.

· Allowing a flexible use of data messages : message length not fixed (as for SMS).

As the (U)SIM transport protocol shall be able to adapt to ME connection-oriented transport layers and to ME datagram transport layers, this protocol has to be message oriented.

3.4 SIMP functionalities.

The functionalities that are needed are :

· acknowledgement of messages ;

· retransmission of messages ;

· segmentation and reassembly of (U)SIM Transport SDU.

· Sequencement of SIMP messages.

[image: image1.bmp]
Figure 1 : Utilisation of (U)SIM Transport Protocol

4 Choice of a (U)SIM Transport Protocol

A choice has to be made concerning the (U)SIM Transport Protocol : 

· use of an existing transport-like protocol ;

· adaptation of an existing transport-like protocol ;

· or definition of a new protocol.

Existing Transport protocols that may match some of the characteristics previously listed as mandatory for the (U)SIM Transport protocol and that could be envisaged are quite few : TCP (Transport Control Protocol), WTP (WAP Transaction Protocol).

Using protocols such as WTP and TCP without modification or adaptation has some advantages :

· no study or definition needed ;

· protocol widely used (particularly TCP) and accepted by telecom industry ;

· functionalities of these protocols are very similar to the one needed by the (U)SIM Transport Protocol ;

 and some drawbacks :

· these protocols are not fully adapted to the (U)SIM specific constraints : low CPU, small memory (EEPROM), …

· lack of simplicity in case of an existing connection oriented Transport protocol in the ME (TCP implemented in the ME instead of UDP/WDP).

· Functionalities not necessary for the (U)SIM case are nevertheless present and monopolise a little the scarce (U)SIM resources…

Another solution may rely on adapting, i.e. “simplifying”, existing protocols and keeping only the features and fonctionalities needed by the specific case of a (U)SIM transport protocol. Adaptation of existing protocols may concern : TCP, WTP and GSM 03.48 (and TS 23.048). 

4.1 TCP

The Transport Control Protocol (TCP) is a widely used protocol in charge of assuring reliable and connection oriented transport of data above the IP protocol.

Implementation of the Transport Control Protocol into a (U)SIM application is difficult because of 

· the complexity of the protocol : window management for example. 

· the impossibility to add new optional parameters.

· the redundance in case a TCP protocol is provided in the host ME.

Adaptation of TCP is difficult too, because its message structure is based on a fixed and quite long header, with no ability to optionally add parameters (and therefore features) dedicated to the specific needs of (U)SIM transport protocol.

4.2 WTP

WTP is a “Transaction protocol defined to provide the services necessary for interactive browsing (request/response) applications”. WTP is not a client-server oriented protocol : there is no explicit connection set up or tear down phases because explicit connection open and/or close impose excessive overheads on the communication link. This is not the goal of the (U)SIM transport protocol which has to be implemented in (U)SIM applications. This latter may have to handle data from “SIM-browsing” sessions, but it shall have to handle others kinds of data and exchanges. This is therefore one of the main reason WTP cannot be used or adapted to (U)SIM application needs.

4.3 GSM 03.48 (and TS 23.048)

The GSM 03.48 (and TS 23.048) is a security protocol defined for the (U)SIM environment. Basically, it is not a transport protocol, but it may evolve to a new version including transport feature.

Adaptation of  the 03.48 (and TS 23.048) is not a good idea either, because the goal of this protocol is to secure transport of data and it is just one solution among other security protocols. Choosing the adaptation of the 03.48 (and TS 23.048) for defining the (U)SIM transport protocol implies that the 03.48 (and TS 23.048) alone shall always be used in a (U)SIM application.

4.4 Conclusion

It seems clear that the only means to have a (U)SIM transport layer matching all the requirements and features listed in the beginning of the document is to define a new protocol. A protocol is therefore defined hereafter called SIMP.

5 Definition of SIMP

The SIMP protocol is designed for running in a Smart Card over a transport service which is located in the Mobile Equipment (ME). This transport service may be either a datagram (for example UDP, WDP) or a connection oriented service (for example TCP). Datagram Protocols being by definition unreliable protocols, SIMP is consequently required to optionally perform reliable communications service to upper layers through for example re-transmissions and acknowledgement. 

5.1.1 Short description of SIMP

The SIMP protocol is a message oriented protocol located above the interface between the (U)SIM and the ME (see Figure 1). As an interface protocol, SIMP shall be transparent for the upper layer : it implies to be able to transport any of the (U)SIM currently used protocols (03.48 and TS 23.048, SSP (S@t Session Protocol), APDU, …) and all future ones.  

On the Mobile Equipment side, the Bearer Independent Protocol consists in allowing the (U)SIM to be seen by the Transport Layer (OSI reference) of the ME through one (or several) (U)SIM affected ports : the ME should be able to route the incoming transport datagrams or packets to the (U)SIM according to a port number.
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Figure 2 : Utilisation of (U)SIM Transport Protocol

5.2 SIMP service for upper applications

5.2.1 Reliability of message exchanges

5.2.1.1 Reliable exchange

This mode is to be used by applications requiring a reliable communication. This may be needed by an application when the ME transport layer is a unreliable one (datagram protocol).

The basic behaviour is as follows : one submit message is sent from the sender to the receiver, and is acknowledged by this latter. 

The Receiver should maintain acknowledgement information for some time after the acknowledgement message has been sent in order to handle a possible re-transmissions of the acknowledgement (loss in the network of the acknowledgement message). 

At the sender’s side, the submission ends when the acknowledgement linked to the previous submit message has been received. In case no acknowledgement is received, a re-transmission can occur after a time-out.

The waiting of acknowledgement can be aborted at any time if asked by the user.

5.2.1.2 Unreliable delivery of Data

Unreliable delivery of Data is achieved through an unreliable datagram service. No acknowledgement from the receiver is expected by the sender. 
5.2.2 Data delivery to upper layer

The SIMP layer is responsible for delivering the data it receives in SIMP payload from a remote application to its upper layers. A minimal security level shall be included in the SIMP layer in order to avoid delivery of data which is not allowed.

This minimal security may be based on the following mechanisms, some of them being only optional :

- Originating Identity : an originating identity which is not registered as a correct one implies that data is discarded. But it is underlined that this data is not encrypted.

- Payload length : if the payload length exceeds the authorised reception buffer length, the data shall be discarded and a control error SIMP message sent to the emitting SIMP entity.

5.3 Acknowledgement

The acknowledgement feature allows, when requested by the sending SIMP entity, to acknowledge previously sent SIMP messages in order to assure a minimal communication reliability.

There are two levels of acknowledgements : 

· the acknowledgement at the SIMP message level : the receive ack. data is intended for the SIMP layer only.

· the acknowledgement at the Data Block level : particularly needed when a data block is segmented into several SIMP messages, this information is intended for the SIMP layer and the upper layer asking for the SIMP service.

5.4 Re-transmission of lost messages

A re-transmission mechanism is provided allowing to send again a SIMP message which obviously has not reached the destination. The sending SIMP entity knows (or assumes) that a previously sent SIMP message has not been received by destination SIMP entity because of missing Acknowledgement reception for this message. A timer is set and when it times out, the originating SIMP entity assumes a SIMP loss and resends the SIMP message already sent before.

This feature of SIMP can only be used for reliable SIMP communications, i.e. when the acknowledgement mechanism is used. Moreover, that means that the sending entity has to keep buffered the that still have not been acknowledged (when Acknowledgement is requested).

5.5 Segmentation of data.

Segmentation of data is needed when a Data Block to be sent by a SIMP layer is longer than the maximum length allowed for a SIMP message. This maximum SIMP message length is dependent of the ME transport characteristics.


6 SIMP Communication protocol

The SIMP protocol is basically defined for establishing communications between a (U)SIM application and a remote entity : server (OTA server) or another (U)SIM application. When the Bearer Independent Protocol is the protocol used at the (U)SIM-ME interface, SIMP is used for assuring the transport of Application data between a (U)SIM application and a remote server only.

The communications shall be bidirectionnal. That means that if communications between a server and a (U)SIM application is considered, there may be, alternatively :

· communications from the (U)SIM application to the OTA server,

· communications from the OTA server to the (U)SIM application.

SIMP is message-oriented protocol that is based on two types of messages : 

· Data messages : used to carry user data for (U)SIM applications. 

· Control messages : used for link establishment, link close, acknowledgements, error reporting, abort... They do not carry user data. 

For simplicity and (U)SIM application performance reasons, every SIMP message whatever its role (data, control) or its direction (to or from the (U)SIM) shall use the same message structure which is described later in this document.

6.1 Data messages

The Data Messages are used to carry user data. Basically, when the SIMP layer receives this kind of messages, the payload are intended (or come) for (from) upper layer applications.

If the SIMP layer sends or receives “Messages”, the data received or sent by the upper layers through the SIMP layer will be hereafter called Data Blocks.
6.1.1 Notion of Data Block 

A Data Block is considered as the entire block of data to be received or sent by a (U)SIM application or applet in a transaction with remote server. Examples of data blocks may be : applet byte code, data passed to an applet, remote management information, … 

A data block is inserted into one or several SIMP messages payloads (see Figure 3) depending on the data block length and the constraints of the transport layer under the SIMP protocol.


Figure 3 : Notion of Data Block

The SIMP protocol is itself in charge of the possible segmentation (and re-assembly at destination) of data blocks into SIMP messages.

6.1.2 SIMP primitives

The SIMP protocol has to offer several primitives to the upper layers needing to use SIMP service. 

6.1.3 Optimal length of SIMP messages

The utilisation of a datagram protocol as transport layer implies to limit the size of the SIMP messages to be sent via the datagrams.

6.2 Control messages

The Control messages are intended for providing information to a remote SIMP entity : they do not transport data for upper layer.

The different kinds of SIMP Control messages are :

· Link Establishment : message for establishing and initialising a connection between two SIMP entities.

· Link Establishment Response : response message to a Link Establishment control message.

· Link Close : message for closing a connection.

· Link Close Response : response message to a Link Close control message.

· Acknowledgement : message acknowledging a data message previously received.

· Abort : message aborting a data download.

· Status Notification : message notifying information (memory overflow, abort OK, …).

· Pause : message for making a pause during a communication.

· Restart : message restarting a communication after a pause.

6.2.1 Link Establishment

If the Bearer Independent Protocol is used, a connection can only be set up by a (U)SIM application.

The link establishment allows a SIMP entity (for example a (U)SIM application) to set up a communication with another one (a remote server for example). Connection configuration information is passed through several parameters to the server, for example : version of SIMP, maximum SIMP length, originating SIM identity.

6.2.2 Link Establishment Response

The response to a link establishment allows to confirm a connection set up. Several information may be passed through this message.

6.2.3 Link Close

The Link close message allows a SIMP entity having an active connection with another SIMP entity to close the connection.

6.2.4 Link Close Response

The Link Close response message allows to acknowledge the closing of a connection.

6.2.5 Acknowledgement 

Each SIMP entity sending one (or several) SIMP Data message can ask for an acknowledgement message indicating that the data has been received without errors by the receiver’s SIMP layer, or that an error has been detected on data reception by the receiver’s SIMP layer.

Acknowledgement messages give the ability to a SIMP layer to settle reliable data submission, and to adapt the communication to the communicating entities capabilities. Retransmission capabilities are based on this acknowledgement feature.

Notice : the acknowledgement process is only taking place at SIMP level. Any Acknowledgement process taking place in SIMP upper layers or applications is independent of SIMP itself and seen by this latter as “data” submission.

6.2.6 Abort 

The Abort SIMP control message is used by a SIMP entity for cancelling a current data submission, whatever the direction of data transmission.

For example, if a server is downloading data onto a (U)SIM application, it may abort the download. In this case, an Abort SIMP Control Message is sent in order to cancel the download and tell the (U)SIM to purge its reception buffer. After completion or not of this abort action, a Status Reporting Control SIMP message is sent back to the server with the result (Abort OK or KO).

6.2.7 Status Notification 

The status reporting messages are a means for a SIMP entity to indicate a error state, notification or warning to a remote SIMP entity with whom it communicates. The possible status that can be handled are : 

· Errors :

· out of memory : implies the confirmation by the SIMP emitting entity of abort.

· memory overflow

· Too long SIMP message 

· …

· Notification : 

· Abort OK 

· Abort KO

7 SIMP Message Structure

7.1 Basic SIMP header structure

One of the main aspects of the SIMP message structure is its unicity whatever the message types which can be considered (data messages, control messages).

Another important aspect is the specificity of  having to implement the SIMP protocol into the (U)SIM application environment. One of the main constraints generally considered when designing a protocol having to be implemented in a smartcard is its efficiency vs. information volume. It means that when a header has to be used, this latter must be as short as possible in each case of use. Therefore, when a parameter is not to be used in every SIMP message, it will be defined as optional in an “optional” SIMP header which will be appended to the “fixed” SIMP header (see Figure 4). Thus, the length of the fixed SIMP header should be very short.


Figure 4 : Structure of a SIMP message.

Figure 6 : Structure of a SIMP Message.

Considering the needs and objectives assigned to the SIMP protocol, the following parameters are proposed as the fields of fixed and optional SIMP headers :

Parameter
Mandatory/ Optionnal
Parameter’s type
Values

Payload Length
M
Field
Length on 2 bytes of SIMP payload in octets (or Bytes).

Theoretically up to 64 koctets.

Value 0xFFFF forbidden.

Message Settings
M
Field
Provides on 2 bytes information about the SIMP message

Optional Header Length
C
Field
Theoretically up to 64 koctets (2 bytes)

Conditional to presence of any optional field.

Protocol Identifier
O
TLV
Identifies the format of data in the payload : 03.48, SSL, SSP, APDU, …

Data block number
O 
TLV
Necessary for any message needing an Ack or to be resent.

Message Number
O
TLV
Value of TLV can only be a even number

Total Data Length 
O
TLV
Used only in case of segmentation of data in several SIMP messages.

Originating Identity 
O
TLV


Status Word
O
TLV


Checksum
O
TLV


Maximum SIM Buffer Size
O
TLV


Maximum Message Size
O
TLV
Value coded on 2 octets (L = 2)

M : Mandatory field.

O : Optional field.

C : Conditional to presence of Optional field(s).

Three kinds of parameters are therefore considered : 

· Mandatory parameters : these parameters appear in every SIMP message.

· Conditional parameters : these parameters may be used under certain conditions.

· Optional parameters : these parameters are used if special functionalities are needed.

In the SIMP protocol, the mandatory parameters that have been defined are :

- Payload Length (PL) : coded on 2 bytes (max payload size : 64 Kbytes).

- Message Settings (MS) : for indicating presence of Options Parameters, the message type and the Acknowledgement kind of response.

A conditional parameter has been defined :

- Optional Header Length (OHL) : indicates the length of the SIMP optional header. This parameter becomes mandatory in case of use of any optional field.
Proposed optional parameters are :

- Protocol Identifier (PI) : Identifies the format of data in the payload (03.48, SSL, SSP, APDU, …).
- Data block number (DBI) : this parameter is needed if an acknowledgement and/or retransmission is wanted for the considered SIMP message.

- Message Number (CMN) : for assuring a count of SIMP messages when a data block is segmented in several SIMP messages. This parameter implies the use of Message Identifier optional parameter.

- Total Data Length (TDL) : total length of a data block when it has been segmented by a SIMP layer in several messages.

- Originating Identity (OI) : needed for discriminating the multiplexed data. The format has to be compatible with IP v6.

- Status Word (SW) : indicating if a Ack of data reception has to be sent by (U)SIM. Coded on 1 byte.

- Checksum (CS) : For detecting transport bit errors in the SIMP packet. No correction is provided.

- Maximum Message Size (MMS) : for indicating the maximum size value of a SIMP message during communications with a remote entity.

More optional parameters can be defined in the future. The structure of the SIMP header has been adopted for allowing any future parameter add-on.

7.2 Mandatory Parameters Description.

7.2.1 Payload Length description :

The SIMP basic idea is to limit as far as possible segmentation of information sent to the (U)SIM application. The ability given by SIMP to handle big messages (theoretically up to 64 koctets) allows to sent a Data Block of information in one single packet. 

Nevertheless, as previously underlined, if a Datagram transport layer is used in the ME, a SIMP message shall be entirely inserted into one single datagram payload, and consequently the SIMP overall length shall not be higher than the maximal payload length of transport datagrams.

When the ME has a Datagram transport layer, the SIMP layer shall reject all SIMP messages that have an overall length (headers and payload) higher than the data available in the transport layer reception buffer (corresponding to a entire received datagram) : that could mean that a SIMP message has been segmented into several datagrams, case that the SIMP protocol cannot handle (impossible sequencing and missing datagram recovery).

The value “payload length” is coded in binary.

7.2.2 Message Settings description :

Coded on 2 octets, this parameter is used for setting message flags and information, mainly :

· the presence or not of an optional SIMP header after the SIMP header. 

· The SIMP message type : data or control message (acknowledgement, link establishment, …).

· The acknowledgement need or need, and the type of acknowledgement.

· The retransmitting flag : indicating that the submitted SIMP message is a retransmitted message or not.

· The SIMP version : allowing several SIMP versions to be managed by the same remote server.

When an optional SIMP header is defined, Option Parameters are coded as TLV and appended at the end of SIMP Header. 

Parameter
Length
Proposed Values
Remarks

OHI (Optional Header Indicator)
1 bit
0 : no optional header

1 : optional header


MT (message type)
4 bits



ACKI (Acknowledgment Indicator)
2 bit
00 : No Ack.

01 : Ack. message

10 : Ack Data Block


RF (Retransmission Flag)
1 bit
0 : First message (not retransmitted)

1 : retransmitted message


Data Awaiting 
1 bit
0 :

1 :
Indicating if data is awaiting to be sent.

VER (Version)
2 bits
Version initiale : 0x00


7.3 Conditional and Optional Parameters Description.

When the OHI is set into the Message Setting parameter, an optional Header part is appended to the basic header fields whose parameters have been previously described. 

This optional header is made of :

· The length (in octets) of the optional header, coded on 2 bytes. This length takes into account each TLV composing the optional header, except the Optional Header Length. It shall be noticed that theoretically,  an Optional SIMP Header length cannot be higher than 64 kOctets minus 6 octets.

· A list of TLVs (Tag, Length, Value) representing the different optional parameters set in the SIMP header.

The only conditional parameter is the Optional Header Length, whose presence is conditioned by the presence of Option Parameters. 

7.3.1 Optional Header Length description.

The SIMP basic idea is to limit as far as possible segmentation of information sent or received by the (U)SIM application. The ability given by SIMP to handle big messages (theoretically up to 64 koctets) allows to sent a Data Block as a whole in a single SIMP message. Nevertheless, several factors such as utilisation of Datagram protocol as ME transport layer and buffer allocation imply the need to segment a long data block into several SIMP messages and to make back the inverse operation (reassembly). 

As a consequence, the maximum length of a SIMP message should depend more on the mobile handset and (U)SIM constraints than on the limits of SIMP protocol.

7.3.2 TLV Format description.

A TLV, described in the annex D of ISO/IEC 7816-4 standard and defined in IOSO/IEC 8825 standard, shall consist of 2 or 3 consecutive fields :

· the tag field T consists of one or more consecutive bytes. It encodes a class, a type and a number.

· The length field consists of one or more consecutive bytes. It encodes an integer L. 

· If L is not null, then the value field V consists of L consecutive bytes. If L is null, then the data object is empty : there is no value field.

ISO/IEC uses neither ‘00’ nor ‘FF’ as tag values.

Each parameter described by a TLV will have a specific TAG value (1 or more octets), recognised by the (U)SIM application or OTA server. An order is defined where several parameters (or TAG values) have to be considered first or last by the SIMP execution applet.

The interest of using TLVs as option format is the fact that after card mask issuance, a specific filter is able to update TAG values for new features/options.


Figure 7 : TLV structure.

7.3.3 Protocol Identifier parameter.
This feature is necessary for indicating the format of data in the payload of a SIMP message which is sent or received. The format of data may be : GSM 03.48, SSP, APDU, …

This parameter is only used in data messages : control message do not need it.

7.3.4 Data block number parameter.

This parameter is useful (and mandatory) in two cases :

· When the Acknowledgement and/or retransmission features of SIMP are used for a given SIMP message : this parameter is needed along with the Originating Identity parameter for uniquely identify the message in both communicating SIMP entities

· When a Data Block is segmented into several SIMP messages.

For other cases, this parameter may be used, but is absolutely not mandatory.

7.3.5 Originating Identity parameter.

The Originating Identity parameter is important for identifying the entity ((U)SIM, OTA Server, …) sending data to another entity. For an OTA server, it is important for discriminating the incoming data at SIMP and upper level. For a (U)SIM, it may be important for validating the downloading OTA server.

Moreover, in the case of Acknowledgement and/or Retransmission feature utilisation, this parameter, along with the Data Block number parameter, is important for uniquely identifying a SIMP message.

The originating identity may have the following formats :

· IP address (v4 or v6) : indicated for identifying an OTA server (generally a IP addressed equipment) or, in some cases, the (U)SIM applications (IP address dynamically dedicated to a user subscription).

· ICCID : indicated for uniquely identifying a (U)SIM applications when an IP address is statically dedicated to a user subscription.

There may therefore be at least 3 different Originating Identity parameters, according to the format used :

· IP V4 Originating Identity parameter.

· IP V6 Originating Identity parameter.

· ICCID Originating Identity parameter.

7.3.6 Message Number parameter.
The goal of this parameter is to identify uniquely the SIMP messages resulting from the segmentation of a Data Block.

As the SMS concatenation counter, this parameter should allow a SIMP message discrimination based on :

· Data Block number,

· SIMP message identifier in a given data block.

Therefore the information that should be present in this parameter are :

· Maximum number of SIMP message in the considered data block

· Current number of SIMP message in the considered data block.


Figure 8 : Structure of the default « Message Number » parameter.

7.3.7 Checksum parameter.
This parameter includes two sub parameters: 

· the checksum algorithm used,

· the checksum value.

The checksum parameter allows to verify integrity of the data. Only a detection of possible transport error on data is considered, no correction is made in case of detected errors. In the case an error is discovered in a SIMP message, the SIMP layer shall not pass the data of the payload to the target application. 

. 

7.3.8 Status Word parameter.
This parameter is an status code issued by the (U)SIM in the following Control messages : Ack. and Status Report. It may indicate an error or provide some internal SIMP information (statistical data, …). 

7.3.9 Total Data Length.

This parameter shall be used in the case data which has to be sent by a SIMP layer is segmented into several SIMP messages.

7.3.10 Maximum SIM Buffer Size.

This parameter shall be used for notifying a remote server that the SIM has an input buffer limitation. It could therefore be used for limiting the emission of data by the remote server.

7.3.11 Maximum Message Size

This parameter shall be used for notifying a remote server which maximum SIMP message length should be used during the exchanges.

8 SIMP messages Description.

The defined SIMP messages are the following ones :


Communi-cation direction
Payload
Optional Header
Mandatory TLVs
Optional TLVs
Remarks

Data-Submit
(U)SIM to Server

Server to (U)SIM
M
O
Originating Identity
All other defined TLV


Control-Ack
(U)SIM to Server

Server to (U)SIM
None
M
Status word,

Data Block number,
Message Number,

Originating Identity,

Data Awaiting


Control-Link-Estab
(U)SIM to Server


None
M
Maximum Message Size,

Data Block number,

Originating Identity
Data Awaiting
Data block number for initialising and synchronise both entities

Control-Link-Estab-Resp
Server to (U)SIM
None
M
Status word,

Originating Identity
Data Awaiting
The status word gives notice of acceptance or rejection of links establishment demand.

Control-Link-Close
(U)SIM to Server

Server to (U)SIM
None
M
Originating Identity
None


Control-Link-Close-Resp
(U)SIM to Server

Server to (U)SIM
None
M
Status word,

Originating Identity
None


Control-Abort
(U)SIM to Server

Server to (U)SIM
None
M
Data Block number,

Originating Identity
None


Control-Status-Notification

None
M
Status word,

Originating Identity


Message Number,

Data Block Number,

Data Awaiting
Usable in abort case or various error cases (memory overflow, …)

Control-Pause-Download ?

None
M




Control-Restart-Download ?

None
M




9 Service Primitives of SIMP.

The SIMP layer has to be accessible by an upper layer protocols or applications in order to assure the transport of data.


Figure 9 : SIMP primitives.

9.1.1 SIMP Service Primitives Description.

The SIMP service primitives are available for allowing the upper layer to use the services offered by the SIMP layer.

Two communication primitives are defined for establishing or closing a communication with a remote server :

· SIMP_Establish_Connection : when the SIMP layer is triggered by this primitive, it tries to establish a connection with a remote SIMP entity whose host’s address has been passed as a parameter.

· SIMP_Close_Connection : when triggered by this primitive, the SIMP layer tears down the connection previously established with a remote SIMP entity.

Two communication primitives are defined for the data exchanges :

· SIMP_Send_Data : this primitives allows the emission by the SIMP layer of a data block on an already established connection. The main mandatory parameters of this primitive are : data block to be sent, acknowledgement or not, …

· SIMP_Send_Datagram : this primitives allows the emission by the SIMP layer of a data block without any pre-established connection. The main mandatory parameters of this primitive are : address of the destination, data block to be sent.

· SIMP_Receive_Data : This primitive allows to retrieve data received by the SIMP layer.

· SIMP_Abort_Emission : this primitive allows an upper layer to try to abort a previous emission of a data block. If the data has still not been sent by the SIMP layer, it will be discarded and a SIMP_Abort_result will be issued by the SIMP layer to the abort originating layer with a status : abort_OK. If the data has already been sent (partly or completely), a SIMP Control_Abort message will be issued by the SIMP layer if the communication is still set will the remote entity (bearer independent channel still open), knowing that the abort action can only be effective on remote entity if data to be aborted is still in the SIMP layer. A SIMP control_Status_Notification message is sent back and after reception by originating SIMP layer, a SIMP_Abort_Result is sent to originating application with the result : abort_OK or abort_KO.

Information has to be issued by the SIMP layer to upper layer or application using it services and primitives. These information are called “indication”. The following indications are defined :

· SIMP_Connection_Established : this indication is used by SIMP for indicating to upper layer that a connection has been established with a remote entity.

· SIMP_Connection_Closed : this indication is used by SIMP for indicating to upper layer that a connection with a remote entity has been torn up.

· SIMP_Emission_Indication : this indication is used by SIMP for indicating to upper layer that a data block previously transmitted to SIMP layer has been completely sent to destination.

· SIMP_Reception_Indication : this primitive is used by SIMP for indicating to upper layer that a data block has been received.

· SIMP_Error_Indication : this primitive allows an upper layer to be given notice of an error in the SIMP layer. For example, when an application wants to use an optional functionality of the SIMP layer which is not available (abort action, …).

· SIMP_Abort_Indication : This primitives is used for notifying an upper layer or application that an abort action has been successful or not.
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