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6
API Test Plan

6.2.2
Interface ToolkitInterface

6.2.2.1.1
Conformance Requirement:

The method with following prototype shall be compliant to its definition in the API.

public void processToolkit(byte event)



throws 
ToolkitException
Normal execution

CRRN1: This interface must be implemented by a Toolkit applet (which extends the javacard.framework.Applet class) so that it can be triggered by the Toolkit Handler according to the registration information. 

CRRN2: The Toolkit applet will have to implement the processToolkit shared method so that the following events  can be notified:

	Event 
	Description 

	 EVENT_PROFILE_DOWNLOAD 
	Terminal Profile command reception 

	 EVENT_FORMATTED_SMS_PP_ENV 
	Formatted envelope SMS-PP Data Download reception 

	 EVENT_FORMATTED_SMS_PP_UPD 
	Formatted Update Record EF SMS 

	 EVENT_FORMATTED_SMS_CB
	Formatted envelope Cell Broadcast Data Download command reception

	 EVENT_UNFORMATTED_SMS_PP_ENV 
	Unformatted Envelope SMS-PP Data Download reception 

	 EVENT_UNFORMATTED_SMS_PP_UPD 
	Unformatted Update Record EF SMS 

	 EVENT_UNFORMATTED_SMS_CB 
	Unformatted Cell Broadcast Data Download command reception 

	 EVENT_MENU_SELECTION 
	Envelope Menu Selection command reception 

	 EVENT_MENU_SELECTION_HELP_REQUEST 
	Envelope Menu Selection Help Request command reception 

	 EVENT_CALL_CONTROL_BY_SIM 
	Envelope Call Control by SIM command reception 

	 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
	Envelope MO Short Message Control by SIM command reception 

	 EVENT_TIMER_EXPIRATION 
	Envelope Timer Expiration 

	 EVENT_EVENT_DOWNLOAD_MT_CALL 
	Envelope Event Download - MT call 

	 EVENT_EVENT_DOWNLOAD_CALL_CONNECTED 
	Envelope Event Download - Call connected 

	 EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED 
	Event Download - Call disconnected 

	 EVENT_EVENT_DOWNLOAD_LOCATION_STATUS 
	Envelope Event Download - Location status 

	 EVENT_EVENT_DOWNLOAD_USER_ACTIVITY 
	Envelope Event Download - User activity 

	 EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE 
	Envelope Event Download - Idle screen available 

	 EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS 
	Envelope Event Download - Card Reader Status 

	 EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
	Envelope Event Download – Language Selection

	 EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
	Envelope Event Download – Browser Termination

	 EVENT_STATUS_COMMAND
	Status APDU command event 

	 EVENT_UNRECOGNIZED_ENVELOPE
	Unrecognized Envelope command reception


Parameters error

No requirements

Context errors

No requirements

6.2.4.11.2
Test Suite files

Specific triggering: None

Test Script: 



API_2_ENH_GVBYS_1.scr

Test Applet: 



API_2_ENH_GVBYS_1.java

Load Script: 



API_2_ENH_GVBYS_l.dr

Cleanup Script:


API_2_ENH_GVBYS_1.clr

Parameter File:


API_2_ENH_GVBYS_1.par

6.2.11.3.2
Test suite files

No additional requirements for the GSM personalisation:

Test Script:



API_2_TKE_THITS_1.scr

Test Applet:



API_2_TKE_THITS_1.java

Load Script: 



API_2_TKE_THITS_1.ldr

Cleanup Script:


API_2_TKE_THITS_1.clr
Parameter File:


API_2_TKE_THITS_1.par
6.3.1.3.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Applet1 and Applet2 registration and Envelope Handler availability with EVENT_PROFILE_DOWNLOAD

1- Applet1 is registered to all events defined [7].

Using the methods initMenuEntry() for EVENT_MENU_SELECTION, requestPollInterval() for EVENT_STATUS_COMMAND, allocateTimer() for EVENT_TIMER_EXPIRATION and setEventList() for the rest of the events.

Applet2 is registered to all events defined [7] except EVENT_CALL_CONTROL_BY_SIM and EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM.

Using the methods initMenuEntry() for EVENT_MENU_SELECTION, requestPollInterval() for EVENT_STATUS_COMMAND, allocateTimer for EVENT_TIMER_EXPIRATION and setEventList for the rest of the events.

2-Terminal Profile command is sent to SIM without the facility of SET_EVENT_LIST ,SETUP_IDLE_MODE_TEXT ,POLL_INTERVAL and SETUP MENU

3-EnvelopeHandler.getTheHandler() method is called by Applet1

Applet1 is deregistered to EVENT_PROFILE_DOWNLOAD

4-EnvelopeHandler.getTheHandler() method is called by Applet2

Applet2 is deregistered to EVENT_PROFILE_DOWNLOAD

	1- No exception is thrown

2- Applet1 is triggered

3- A Toolkit exception HANDLER_NOT_AVAILABLE is thrown

4- Applet2 is triggered

5- A Toolkit exception HANDLER_NOT_AVAILABLE is thrown
	

	2
	Envelope Handler availability with EVENT_MENU_SELECTION_HELP_REQUEST

Perform SIM initialization with all the facilities supported

Envelope menu selection with help request is sent to the SIM

1-EnvelopeHandler.getTheHandler() method is called by Applet1

2-Envelope menu selection with help request is sent to the SIM

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.


Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	3
	Envelope Handler availability with EVENT_MENU_SELECTION

1-Envelope menu selection is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3-Envelope menu selection is sent to the SIM
4-EnvelopeHandler.getTheHandler() method is called by Applet2


	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	4
	Envelope Handler availability with EVENT_FORMATTED_SMS_PP_ENV

1-A EVENT_FORMATTED_SMS_PP_ENV envelope is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3-A EVENT_FORMATTED_SMS_PP_ENV envelope is sent to the SIM

4-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	5
	Envelope Handler availability with EVENT_UNFORMATTED_SMS_PP_ENV

1-An unformatted sms pp envelope is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered
4- No exception is thrown.
	

	6
	Envelope Handler availability with EVENT_FORMATTED_CB

1-Envelope cell broadcast formatted is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3- Envelope cell broadcast formatted is sent to the SIM

4-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2-No exception is thrown

Applet1 finalizes

3- Applet2 is triggered

4-No exception is thrown
	

	7
	Envelope Handler availability with EVENT_UNFORMATTED_CB

1-Envelope cell broadcast unformatted is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown
	

	8
	Envelope Handler availability with EVENT_TIMER_EXPIRATION

Timer id=1

1-Envelope Timer Expiration is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

Timer id=2

3-Envelope Timer Expiration is sent to the SIM

4-EnvelopeHandler.getTheHandler() method is called by Applet2



	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.


	

	9
	Envelope Handler availability with EVENT_CALL_CONTROL_BY_SIM

1-Envelope call control by sim is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


	1- Applet1 is triggered

2- No exception is thrown.


	

	10
	Envelope Handler availability with EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

1-Envelope mo short message control by sim is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1. 
	1- Applet1 is triggered

2- No exception is throw


	

	11
	Envelope Handler availability with EVENT_EVENT_DOWNLOAD_MT_CALL

1-Envelope event download mt call is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	12
	Envelope Handler availability with EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

1-Envelope event download call connected is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2 
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	13
	Envelope Handler availability with EVENT_EVENT_DOWNLOAD_CALL_DISCONECTTED

1-Envelope event download call disconnected is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered.

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	14
	Envelope Handler availiability with EVENT_EVENT_DOWNLOAD_LOCATION_STATUS

1-Envelope event download location status is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	15
	Envelope Handler availiability with EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

1-Envelope event download user activity is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown
	

	16
	Envelope Handler availability with EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE

1-Envelope event download idle screen available is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	17
	Envelope Handler availiability with EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS

1-Envelope event download card reader status is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	18
	Envelope Handler availiability with EVENT_EVENT_DOWNLOAD_LANGUAGE_

SELECTION

1-Envelope event download language selection is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2-No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	19
	Envelope Handler availiability with EVENT_EVENT_DOWNLOAD_BROWSER_

TERMINATION

1-Envelope event download browser termination is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1


3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2-No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	

	20
	Envelope Handler availaibility with EVENT_STATUS_COMMAND

1-Status command is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1
3-EnvelopeHandler.getTheHandler() method is called by Applet2


	1- Applet1 is triggered

2- A Toolkit exception HANDLER_NOT_AVAILABLE is thrown

Applet1 finalizes

3- Applet2 is triggered

4- A Toolkit exception HANDLER_NOT_AVAILABLE is thrown
	

	21
	Envelope Handler availiability with EVENT_ UNRECOGNIZED_ENVELOPE

1-An unrecognized Envelope is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called by Applet1

3-EnvelopeHandler.getTheHandler() method is called by Applet2
	1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

3- Applet2 is triggered

4- No exception is thrown.
	


6.3.1.3.4
Test Coverage 

	CRR Number
	Test Case Number

	CRRN1
	2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19

	
	

	CRRC1
	1,20


6.3.3.11.2
Test Suite Files

Test Script: 


FWK_APT_EDCC_1.scr

Test Applet: 


FWK_APT_EDCC_1.java

Load Script: 


FWK_APT_EDCC_1.ldr 

Cleanup Script: 

FWK_APT_EDCC_1.clr
Parameter File:

FWK_APT_EDCC _1.par
6.3.6.1.2
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Framework checks the Cryptographic checksum and deciphers the data 

Applet1 is loaded and installed

1-Envelope(SMS-PP) formatted is sent to the SIM with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

Data = 01


	1- Applet1 is triggered.
	

	2
	Framework checks the Cryptographic checksum and deciphers the data

Applet2 is installed 

1-Envelope(SMS-PP) formatted is sent to the SIM with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 1

Data = 02

2-Envelope(SMS-PP) 03.48 formatted is sent to the SIM with this features:

No ciphering;

No cryptographic checksum;

No proof of receipt;

TAR of Applet 2

Data = 03


	1- Applet1 is triggered

3- Applet2 is triggered
	2- The SIM answers to the Envelope with status words 9000

The SIM answers to the Envelope with status words 9000

	
	
	
	

	3
	Envelope(SMS-PP) formatted with wrong cryptographic checksum

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet 1

Data = 04
	No applet is triggered
	1- The SIM answers to the Envelope with status words 9000

	4
	Framework checks the Cryptographic checksum and deciphers the data

Applet3 is loaded and installed

1-Envelope(SMS-CB) formatted is sent to the SIM with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

Data = 01


	1- Applet3 is triggered.
	1- The SIM answers to the Envelope with status words 9000



	5
	Triggering two different applets with different security on Envelope(SMS-CB) formatted

Applet4 is installed 

1-Envelope(SMS-CB) formatted is sent to the SIM with this features:

Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 3

Data = 02

2-Envelope(SMS-CB) formatted is sent to the SIM with this features:

No ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 4

Data = 03


	1- Applet3 is triggered

3- Applet4 is triggered
	2- The SIM answers to the Envelope with status words 9000

4- The SIM answers to the Envelope with status words 9000

	6
	Envelope(SMS-CB) formatted with wrong cryptographic checksum

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet 3

Data = 04
	No applet is triggered
	1- The SIM answers to the Envelope with status words 9000
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