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3
Definitions, abbreviations and symbols

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

access conditions: set of security attributes associated with a file

application: application consists of a set of security mechanisms, files, data and protocols (excluding transmission protocols)

application protocol: set of procedures required by the application

card session: link between the card and the external world starting with the ATR and ending with a subsequent reset or a deactivation of the card

current directory: latest MF or DF selected

current EF: latest EF selected

data field: obsolete term for Elementary File

Dedicated File (DF): file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files (DFs)

directory: general term for MF and DF

Elementary File (EF): file containing access conditions and data and no other files

file: directory or an organized set of bytes or records in the SIM

file identifier: 2 bytes which address a file in the SIM

GSM, DCS 1800 or PCS 1900 application: set of security mechanisms, files, data and protocols required by GSM, DCS 1800 or PCS 1900

GSM session: that part of the card session dedicated to the GSM operation

IC card SIM: obsolete term for ID‑1 SIM

ID‑1 SIM: SIM having the format of an ID‑1 card (see ISO 7816‑1 [24])

Master File (MF): unique mandatory file containing access conditions and optionally DFs and/or EFs

normal GSM operation: relating to general, CHV related, GSM security related and subscription related procedures

padding: one or more bits appended to a message in order to cause the message to contain the required number of bits or bytes

plug‑in SIM: Second format of SIM (specified in clause 4)

proactive SIM: SIM which is capable of issuing commands to the ME. Part of SIM Application Toolkit (see clause 11)

record: string of bytes within an EF handled as a single entity (see clause 6)

record number: number which identifies a record within an EF

record pointer: pointer which addresses one record in an EF

root directory: obsolete term for Master File

SIM application toolkit procedures: defined in TS 51.014 [27]

9.1
Mapping principles

The mapping of protocol T=0 with respect to the TPDU level is according to TS 31.101 [55] with the following exceptions:

-
The use of procedure byte '6C' for Case 2 commands as defined in TS 31.101 [55] shall be replaced by the usage of '9F' as described in case 2b below. According to the present document the status byte '9F' triggers a GET RESPONSE command whereas the procedure byte '6C' in TS 31.101 [55] triggers re-issuing of the same command. 

-
The use of procedure byte '61' for Case 4 commands as defined in TS 31.101 [55] shall be replaced by the usage of '9F' as described in case 4 below. According to the present document the status byte '9F' triggers one GET RESPONSE command, which is optional for the ME, whereas the procedure byte '61' in TS 31.101 [55] triggers one or more GET RESPONSE commands depending upon the procedure bytes following the GET RESPONSE command.

For some commands described in the present document it is necessary for T=0 to use a supplementary transport service command (GET RESPONSE) to obtain the output data. For example, the SELECT function needs the following two commands:

‑
the first command (SELECT) has both parameters and data serving as input for the function;

‑
the second command (GET RESPONSE) has a parameter indicating the length of the data to be returned.

If the length of the response data is not known beforehand, then its correct length may be obtained by applying the first command and interpreting the status words. SW1 shall be '9F' and SW2 shall give the total length of the data. Other status words may be present in case of an error. The various cases are:
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Case 2a: No input / Output of known length
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NOTE:
lgth='00' causes a data transfer of 256 bytes.

Case 2b: No Input / Output of unknown length
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Case 3: Input / No output
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Case 4: Input / Output of known or unknown length
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For case 4, in case of an ENVELOPE for SIM data download, SW1/SW2 may also indicate that there is response data with the value '9EXX', and the ME shall then send a GET RESPONSE command to get this response data.

The following diagrams show how the five cases of transmission protocol identified in the above diagrams can all be used to send pro‑active SIM commands. For further information on the diagrams below see TS 51.014 [27].

Case 1: No input / "OK" response with no output, plus additional command from SIM
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[Possible "normal GSM operation" command/response pairs]
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NOTE:
lgth1='00' causes a data transfer of 256 bytes.

Case 2a: No input / "OK" response with data of known length, plus additional command from SIM
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[Possible "normal GSM operation" command/response pairs]
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NOTE:
lgth='00' causes a data transfer of 256 bytes. The same applies to lgth1.

Case 2b: No Input / "OK" response with data of unknown length, plus additional command from SIM
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[Possible "normal GSM operation" command/response pairs]
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Case 3: Input / "OK" response with no output data, plus additional command from SIM
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[Possible "normal GSM operation" command/response pairs]
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Case 4: Input / "OK" response with data of known or unknown length, plus additional command from SIM
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[Possible "normal GSM operation" command/response pairs]
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10.3.19
EFPhase (Phase identification)

This EF contains information concerning the phase of the SIM.

	Identifier: '6FAE'
	Structure: transparent
	Mandatory

	File size: 1 byte
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	SIM Phase
	M
	1 byte


‑
SIM Phase

Coding:

'00': phase 1

'02': phase 2

'03': phase 2 and PROFILE DOWNLOAD required (see TS 51.014 [27]).


All other codings are reserved for specification by ETSI TC SMG. Codings '04' to '0F' indicate that the SIM supports, as a minimum, the mandatory requirements defined in this specification.

This phase identification does not preclude a SIM to support some features of a phase later than the one indicated in EFPhase. For example : if EFPhase is coded '00', it may be assumed by the ME that some Phase 2 or Phase 2+ features are supported by this SIM; if EFPhase is coded '02' or '03', it may be assumed by the ME that some Phase 2+ features are supported by this SIM.

However, the services n°3 (FDN) and/or n°5 (AoC) shall only be allocated and activated in SIMs of phase 2 or later with EFPhase being coded '02' or greater. Similarly, service n°31 (BDN) shall only be allocated and activated in SIMs with EFPhase being coded '03' or greater.

If EFPhase is coded '03' or greater, an ME supporting SIM Application Toolkit shall perform the PROFILE DOWNLOAD procedure, as defined in TS 51.014 [27].

10.3.34
EFSUME (SetUpMenu Elements)

This EF contains Simple TLVs related to the menu title to be used by a SIM card supporting the SIM API when issuing a SET UP MENU proactive command.

	Identifier: '6F54'
	Structure: transparent
	Optional

	File size: X+Y bytes
	Update activity: low

	Access Conditions:


READ
ADM


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Title Alpha Identifier
	M
	X bytes

	1+X to X+Y
	Title Icon Identifier
	O
	Y bytes


-
Title Alpha Identifier

Contents: 


this field contains the Alpha Identifier Simple TLV defining the menu title text.

Coding: 


according to TS 51.014 [27].

‑
Title Icon Identifier

Contents: 


this field contains the Icon Identifier Simple TLV defining the menu title icon.

Coding: 


according to GSM 51.014 [27].
If not present the field shall be set to 'FF'.


Unused bytes of this file shall be set to 'FF'.

11.2.1
SIM initialization

After SIM activation (see clause 4.3.2), the ME selects the Dedicated File DFGSM and optionally attempts to select EFECC If EFECC is available, the ME requests the emergency call codes.

The ME requests the Extended Language Preference. The ME only requests the Language Preference (EFLP) if at least one of the following conditions holds:

-
EFPL is not available;

-
EFPL does not contain an entry corresponding to a language specified in ISO 639[30];

-
the ME does not support any of the languages in EFPL.

If both EFs are not available or none of the languages in the EFs is supported then the ME selects a default language. It then runs the CHV1 verification procedure.

If the CHV1 verification procedure is performed successfully, the ME then runs the SIM Phase request procedure.

For a SIM requiring PROFILE DOWNLOAD, then the ME shall perform the PROFILE DOWNLOAD procedure in accordance with TS 51.014 [27]. When BDN is enabled on a SIM, the PROFILE DOWNLOAD procedure is used to indicate to the SIM whether the ME supports the "Call Control by SIM" facility. If so, then the SIM is able to allow the REHABILITATE command to rehabilitate EFIMSI and EFLOCI.

If the ME detects a SIM of Phase 1, it shall omit the following procedures relating to FDN and continue with the Administrative Information request. The ME may omit procedures not defined in Phase 1 such as HPLMN Search Period request.

For a SIM of Phase 2 or greater, GSM operation shall only start if one of the two following conditions is fulfilled:

‑
if EFIMSI and EFLOCI are not invalidated, the GSM operation shall start immediately;

‑
if EFIMSI and EFLOCI are invalidated, the ME rehabilitates these two EFs.


MEs without FDN capability but with Call control by SIM facility shall not rehabilitate EFIMSI and/or EFLOCI if FDN is enabled in the SIM and therefore have no access to these EFs. GSM operation will therefore be prohibited;


MEs without FDN capability and without Call control by SIM facility shall not rehabilitate EFIMSI and/or EFLOCI and therefore have no access to these EFs. GSM operation will therefore be prohibited.


It is these mechanisms which are used for control of services n°3 and n°31 by the use of SIMs for these services which always invalidate these two EFs at least before the next command following selection of either EF.

NOTE:
When FDN and BDN are both enabled, and if the ME supports FDN but does not support the Call control by SIM facility, the rehabilitation of EFIMSI and EFLOCI will not be successful because of a restriction mechanism of the REHABILITATE command linked to the BDN feature.


When EFIMSI and EFLOCI are successfully rehabilitated, if the FDN capability procedure indicates that:

i)
FDN is allocated and activated in the SIM; and FDN is set "enabled", i.e. ADN "invalidated" or not activated; and the ME supports FDN; or

ii)
FDN is allocated and activated in the SIM; and FDN is set "disabled", i.e. ADN "not invalidated"; or

iii)
FDN is not allocated or not activated;

then GSM operation shall start.

In all other cases GSM operation shall not start.

Afterwards, the ME runs the following procedures, subject to the service being supported both by the ME and the SIM:

‑
Administrative Information request;

‑
SIM Service Table request;

‑
IMSI request;

‑
Access Control request;

‑
HPLMN Search Period request;

‑
Investigation scan request;

‑
PLMN selector request;

‑
HPLMN Selector with Access Technology request;

‑
User controlled PLMN Selector with Access Technology request;

‑
Operator controlled PLMN Selector with Access Technology request;

‑
RPLMN last used Access Technology request;

‑
Location Information request;

-
GPRS Location Information request;

‑
Cipher Key request;

-
GPRS Cipher Key request;

‑
BCCH information request;

‑
CPBCCH information request;

‑
Forbidden PLMN request;

‑
LSA information request;

‑
CBMID request;

‑
Depersonalisation Control Keys request;

‑
Network's indication of alerting request.

If the SIM service table indicates that the proactive SIM service is active, then from this point onwards, the ME, if it supports the proactive SIM service, shall send STATUS commands at least every 30s during idle mode as well as during calls, in order to enable the proactive SIM to respond with a command. The SIM may send proactive commands (see TS 51.014 [27]), including a command to change the interval between STATUS commands from the ME, when in idle mode. In‑call requirements for STATUS for SIM Presence Detection are unchanged by this command.

After the SIM initialization has been completed successfully, the MS is ready for a GSM session.

11.2.8
SIM Presence Detection and Proactive Polling

As an additional mechanism, to ensure that the SIM has not been removed during a card session, the ME sends, at frequent intervals, a STATUS command during each call. A STATUS command shall be issued within all 30 second periods of inactivity on the SIM‑ME interface during a call. Inactivity in this case is defined as starting at the end of the last communication or the last issued STATUS command. If no response data is received to this STATUS command, then the call shall be terminated as soon as possible but at least within 5 seconds after the STATUS command has been sent. If the DF indicated in response to a STATUS command is not the same as that which was indicated in the previous response, or accessed by the previous command, then the call shall be terminated as soon as possible but at least within 5 seconds after the response data has been received. This procedure shall be used in addition to a mechanical or other device used to detect the removal of a SIM.

If the ME supports the proactive SIM service, and the SIM has this service activated in its Service Table, then during idle mode the ME shall send STATUS commands to the SIM at intervals no longer than the interval negotiated with the SIM (see TS 51.014 [27]).

11.6
SIM Application Toolkit related procedures

SIM Application Toolkit is an optional feature. The higher level procedures, and contents and coding of the commands, are given in TS 51.014 [27]. Procedures relating to the transmission of commands and responses across the SIM/ME interface are given in this clause. A SIM or ME supporting SIM Application Toolkit shall conform to the requirements given in this clause.

11.6.8
Use of NULL procedure byte

The NULL procedure byte provides a mechanism for the SIM to obtain more time before supplying the response part of a command‑response pair, during which time the ME is unable to send further commands to the SIM.

If a SIM Application Toolkit activity in the SIM runs for too long, this may prevent the ME from sending "normal GSM" commands which are time‑critical, e.g. RUN GSM ALGORITHM. A MORE TIME command is defined in TS 51.014 [27], which ensures that the SIM Application Toolkit task in the SIM gets more processing time, while at the same time freeing the SIM/ME interface. This should be used in preference to NULL procedure bytes ('60').

11.6.9
Using the TERMINAL PROFILE, ENVELOPE, and TERMINAL RESPONSE commands

These commands are part of the set used by SIM Application Toolkit. The use of the these commands, the occasions where they are required, and the command and response parameters associated with the commands, are specified in TS 51.014 [27]. The ME completes the command parameters/data of the relevant command and sends the command to the SIM. The transmitted data is processed by the SIM in a specific way depending on the tag value in the command parameters.

A SIM or ME not supporting SIM Application Toolkit does not need to support these commands.

11.6.10
Using the FETCH command

This command is used by SIM Application Toolkit. The use of the this command, the occasions where it is required, and the command and response parameters associated with the command, are specified in TS 51.014 [27]. It is similar in function to GET RESPONSE, in that it requests response parameters from the SIM, following a '91 XX' status response. The transmitted response data from the SIM is processed by the ME in a specific way depending on the tag value in the response parameters.

A SIM or ME not supporting SIM Application Toolkit does not need to support this command.

11.6.11
Data Download via SMS‑CB

Requirement:
Service n°25 "allocated and activated".

The ME shall perform the reading procedure with EFCBMID. On receiving a cell broadcast message with an identifier which matches an identifier in EFCBMID, the ME shall pass the CB message to the SIM using the ENVELOPE command. If a match is not found and service no. 14 is "allocated and activated", then the message identifier is checked against those in EFCBMI.

11.6.12
Data Download via SMS‑PP

Requirement:
Service n°26 "allocated and activated".

The procedures and commands for Data Download via SMS‑PP are defined in TS 51.014 [27].

11.6.13
Menu selection

Requirement:
Service n°27 "allocated and activated".

The procedures and commands for Menu Selection are defined in TS 51.014 [27].

11.6.14
Call Control

Requirement:
Service n°28 "allocated and activated".

The procedures and commands for Call Control are defined in TS 51.014 [27]. It is mandatory for the ME to perform the procedures if it has indicated that it supports Call Control in the TERMINAL PROFILE command. When BDN is enabled, the Call control facility of the ME is used by the SIM to support the BDN service.

11.6.15
Proactive SIM

Requirement:
Service n°29 "allocated and activated".

The procedures and commands for Proactive SIM, at the application level, are defined in TS 51.014 [27].

11.6.16
Mobile Originated Short Message control by SIM

Requirement:
Service n°37 "allocated and activated".

The procedures and commands for Mobile Originated Short Message control by SIM are defined in TS 51.014 [27]. It is mandatory for the ME to perform the procedures if it has indicated that it supports Mobile Originated Short Message control by SIM in the TERMINAL PROFILE command.

Annex E (informative):
SIM application Toolkit protocol diagrams

The diagrams in this annex are intended to illustrate the data protocols of the SIM toolkit application in various situations. The SIM application is shown as initiated by SMS Data Download messages. Other possibilities exist (as defined in TS 51.014) such as data entry from a menu selection.

Annex I (informative):
EF changes via Data Download or SIM Toolkit applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by SIM Toolkit Application (e.g. by using the SIM API), is advisable. Updating of certain EFs, "over the air" such as EFACC could result in unpredictable behaviour of the MS; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F05'
	Extended Language preference
	Yes

	'2FE2'
	ICC identification
	No

	'4F20'
	Image data
	Yes

	'4Fxx'
	Image Instance data Files 
	Yes

	'6F05'
	Language preference
	Yes

	'6F07'
	IMSI
	Caution (note)

	'6F20'
	Ciphering key Kc
	No

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F30'
	PLMN selector
	Caution

	'6F31'
	HPLMN search period
	Caution

	'6F32'
	Co-operative network
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	SIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3A'
	Abbreviated dialling numbers
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes

	'6F3C'
	Short messages
	Yes

	'6F3D'
	Capability configuration parameters
	Yes

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F44'
	Last number dialled
	Yes

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes

	'6F4A'
	Extension 1
	Yes

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 4
	Yes

	‘6F4F’
	Extended Capability configuration parameters
	Yes

	'6F50'
	CBMIR
	Yes

	'6F51'
	Network's indication of alerting
	Caution

	'6F52'
	GPRS Ciphering key KcGPRS
	No

	'6F53'
	GPRS Location Information
	Caution

	'6F58'
	Comparison method information
	

	'6F60'
	User controlled PLMN Selector with Access Technology
	 see 3GPP TS 22.011

	'6F61'
	Operator controlled PLMN Selector with Access Technology
	Caution

	'6F62'
	HPLMN Selector with Access Technology
	Caution

	'6F63'
	CPBCCH information
	No

	'6F64'
	Investigation scan
	Caution

	'6F65'
	RPLMN last used Access Technology
	No

	'6F74'
	BCCH information
	No

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (note)

	
	
	

	
	Continued.....
	


	File identification
	Description
	Change advised

	'6FAD'
	Administrative data
	Caution

	'6FAE'
	Phase identification
	Caution

	'6FB1'
	Voice Group Call Service
	Yes

	'6FB2'
	Voice Group Call Service Status
	Yes

	'6FB3'
	Voice Broadcast Service
	Yes

	'6FB4'
	Voice Broadcast Service Status
	Yes

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator PLMN List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	‘6FCE’
	MMS Notification 
	Yes 

	‘6FCF’
	Extension 8
	Yes

	‘6FD0’
	MMS Issuer Connectivity Parameters 
	Yes 

	‘6FD1’
	MMS User Preferences
	Yes

	‘6FD2’
	MMS User Connectivity Parameters 
	Yes 

	NOTE:
If EFIMSI is changed, the SIM should issue REFRESH as defined in TS 51.014 [27] and update EFLOCI accordingly.
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