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6 Proactive UICC

[…]

6.10
Handling of unknown, unforeseen and erroneous messages

6.10.1
General

The procedures described in this clause apply to the following messages described in the present document: proactive commands, terminal responses, envelope commands, and response data to envelope commands.The purpose of this clause is to allow greater flexibility in future versions of the present document, and a greater predictability across different versions of the present document.

The procedures described here specify how the terminal and UICC shall behave when they receive a message that is not fully compliant with the standards by which it was designed. In case of a proactive command, a  response will be made to the UICC by means of the "general result" field of the "result", in case of a terminal response or an envelope command by an SW1/SW2 response to the terminal. 

If the terminal sends a proactive FETCH or TERMINAL RESPONSE command to the UICC that contains values that the UICC does not understand, then the UICC shall issue the appropriate SW1/SW2 error response. The current proactive transaction shall be considered complete and neither the terminal or the UICC shall take no further action with regard to it. In this case, unless the "General result" is "command performed..." then the UICC shall assume that the command was not carried out and that a permanent error exists with regard to that particular proactive command. If the command was performed, but the "additional information on result" field was not understood, then the UICC may attempt the command again at a later stage in the current 3G session.

If the UICC has enough information to proceed (i.e. it has received all the data objects of the Minimum set) then it shall do so.

[…]

6.10.3
Missing minimum information

If a message is received that does not have all the mandatory elements in it, then if all of the minimum set elements are present then the receiver shall complete the command. In case of a proactive command, the terminal shall  report "command performed, with missing information". In case of a response to an envelope command, the terminal shall complete the procedure of which the envelope command was a part. In case of a terminal response or an envelope command, the UICC shall proceed and not generate a SW1/SW2 error response.
If the minimum set of elements is not complete, then this is considered an error. If the message is a proactive command, the terminal shall respond with "Error, required values are missing". If the message is a response to an envelope command, the terminal shall abort the procedure of which the envelope command was a part. If the message is a terminal response or an envelope command, the UICC shall generate a SW1/SW2 error response.
6.10.4
Unknown Tag value

If a  message is received that contains SIMPLE-TLV components that have unknown tags, then provided the minimum set condition is fulfilled, the "comprehension required" bit of the tag shall determine how the receiving entity behaves.

If the comprehension required flag in an unknown tag is set to '1', and the  receiver either does not recognize or is not expecting one or more of the SIMPLE-TLV objects in the message, then this is considered an error. If the message is a proactive command,  the terminal shall respond with "Command data not understood by terminal". If the message is a response to an envelope command, the terminal shall abort the procedure of which the envelope command was a part. If the message is a terminal response or an envelope command, the UICC shall generate a SW1/SW2 error response.  
If the comprehension required flag is set to '0', then the  receiver shall read the length field that follows and ignore that object. In this case the  receiver will be able to proceed without the SIMPLE-TLV components that it cannot understand. If the message is a proactive command,  the terminal shall respond with "command performed with partial comprehension". If the message is a response to an envelope command, the terminal shall complete the procedure of which the envelope command was a part. If the message is a terminal response or an envelope command, the UICC shall proceed and not generate a SW1/SW2 error response.
6.10.5
Unexpected Tag value

If a message is received that contains elements that have recognizable tags, but which where not expected in the context of this message (for example, the terminal sees SMS TDPU tag as part of DISPLAY TEXT), then  it shall discard that element. It shall then proceed as described for Unknown Tag values.

If a received object has a tag that has already been received, then  only those instances defined in the message structure shall be used and any subsequent instances shall be discarded.

6.10.6
Length errors

If the total lengths of the SIMPLE-TLV data objects are not consistent with the length given in the BER-TLV data object, then the whole BER-TLV data object shall be rejected. In case of a proactive command,  the result field in the TERMINAL RESPONSE shall have the error condition "Command data not understood by terminal". In case of an envelope command, the UICC shall generate a SW1/SW2 error response.
If the length of the BER-TLV data object is shorter than the length of the response data, the terminal shall ignore response data following the complete BER-TLV data object. If the length of the BER-TLV data object is longer than the length of the response data, then clauses 6.10.2 and 6.10.3 apply.

6.10.7
Contents not understood

If the contents of a SIMPLE-TLV data object contains a field with a value that is defined as reserved, then the whole SIMPLE-TLV data object shall be considered as invalid. It will then depend on the "comprehension required" bit of the relevant tag as to whether the whole message  shall be rejected, or whether that particular SIMPLE-TLV data object shall be ignored.

If the contents of a BER-TLV object contain RFU bits or bytes, then these shall be ignored.

7
ENVELOPE commands

7.1 General

The handling of unknown, unforeseen and erroneous messages is described in subsection 6.10.
Annex C (normative):
Structure of CAT communications
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Figure C.1

CAT proactive commands and envelope commands are sent across the interface as BER-TLV data objects. Each APDU shall only contain one BER-TLV object. See ISO/IEC 7816‑6 [15] for more information on data objects.

The tag of a BER-TLV is a constant value, length one byte, indicating it is a CAT command.

The length is coded onto 1, or 2 bytes according to ISO/IEC 7816‑6 [15]. Table C.1 details this coding.

Table C.1

	Length
	Byte 1
	Byte 2

	0-127
	length ('00' to '7F')
	not present

	128-255
	'81'
	length ('80' to 'FF')


Any length within the APDU limits (up to 255 bytes) can thus be encoded on two bytes. This coding is chosen to remain compatible with ISO/IEC 7816‑6 [15].

Any values for byte 1 or byte 2 that are not shown above shall be treated as an error and the whole message shall be rejected.

The value part of the BER-TLV data object consists of SIMPLE-TLV data objects, as shown in the description of the SIMPLE‑TLV data objects on individual commands. It is mandatory for SIMPLE-TLV data objects to be provided in the order given in the description of each command. New SIMPLE-TLV data objects can be added to the end of a command.
Terminal responses are coded as a sequence of SIMPLE-TLV data objects. Envelope response data may contain a sequence of SIMPLE-TLV data objects.
The structure of SIMPLE-TLV tags is defined in clause C.1.

The M/O/C columns specify whether it is mandatory, optional or conditional for the sender to send that particular SIMPLE-TLV data object for compliance with the current version of the present document. The Min (Minimum Set) column describes whether it is necessary for the receiver to have received that particular SIMPLE-TLV data object to be able to attempt at least the most basic form of this command. The procedure for dealing with incomplete messages is described in clause 6.10.

'00' and 'FF' are never used as tag values. This is in accordance with ISO/IEC 7816‑6 [15]. Padding characters are not allowed.
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