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A.1.7
PUT KEY

The Put Key command shall be coded according to the Open Platform specification [14]. The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

The keys which may be updated by the PUT KEY command refer to the transport security keys, i.e. KID and KIc in a Secured Packet. In addition, a third key type is defined: KIK. This key is used to encrypt the key data value of the PUT KEY command . 
One or several keys within an existing key set version may be replaced using the Put Key command. 

Keys within a key set are structured in the following way: 
	
	Key Set Version 0
	Key Set Version 1
	….
	Key Set Version n (maximum 'F')

	Key Index 1
	Reserved
	KIc 1
	
	KIc n

	Key Index 2
	Reserved
	KID 1
	
	KID n

	Key Index 3
	Reserved
	KIK 1
	
	KIK n


A card may have up to 15 key set versions each containing 3 key indexes. These versions numbers represent the indication of keys to be used in bits 8 to 5 in the coding of KIc and KID (see clauses 5.1.2 and 5.1.3). Each key index represents:

-
Key Index 1: KIc;

-
Key Index 2: KID;

-
Key Index 3: KIK.

Key Sets can only be changed with the PUT KEY command once the card has been issued. New Key Sets cannot be created using PUT KEY command at post issuance. Key used for securing the PUT KEY command is the key index 3 of the same key set version as the changed key. Key Set version 0 defined in OP for the creation of keys is not relevant for the present document.

A key set version number shall never be updated using the PUT KEY command.

This command shall be executed by the Card Manager or a Security Domain depending on the TAR in the case of Over The Air Application Management.
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