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General 

As the UICC is considered as being a secure device it is natural that improvements/enhancements to both the internal security and the security functionality supported by the UICC for applications based on the UICC.  A lot of effort is made entirely internal to the UICC, preventing unauthorised access and traceability of operations taken place internally in the UICC. This functionality is integrated into the chip structure and is either used by default in that chip architecture or can be enabled by the operating system either as a standard support or as part of the personalisation.

The ultimate goal is of course to stay ahead of people trying to break the security, which is fine. The means in some cases may be in contradiction to the use of the UICC, i.e. it may not necessarily work any longer in the target environment.

Improvement of the UICC security is done in close coperation between the card issuer, card manufacturer and chip manufacturer. This of course leads to different implementations for security enhancements as there are different views on what is important. This can be considered as normal evolution and should be encouraged. What is not acceptable however is that these new security features are put out on the market without adequate testing. The improved security features should not jeopardize normal operation in the target environment.

Potential problems

Problems may occur if any security feature implemented in the chip and utilised by the UICC causes malfunction or lack of operation due to lack of testing of these features. The introduction of internally generated clocks has already been discussed and the impact is not fully known but work is going on. If a feature like this would have been implemented into a UICC without any further investigation various problems could occur, for sure terminal specific behaviour.

A real problem has been identified. It has been found out that a SIM doesn’t work in a specific terminal having a transparent cover a cloudy day. The observation has been done on several terminals. The feedback from the card manufacturer was that this is a terminal specific problem, which can’t be the case as there is no requirement on the terminal with respect to light transparency.

Conclusion

The highlighted issues are of such nature that some kind of means to ensure that security development going on in the chip area when taken into use do not jeopardize operation in existing terminals. This means that there is a need to in one way or the other to be able to evaluate this in a broader forum than it currently is being done, in order to avoid problems like that described above.

