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	Reason for change:
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	The Universal PIN can be distinguished by the following specificities:

_ Its implementation is very complex, i.e. it strongly decreases the general performance of the card and increases its development costs.

_ It wastes a lot of useful card memory resources (because of duplication of the access rules in the ARR files) which could have been used for more useful  purposes by network operators.

_ It is useless at the present time, as there are currently no use cases to support it (post issuance downloading of first level applications is not yet widespread).

As such features are not always required by the end customer, we propose to make it optional in the current release of the specification.
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	_ The Universal PIN is made optional for multi application capable UICCs.

_ A new service “Universal PIN not supported” is added in the USIM service table, as not supporting the Universal PIN indeed provides additional service to the user. This also maintains backward compatibility by informing the ME when a card does not support the Universal PIN.

	
	

	Consequences if 
(

not approved:
	General card cost increase and performance degradation, waste of precious EEPROM resources and lot of time spent around a useless feature.
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4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	Service n°2:
	Fixed Dialling Numbers (FDN)

	
	Service n°3:
	Extension 2

	
	Service n°4:
	Service Dialling Numbers (SDN)

	
	Service n°5:
	Extension3

	
	Service n°6:
	Barred Dialling Numbers (BDN)

	
	Service n°7:
	Extension4

	
	Service n°8:
	Outgoing Call Information (OCI and OCT)

	
	Service n°9:
	Incoming Call Information (ICI and ICT)

	
	Service n°10:
	Short Message Storage (SMS)

	
	Service n°11:
	Short Message Status Reports (SMSR)

	
	Service n°12:
	Short Message Service Parameters (SMSP)

	
	Service n°13:
	Advice of Charge (AoC)

	
	Service n°14:
	Capability Configuration Parameters (CCP)

	
	Service n°15:
	Cell Broadcast Message Identifier 

	
	Service n°16:
	Cell Broadcast Message Identifier Ranges 

	
	Service n°17:
	Group Identifier Level 1

	
	Service n°18:
	Group Identifier Level 2

	
	Service n°19:
	Service Provider Name

	
	Service n°20:
	User controlled PLMN selector with Access Technology

	
	Service n°21:
	MSISDN

	
	Service n°22:
	Image (IMG)

	
	Service n°23:
	Not used (reserved for SoLSA) 

	
	Service n°24:
	Enhanced Multi‑Level Precedence and Pre‑emption Service

	
	Service n°25:
	Automatic Answer for eMLPP

	
	Service n°26:
	RFU

	
	Service n°27:
	GSM Access

	
	Service n°28:
	Data download via SMS-PP

	
	Service n°29:
	Data download via SMS‑CB

	
	Service n°30:
	Call Control by USIM

	
	Service n°31:
	MO-SMS Control by USIM

	
	Service n°32:
	RUN AT COMMAND command

	
	Service n°33:
	shall be set to '1'

	
	Service n°34:
	Enabled Services Table

	
	Service n°35:
	APN Control List (ACL)

	
	Service n°36:
	Depersonalisation Control Keys

	
	Service n°37:
	Co-operative Network List

	
	Service n°38:
	GSM security context 

	
	Service n°39:
	CPBCCH Information

	
	Service n°40:
	Investigation Scan

	
	Service n°41:
	MExE

	
	Service n°42:
	Operator controlled PLMN selector with Access Technology

	
	Service n°43:
	HPLMN selector with Access Technology

	
	Service n°44:
	Extension 5

	
	Service n°45:
	PLMN Network Name

	
	Service n°46:
	Operator PLMN List

	
	Service n°47:
	Mailbox Dialling Numbers 

	
	Service n°48:
	Message Waiting Indication Status

	
	Service n°49:
	Call Forwarding Indication Status

	
	Service n°50:
	RPLMN Last used Access Technology

	
	Service n°51:
	Service Provider Display Information

	
	Service n°52
	Multimedia Messaging Service (MMS)

	
	Service n°53
	Extension 8

	
	Service n°54
	Call control on GPRS by USIM

	
	Service n°55
	MMS User Connectivity Parameters

	
	Service n°56
	Universal PIN not supported


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the USIM has the capability to support the service and that the service is available for the user of the USIM unless the service is identified as "disabled" in EFEST.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the capability to support the service.
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etc.

6.4
User verification and file access conditions

The USIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in TS 31.101 [11]. The Universal PIN shall be associated with a usage qualifier. Other key references may be associated with a usage qualifier as defined in ISO/IEC7816-9 [26]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in TS 31.101 [11].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [23] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.

The security architecture as defined in TS 31.101 [11] applies to the USIM application with the following definitions and additions.

-
The USIM application shall use a global key reference  as PIN and local key reference as PIN2. For access to DFTELECOM the PIN shall be verified. Access with PIN2 is limited to the ADF(USIM).

-
The only valid values for the usage qualifier are '00' (verification requirement is not used) and '08' (user authentication knowledge based (PIN)) as defined in ISO/IEC 7816-9 [26]. The terminal shall support the multi-application capabilities as defined in 31.101 [11].

-
Every file in the USIM application shall have a reference to an access rule stored in EFARR. 

-
Every file under DFTelecom shall have a reference to an access rule stored in EFARR under DFTelecom.

-
A multi-application capability UICC (from the security context point of view) shall support the referenced format using SEID as defined in TS 31.101 [11].

-
A multi-application capability UICC (from the security context point of view) may support the replacement of a USIM application PIN with the Universal PIN, key reference '11', as defined in TS 31.101 [11]. Only the Universal PIN is allowed as a replacement. If replacement by the Universal PIN is not supported, this shall be indicated as Service n°56 “Universal PIN not supported” in the USIM service table.
-
A terminal shall support the use of level 1 and level 2 user verification requirements as defined in TS 31.101 [11].

-
A terminal shall support the replacement of a USIM application PIN with the Universal PIN, key reference '11', as defined in TS 31.101 [11].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in TS 31.101 [11]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in TS 31.101 [11].

Disabling of PIN2 is allowed. This is, however, not the case if PIN2 is mapped to the CHV2 of a GSM application. 

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For a example EFARR, see TS 31.101 [11].
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