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A.1.4.2.3.1
Access Domain Parameter

This parameter indicates the mechanism used to control the applet instance access to the file system.

Value
Name
Support
ADD length

'00'
Full access to the File System
Mandatory
0

'01'
SIM access mechanism (see A.1.4.2.3.2)
Optional
2

'02'
USIM access  mechanism (see A.1.4.2.3.3)
Optional
4

'03'
SIM/USIM access mechanism (see A.1.4.2.3.4)
Optional
6

'04' to '7F'
RFU
RFU
RFU

'80' to 'FE'
Proprietary mechanism
-
-

'FF'
No access to the File System
Mandatory
0

If an applet with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file  the framework shall throw an exception.

NOTE:
The file access conditions specified in 3GPP TS 51.011 [5] are relevant for the SIM/ME interface only. The file access conditions specified in the access domain parameter are used internally by the card operating system.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.
An application installed with the SIM access mechanism shall not be allowed to access any USIM file system.
An application installed with the USIM access mechanism shall not be allowed to access the SIM file system.

An application installed with the SIM/USIM access mechanism shall be allowed to access both the SIM and any USIM file system.

A.1.4.2.3.2
SIM access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '01'. It shall use the Access Domain Data passed at applet instantiation to define the access conditions fulfilled while the toolkit applet is running. 

The SIM Access Domain Data is a bit map combination of the file access condition levels described in TS 11.11. When the bit is set the associated Access Condition is fulfilled. 

The SIM Access Domain Data is coded as follows:

Byte 1:



b8
b7
b6
b5
b4
b3
b2
b1











ADM4











ADM5











ADM6











ADM7











ADM8











ADM9











ADM10











RFU

Byte 2: 



b8
b7
b6
b5
b4
b3
b2
b1











ALWays











CHV1











CHV2











RFU











ADM0











ADM1











ADM2











ADM3

Examples of possible combinations of fulfilled Access Conditions are shown below:

ADD value
Applet access condition fulfilled

'00 00'
No access

'00 01'
ALWays

'00 02'
CHV1

'00 03'
ALWays and CHV1

'00 04'
CHV2

'00 05'
ALWays and CHV2

'00 06'
CHV1 and CHV2

'00 10'
ADM0

'00 20'
ADM1

'00 22'
ADM1 and CHV1

'01 00'
ADM4

'40 00'
ADM10

'41 37'
ADM10 and ADM4 and ADM1 and ADM0 and CHV2 and CHV1 and ALWays

A.1.4.2.3.3
USIM access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '02'. It shall use the Access Domain Data passed at applet instantiation to define the access conditions fulfilled while the toolkit applet is running. 

The USIM Access Domain Data is a bit map combination of the file access condition levels described in TS 102 221 [16]. When the bit is set, the associated Access Condition is fulfilled. 

The USIM Access Domain Data is coded as follows:

Byte 1: 



b8
b7
b6
b5
b4
b3
b2
b1











Local PIN1











Local PIN2











Local PIN3











Local PIN4











Local PIN5











Local PIN6











Local PIN7











Local PIN8

Byte 2:



b8
b7
b6
b5
b4
b3
b2
b1











Application PIN1











Application PIN2











Application PIN3











Application PIN4











Application PIN5











Application PIN6











Application PIN7











Application PIN8

Byte 3:



b8
b7
b6
b5
b4
b3
b2
b1











ADM4











ADM5











ADM6











ADM7











ADM8











ADM9











ADM10











RFU

Byte 4: 



b8
b7
b6
b5
b4
b3
b2
b1











ALWays











RFU











RFU











RFU











RFU











ADM1











ADM2











ADM3

Examples of possible combinations of fulfilled Access Conditions are shown below:

ADD value
Fulfilled Access Condition(s)

'00 00 00 00'
No access

'00 00 00 01'
ALWays

'00 00 00 20'
ADM1

'00 00 40 00'
ADM10

'00 01 00 00'
Application PIN1

'00 02 00 00'
Application PIN2

'01 00 00 00'
Local PIN1

'02 00 00 00'
Local PIN2

'03 03 40 21'
Local PIN2 and Local PIN1 and Application PIN2 and Application PIN1 and ADM10 and ADM1 and ALWays

A.1.4.2.3.4
SIM/USIM access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '04'. This mechanism is a combination of the SIM and USIM specific mechanisms (see A.1.4.2.3.3 and A.1.4.2.3.4).

The SIM/USIM Access Domain Data is coded as follows:

Byte 1:



b8
b7
b6
b5
b4
b3
b2
b1











ADM4











ADM5











ADM6











ADM7











ADM8











ADM9











ADM10











RFU

Byte 2:



b8
b7
b6
b5
b4
b3
b2
b1











ALWays











CHV1











CHV2











RFU











ADM0











ADM1











ADM2











ADM3

Byte 3: 



b8
b7
b6
b5
b4
b3
b2
b1











Local PIN1











Local PIN2











Local PIN3











Local PIN4











Local PIN5











Local PIN6











Local PIN7











Local PIN8

Byte 4:



b8
b7
b6
b5
b4
b3
b2
b1











Application PIN1











Application PIN2











Application PIN3











Application PIN4











Application PIN5











Application PIN6











Application PIN7











Application PIN8

Byte 5:



b8
b7
b6
b5
b4
b3
b2
b1











ADM4











ADM5











ADM6











ADM7











ADM8











ADM9











ADM10











RFU

Byte 6: 



b8
b7
b6
b5
b4
b3
b2
b1











ALWays











RFU











RFU











RFU











RFU











ADM1











ADM2











ADM3

Bytes 1 and 2 specify the Access Conditions fulfilled when the SIM file system is accessed by the application; they must be compared with the SIM Access Conditions of the file to be accessed.
Bytes 3, 4, 5 and 6 specify the Access Conditions fulfilled when a USIM file system is accessed by the application; they must be compared with the USIM Access Conditions of the file to be accessed.

Example of possible combinations of fulfilled Access Conditions are shown below:

ADD value
Fulfilled Access Condition(s)

'00 00 00 00 00 00'
No access

'00 01 00 00 00 00'
ALWays (SIM)

'00 02 00 00 00 00'
CHV1

'00 10 00 00 00 00'
ADM0 (SIM)

'40 00 00 00 00 00'
ADM10 (SIM)

'00 00 01 00 00 00'
Local PIN1

'00 00 00 01 00 00'
Application PIN1

'00 00 00 00 40 00'
ADM10 (USIM)

'00 00 00 00 00 20'
ADM1 (USIM)

'00 00 00 00 00 01'
ALWays (USIM)

'40 13 01 01 40 21'
ALWays, CHV1, ADM0, ADM10 (SIM) and Local PIN1, Application PIN1, ADM10, ADM1, ALWays (USIM)
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