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7.3
File access conditions

Every file has its own specific access condition for each command. The relevant access condition of the last selected file shall be fulfilled before the requested action can take place.

For each file:

‑
the access conditions for the commands READ and SEEK are identical;

‑
the access conditions for the commands SELECT and STATUS are ALWays.

No file access conditions are currently assigned by GSM to the MF and the DFs.

The access condition levels are defined in the following table:

Table 7: Access condition level coding

Level
Access Condition

0

1

2

3

4 to 14

15
ALWays

CHV1

CHV2

Reserved for GSM Future Use

ADM

NEVer

The meaning of the file access conditions is as follows:


ALWAYS: The action can be performed without any restriction;


CHV1 (card holder verification 1): The action shall only be possible if one of the following three conditions is fulfilled:

‑
a correct CHV1 value has already been presented to the SIM during the current session;

‑
the CHV1 enabled/disabled indicator is set to "disabled";

NOTE:
Some Phase 1 and Phase 2 SIMs do not necessarily grant access when CHV1 is "disabled" and "blocked".

‑
UNBLOCK CHV1 has been successfully performed during the current session;


CHV2: The action shall only be possible if one of the following two conditions is fulfilled:

‑
a correct CHV2 value has already been presented to the SIM during the current session;

‑
UNBLOCK CHV2 has been successfully performed during the current session;


ADM: Allocation of these levels and the respective requirements for their fulfilment are the responsibility of the appropriate administrative authority


The definition of access condition ADM does not preclude the administrative authority from using ALW, CHV1, CHV2 and NEV if required.


NEVER: The action cannot be performed over the SIM/ME interface. The SIM may perform the action internally.

Condition levels are not hierarchical. For instance, correct presentation of CHV2 does not allow actions to be performed which require presentation of CHV1. A condition level which has been satisfied remains valid until the end of the GSM session as long as the corresponding secret code remains unblocked, i.e. after three consecutive wrong attempts, not necessarily in the same card session, the access rights previously granted by this secret code are lost immediately. A satisfied CHV condition level applies to both DFGSM and DFTELECOM.
If the SIM application is based on a UICC platform (an IC card specified in TS 31.101 [55]) the CHVs may be  mapped onto existing UICC key references. 
The ME shall determine whether CHV2 is available by using the response to the STATUS command. If CHV2 is "not initialized" then CHV2 commands, e.g. VERIFY CHV2, shall not be executable.

[...]

11.3
CHV related procedures

A successful completion of one of the following procedures grants the access right of the corresponding CHV for the GSM session. This right is valid for all files within the GSM application protected by this CHV.

After a third consecutive presentation of a wrong CHV to the SIM, not necessarily in the same GSM session, the CHV status becomes "blocked" and if the CHV is "enabled", the access right previously granted by this CHV is lost immediately.

An access right is not granted if any of the following procedures are unsuccessfully completed or aborted.

11.3.1
CHV verification

The ME checks the CHV status.

In the case of CHV1 the following procedure applies:

-
if the CHV1 status is "blocked" and CHV1 is "enabled", the procedure ends and is finished unsuccessfully;

-
if the CHV1 status is "blocked" but CHV1 is "disabled", the procedure ends and is finished successfully. The ME shall, however, accept SIMs which do not grant access rights when CHV1 is "blocked" and "disabled". In that case ME shall consider those SIMs as "blocked";

-
if the CHV1 status is not "blocked" and CHV1 is "disabled", the procedure is finished successfully;

-
if the CHV1 status is not "blocked" and CHV1 is "enabled", the ME uses the VERIFY CHV function. If the CHV1 presented by the ME is equal to the corresponding CHV1 stored in the SIM, the procedure is finished successfully. If the CHV1 presented by the ME is not equal to the corresponding CHV1 stored in the SIM, the procedure ends and is finished unsuccessfully.

In the case of CHV2 the following procedure applies:

-
if the CHV2 status is "blocked", the procedure ends and is finished unsuccessfully;

-
if the CHV2 status is not "blocked", the ME uses the VERIFY CHV function. If the CHV2 presented by the ME is equal to the corresponding CHV2 stored in the SIM, the procedure is finished successfully. If the CHV2 presented by the ME is not equal to the corresponding CHV2 stored in the SIM, the procedure ends and is finished unsuccessfully.

11.3.2
CHV value substitution

The ME checks the CHV status. If the CHV status is "blocked" or "disabled", the procedure ends and is finished unsuccessfully.

If the CHV status is not "blocked" and the enabled/disabled indicator is set "enabled", the ME uses the CHANGE CHV function. If the old CHV presented by the ME is equal to the corresponding CHV stored in the SIM, the new CHV presented by the ME is stored in the SIM and the procedure is finished successfully.

If the old CHV and the CHV in memory are not identical, the procedure ends and is finished unsuccessfully.

11.3.3
CHV disabling

Requirement: Service n°1 "allocated and activated".

The ME checks the CHV1 status. If the CHV1 status is "blocked", the procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked", the ME reads the CHV1 enabled/disabled indicator. If this is set "disabled", the procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked" and the enabled/disabled indicator is set "enabled", the ME uses the DISABLE CHV function. If the CHV1 presented by the ME is equal to the CHV1 stored in the SIM, the status of CHV1 is set "disabled" and the procedure is finished successfully. If the CHV1 presented by the ME is not equal to the CHV1 stored in the SIM, the procedure ends and is finished unsuccessfully.

11.3.4
CHV enabling

The ME checks the CHV1 status. If the CHV1 status is "blocked", the procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked", the ME reads the CHV1 enabled/disabled indicator. If this is set "enabled", the procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked" and the enabled/disabled indicator is set "disabled", the ME uses the ENABLE CHV function. If the CHV1 presented by the ME is equal to the CHV1 stored in the SIM, the status of CHV1 is set "enabled" and the procedure is finished successfully. If the CHV presented by the ME is not equal to the CHV1 stored in the SIM, the procedure ends and is finished unsuccessfully.

11.3.5
CHV unblocking

The execution of the CHV unblocking procedure is independent of the corresponding CHV status, i.e. being blocked or not.

The ME checks the UNBLOCK CHV status. If the UNBLOCK CHV status is "blocked", the procedure ends and is finished unsuccessfully.

If the UNBLOCK CHV status is not "blocked", the ME uses the UNBLOCK CHV function. If the UNBLOCK CHV presented by the ME is equal to the corresponding UNBLOCK CHV stored in the SIM, the relevant CHV status becomes "unblocked" and the procedure is finished successfully. If the UNBLOCK CHV presented by the ME is not equal to the corresponding UNBLOCK CHV stored in the SIM, the procedure ends and is finished unsuccessfully.

11.3.6
CHV procedures on a UICC Platform

If the SIM application is based on a UICC platform and the mapping of the CHVs onto existing UICC key references (used by a USIM application) takes place the following additional procedures apply. These are in addition to the CHV procedures described above: 
· After a third consecutive presentation of a wrong CHV or USIM PIN to which it is mapped, not necessarily in the same GSM  or USIM session, the CHV and USIM PIN to which it is mapped becomes "blocked”.
· Mapping of CHV1
on a single verification capable UICC (see TS 31.101 [55]):
· if the PIN key reference of the USIM application (see 3G TS 31.102 [52]) that the CHV1 is mapped to is "enabled", CHV1 shall also be  "enabled" for the SIM application and vice versa.
·  if the PIN key reference of the USIM application (see 3G TS 31.102 [52]) that the CHV1 is mapped to is "disabled" CHV1shall also be  "disabled" for the SIM application and vice versa.
· -
if the CHV1 status becomes "blocked", the PIN key reference of the USIM application that the CHV1 is mapped to becomes "blocked" and vice versa.
· on a multi verification capable UICC (see TS 31.101 [55]):
· if the PIN key reference of the USIM application (see 3G TS 31.102 [52]) that the CHV1 is mapped to is "enabled", CHV1 shall also be  "enabled" for the SIM application and vice versa. If the CHV1 status becomes "blocked", the PIN key reference of the USIM application that the CHV1 is mapped to also becomes "blocked".
· if the PIN key reference of the USIM application (see 3G TS 31.102 [52]) that the CHV1 is mapped to is "disabled" and not replaced with the Universal PIN of the UICC (the usage qualifier of Universal PIN is set to '00' - "Do not Use Universal PIN"), CHV1shall also be  "disabled" for the SIM application. 

· if the PIN key reference of the USIM application (see 3G TS 31.102 [52]) that the CHV1 is mapped to is "disabled" and replaced with the Universal PIN of the UICC (the usage qualifier of the Universal PIN is set to '08'  -"Use Universal PIN"), CHV1 shall  remain "enabled" for the SIM application. The CHV1 is now mapped to the Universal PIN. If the CHV1 presented by the ME is equal to the value of the Universal PIN stored in the UICC, the procedure is finished successfully. If the CHV1 presented by the ME is not equal to the value of the Universal PIN stored in the UICC, the procedure ends and is finished unsuccessfully.If the CHV1 status becomes "blocked", the Universal PIN on the UICC also becomes "blocked".
· Mapping of CHV2
CHV2 in the SIM application is mapped to the corresponding local key reference belonging to the USIM application to which the CHV1 is mapped. In the 2G operation mode, this PIN is considered to be global, in the 3G operation mode, it is seen as a being local.
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