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The goal of the proposal is to clarify the USIM -ADF selection for performing AUTHENTICATE command.
In this document, 3 update-procedures are clarified.
"Location information", "Cipher and Integrity key" and " Initialisation value for Hyperframe number ", 

USIM security related procedures

According to 3G TS 31.102 (v3.5.0), it is highlighted for the updating procedures of USIM security related as follows:

	31.102
Clause
	Procedures
	EF in USIM
	reading
	updating

	5.2.1
	Authentication algorithms computation
	－
	－
	－

	5.2.2
	IMSI request
	IMSI
	Yes
	No

	5.2.3
	Access control information request
	ACC
	Yes
	No

	5.2.4
	HPLMN search period request
	HPLMN
	Yes
	No

	5.2.5
	Location information
	LOCI
	Yes
	Yes

	5.2.6
	Cipher and Integrity key
	Keys
	Yes
	Yes

	5.2.7
	Forbidden PLMN
	FPLMN
	Yes
	Yes

	5.2.8
	LSA information
	－
	－
	－

	5.2.9
	User Identity Request
	IMSI
	Yes
	No

	5.2.10
	GSM Cipher key
	Kc
	Yes
	Yes

	5.2.11
	GPRS Cipher key
	KcGPRS
	Yes
	Yes

	5.2.12
	Initialisation value for Hyperframe number
	START-HFN
	Yes
	Yes

	5.2.13
	Maximum value of START
	THRESHOLD
	Yes
	No

	5.2.14
	HPLMN selector with Access Technology request
	HPLMNwAcT
	Yes
	No


According to 2 specifications, 3G TS 24.008 (v3.7.0) "Core Network Protocols - Stage 3" and TS 33.102 (v3.8.0) "Security Architecture", the bellow updating procedures are presented.

Location information

Updating EFLOCI may be performed after AUTHENTICATE command. See below.

4.4.4 Generic Location Updating procedure (3G TS 24.008)

4.4.4.3
Authentication by the network

The authentication procedure (see section 4.3.2) may be initiated by the network upon receipt of the LOCATION UPDATING REQUEST message from the mobile station. (See the cases defined in GSM 02.09).

Cipher and Integrity key

Updating EFKeys is always performed after AUTHENTICATE command. See below.

4.3.2
Authentication procedure (3G TS 24.008)

4.3.2.2 Authentication response by the mobile station
In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the SIM together with the ciphering key sequence number.

6.3.3
Authentication and key agreement (3G TS 33.102)

If the sequence number is considered to be in the correct range however, the USIM computes RES = f2K (RAND) and includes this parameter in a user authentication response back to the VLR/SGSN. Finally the USIM computes the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND). Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND. If the USIM also supports conversion function c3, it shall derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK. UMTS keys are sent to the MS along with the derived GSM key for UMTS-GSM interoperability purposes. USIM shall store original CK, IK until the next successful execution of AKA.
Initialisation value for Hyperframe number
Updating and reading EFSTART-HFN is performed for execution process of AUTHENTICATE command. See below.

6.4.3
Cipher key and integrity key lifetime (3G TS 33.102)

The ME shall trigger the generation of a new access link key set (a cipher key and an integrity key) if STARTCS or STARTPS has reached a maximum value set by the operator and stored in the USIM at the next RRC connection request message sent out. When this maximum value is reached the cipher key and integrity key stored on USIM shall be deleted.
6.4.8
Initialisation of synchronisation for ciphering and integrity protection (3G TS 33.102)

The ME only contains (valid) START values when it is powered-on and a USIM is inserted. When the ME is powered-off or the USIM is removed, the ME deletes its START values. After power-on or insertion of a USIM, the USIM sends its START values to the ME, and the ME stores them. During idle mode, the START values in the ME and in the USIM are identical and static.
Upon radio connection release and when a set of cipher/integrity keys is no longer used, the ME updates STARTCS and STARTPS in the USIM with the current values.
During authentication and key agreement the START value associated with the new key set of the corresponding service domain is set to 0 in the USIM and in the ME.

Conclusion

ME shall select USIM-ADF for performing AUTHENTICATE command. 
ME may be no need of Cipher Key and Integrity Key update in 3G termination session.

6.5.4
Input parameters to the integrity algorithm (3G TS 33.102)

6.5.4.2 IK
IK is stored in the USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME. The USIM shall send IK under the condition that a valid IK is available. The ME shall trigger a new authentication procedure if the current value of STARTCS or STARTPS in the USIM are not up-to-date or STARTCS or STARTPS have reached THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of the USIM.
6.6.4
Input parameters to the cipher algorithm (3G TS 33.102)

6.6.4.2 CK
CK is stored in the USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME. The USIM shall send CK under the condition that a valid CK is available. The ME shall trigger a new authentication procedure if the current value of STARTCS or STARTPS in the USIM have reached THRESHOLD. The ME shall delete CK from memory after power-off as well as after removal of the USIM.
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