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7.3
USIM commands
7.3.1
AUTHENTICATE
7.3.1.1
Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [Error! Bookmark not defined.] and 3G TS 31.102 [Error! Bookmark not defined.] to support all functions described therein.

7.3.1.2
Conformance requirement

CR1
This function shall cause the UICC to run the f1, f2, f3, f4, f5, and f1* algorithms using a 16 bytes random number, AUTN, and the subscriber authentication key K stored in the UICC.

CR2
If the received sequence number SQN is in the correct range, the function shall return the response RES, cipher key CK, and integrity key IK. 

CR3
If the UICC detects the sequence numbers are not in the valid range, the function shall return the signed response AUTS.

CR4
The function shall not be executable unless a particular USIM application or any sub-directory has been selected as the Current Directory.

CR5
The function shall not be executable unless a successful PIN verification procedure has been performed.
CR6
The function shall not be executable unless the expected MAC-A is received.

CR7
If the UICC does not support 'GSM context' which is indicated in parameter P2, the function shall not be executable.

Reference: 3G TS 31.102 [Error! Bookmark not defined.], subclause 7.1.

Test Group Reference (TGR): TGR_USIM_TP31.102_UCMD_AUTH

Test Procedure Reference (TPR): TPR_USIM_TP31.102_UCMD_AUTH

7.3.1.3
Test purpose

To verify that the UICC conforms to the above requirements.

7.3.1.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select the USIM application.

c) The ME simulator shall send an AUTHENTICATE command to the UICC.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [CR5].
d) The ME simulator shall reset the UICC.

e) The ME simulator shall send a SELECT command to the UICC to select the USIM application.

f) The ME simulator shall send a VERIFY PIN command with PIN to the UICC. 
g) The ME simulator shall send a SELECT command to the UICC to select the MF. 

h) The ME simulator shall send an AUTHENTICATE command to the UICC.
The data field returned shall begin with the tag 'DB', and the data shall be correct for the given f2, f3 and f4 
algorithms and K stored in the UICC [CR1, CR2].
i) The ME simulator shall send a SELECT command to the UICC to select the current ADF ('7FFF'). 

j) The ME simulator shall send an AUTHENTICATE command to the UICC with incorrect signed data.

The status condition returned by the UICC shall be SW1 = '98', SW2 = '62' - authentication error, incorrect MAC [CR6].
k) If the 'GSM context' is not supported, the ME simulator shall send an AUTHENTICATE command with parameter P2 indicating 'GSM context'.

The status condition returned by the UICC shall be SW1 = '98', SW2 = '64' - authentication error, GSM security context not supported [CR7].
l) The ME simulator shall send an AUTHENTICATE command to the UICC with incorrect sequence number SQN.

The data field returned shall begin with the tag 'DC', and the data shall be correct for the given f1* and f5 
algorithms and K stored in the UICC [CR1, CR3].
m) The ME simulator shall send an AUTHENTICATE command to the UICC with correct data.

The data field returned shall begin with the tag 'DB', and the data shall be correct for the given f2, f3 and f4 
algorithms and K stored in the UICC [CR1, CR2].
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