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During the TSG-T3 and ETSI EP "New SMG9" Plenary meetings in Visby, Sweden, 22-26 May 2000, the following problem has been identified.

According to the T=0 protocol specification contained in ISO/IEC 7816-3 2nd edition a card may extend the Work Waiting Time by sending a NULL procedure byte. With this mechanism it is, in principle, possible for a command currently executed on the card to lock up the card / terminal interface for an unspecified amount of time.

As there are real time execution requirements for commands in the GSM SIM application and the 3GPP USIM application (e.g., an authentication request from the network has to be processed within a specific time limit of only a few seconds and a failure of doing so would lead to the termination of the whole session), concerns were raised that a WIM application could block the card / terminal interface, when the WIM application is implemented together with a SIM/USIM application on one physical card and both applications are active at the same time.

Even the fact that different logical channels will be used in that case is not solving the problem, as only one command is active in the card at one time independent of the logical channel used.

The following solutions are currently under discussion in TSG-T3 and ETSI EP "New SMG9":

· Introducing a modification to the T=0 protocol to provide the possibility for the terminal to "abort" a command currently executed on the card to be able to process a command with higher priority (see attached discussion document Tdoc 9-00-0246). This is the solution preferred by TSG-T3 and ETSI EP "New SMG9" and it is expected that it will be brought to the attention of the next meeting of ISO/IEC JTC1/SC17/WG4.

· Introducing mechanisms on the application level like the use of the MORE TIME command as specified in GSM 11.14. In this case, each application itself is responsible for not blocking the card / terminal interface for too long a time. This requires that the application is initially designed to take into account real time requirements.

To solve this issue in a general way TSG-T3 and ETSI EP "New SMG9" are investigating a solution based on the first proposal. TSG-T3 and ETSI EP "New SMG9" would be grateful if the WAP Forum could consider the incorporation of the MORE TIME command into their specifications as a first step to solve this problem and would be happy to co-operate with the WAP Forum in this matter and finding a general solution. 

Abort procedure for the T=0 protocol

This document describes the abort procedure elaborated at the first "New SMG9" meeting in Visby.

The abort procedure is intended to abort the execution of a command sent for processing by the ME to the SIM. It was agreed that the abort procedure should be independent of the application i.e. it could be considered as part of the T=0 protocol procedures.

The abortion of the command is performed by sending one character to the SIM within a specific timing window after the SIM as sent the NULL procedure byte to the ME. The content of the character is T.B.D and it should take into account potential restrictions set by ISO/IEC 7816 series standards.

The ME shall send the abort character within the timing window defined after the reception of the last character. The SIM shall enter the reception mode after having sent the NULL procedure byte to the ME. The SIM shall not send a response within the timing window after the NULL procedure byte. This procedure is required to avoid conflicts on the I/O line.

The abort procedure flow is as follows:

ME

SIM
Remark

Command


Normal processing


WWT
NULL
WWT extension 


WWT
NULL/SW1SW2
WWT extension/Response

If NULL then abort




If SW1/SW2 then aborted
WWT
NULL/SW1/SW2
If SW1/SW2 abort accepted

Aborted
WWT
SW1/SW2
If the previous was NULL











After the ME has sent the abort character the SIM may respond with one more NULL procedure byte before it has to accept the abort. With default transmission parameters and a clock frequency of 3.25 MHz this would ensure an abort within 2.2 s.

Timing

The abort character timing following the procedure byte is as follows.

  S      NULL            P    2xStop
                             S     ABORT         P   2xStop



                    12 etu



                                                   T1




                                                                      T2

The ME shall start the transmission of the abort character within T1 after reception of the NULL procedure byte.

The SIM shall not send any response to the ME within T2 after transmission of the NULL procedure byte.

T2 = T1 + 20 etu

T1 needs to be confirmed by the ME manufacturers. Since the NULL procedure byte need s to be processed by the ME an immediate response is not possible. The order of T1 is in the range of 10-20 ms (100-200 etu's with default parameters and f=3.25 MHz).




