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SIM Framework = Receiving Entity

S: Sent

R: Received

(1) Application data has proprietary application-specific format

(2) Command Packet is formatted according to GSM 03.48

(3) Short Message is formatted according to GSM 03.40

(4) APDU Envelope (SMS PP DOWNLOAD) is formatted according to GSM 11.11 and GSM 11.14


Grey squares mean entity has access to data but no responsibility over it.

Responsible entities and roles:

Application Provider is responsible for Application Layer

Owner of OTA platform (Network Provider) is responsible for Transport Layer

Message Center owner (Network Provider) is responsible for Messaging Layer

Open questions:

· Can Applications “mandate” for a minimum transport security? Which should be the right mechanism?

· Replay counter management is responsibility of transport layer. Can it manage multiple counters? Associated to applications or to security levels?

· Can key indexes (4 bits in KIc, KID) be associated to security levels i.e. channels with associated permissions or privileges? How? (F.e. for Remote File Management  application).

· Can we establish “security levels” at the specification? F.e. 1-no security, 2-RC/CC/DS, 3-Ciphering, 4-Ciphering with RC/CC/DS... (or a bit-mask). So that applications can request from transport layer a minimum security to be used for this application...
























































































