

Report of the SMG4/T2 MExE Meeting�Böblingen, GERMANY 26-28 May 1999

Chairman: 	Mark CATALDO (Motorola)

Secretary: 	Friedhelm RODERMUND (ETSI MCC)



1.	Opening of the meeting

The meeting was opened by Mark CATALDO who welcomed the delegates to the SMG4/T2 MExE meeting. The delegates were welcomed by Michael WASMUND on behalf of IBM Deutschland who kindly hosted the meeting.

A list of delegates present at the meeting can be found in Annex 1.

2.	Approval of agenda

The draft meeting agenda in Tdoc T2X99020 was agreed. The second day of the meeting was devoted to MExE security.

3.	Registration of documents

The documents were assigned to the agenda items. The list of registered documents can be found in Annex 2.

From now on, the T2 Tdoc numbering scheme is used for T2 SWG meetings (e.g. T2X99001, “X” stands for SWG1 MExE).

4.	Approval of the previous meeting report

The report of the previous MExE meeting (Annex D of Tdoc T2X99001) held during the T2 meeting in Yokohama, JAPAN 19-21 April 1999 was agreed with the following change:

“Motorola stated that the API should not be mandatory, expressing concerns that the API should come from Javaphone, and proposed support in R998 and not R998. ... IBM objected if OCF support for Smartcards were to be removed from MExE R989.”

5.	Report from other meetings

There was a MExE interim meeting last week with the objective to clarify some issues mainly related to security in advance to this MExE meeting. Several contributions from this interim meeting were received.

A S1 meeting dealing with the creation of a stage 1 for MExE R99 was held on 25th May in Stuttgart. During this meeting, the MExE R99 WI and the roadmap for R99 were considered. The report on AT command functionality was considered as well. Seven CRs to stage 1 GSM 02.57 were agreed. In case companies would like to create further CRs, they are strongly encouraged to submit them by the end of this week. The CRs will then be agreed by S1 during a one week period. If this proposed schedule is followed, a MExE R99 stage 1 will be available after SMG#29. Otherwise, MExE R99 stage 1 would be available after SMG#30 in November which is too late.

6.	Liaison Statements

Tdoc T2X99025 is a response to the LS from MExE on MExE Stage 1 for Release 99. A S1 meeting on the creation of MExE R99 stage 1 was held as reported in section 5 of this report.

It was proposed to identify what is implicitly deferred in R98 to R99. Some requirements of R98 stage 1 are not met by R98 stage 2.

Conclusion:

A S1 meeting on the creation of MExE R99 stage 1 has been already held. Motorola will create Tdoc T2X99015 listing the areas which have not been addressed in R98.



Tdoc T2X99004 is a LS from WAP WTA on WTA Security which is the response to MExE LS T2-99431. In their LS, the MExE group expressed concerns about the WAP capability to met MExE security requirements. The WTA group agrees that security forms a very important part of the WTA work and has recently identified in its charter a roadmap for the development of WTA security capabilities. WTA has identified convergence with MExE security requirements as an important goal.

There were still concerns in the MExE group that WAP currently does not appear to support the MExE security and how to react to that. It was commented that R99 would gives WTA time to meet all the security requirements (domain and certification). The MExE group has to identify in the specifications things which were not met and to resolve these by interim solutions. 

Another open issues concerning WAP is that: the telephony services, phonebook support from WTA and some more appear to be insufficient.

Conclusion:

The LS was noted. Alcatel will produce a CR to the WAP section with respect to WTA (Tdoc T2X99016).



Tdoc T2-99443 is a LS to the WAP UAPROF group on MExE capability negotiation properties which was send after the T2 Yokohama meeting. The MExE group would like to keep some of the properties which were deleted by UAPROF in the MExE capability negotiation and gave some justification for these properties. 

An “unofficial” answer to this LS can be found in Tdoc T2X99019: UAPROF asks to clarify again the purpose of the attribute serial number, and to clarify whether the SW version attribute MExE is referring to is something different from the attribute OS version. The attribute keyboard will be included. A use case for the supported bearers is requested for better understanding.



Conclusion:

Tdoc T2X99018 is the answer LS to WAP UAPROF. It was agreed with small changes.



Tdoc T2-99445 is a LS form SUN on Follow-up to JavaPhone LS to MExE. 

The MExE group needs to check those APIs for which SUN says that they don’t provide support. 

Conclusion:

The LS was noted.



Tdoc T2X99032 is a LS from S1 VHE on User Profiles. The VHE Stage 1 has now made an informative reference to the Composite Capability/Preference Profile being drafted by the World Wide Web Consortium as a possible format for the definition of the user profile. Given this, MExE should continue with the support of user profile based on CC/PP.

Conclusion:

The LS was noted.



Tdoc T2X99039 is a proposed LS  to SMG1 on available MExE JTAPI WAP services.

Conclusion:

The LS was not agreed.



Tdoc T2X99017 is a LS to SMG1 on Available MEXE, WAP, JTAPI telephony service interfaces in MEXE release 98. The LS asks for feedback about telephony services available in MEXE release 98, and services provided by each technology.

Mark CATALDO felt that it does not make much sense to send this LS to SMG1. Some of the raised questions are decisions to be done within the MExE group. SMG1 would also refer to MExE stage 1 as an answer to the LS. Furthermore, because of the SMG1 meeting schedule a reply could be expected earliest mid of June. 

Alcatel expressed their opinion that WAP cannot be supported as part of MEXE R98 because it does not fulfil the MExE security requirements.

Conclusion:

The LS was not agreed.



Tdoc T2X99052 is a LS to WAP WTA Group, WAP Security Group, Specification Committee on Support of WAP telephony execution environment (WTA) in MEXE release 98. The MExE group would encourage the WAP Forum to complete the work on WTA and security as quickly as possible so that trusted WTA application can be supported by MExE. 

The latest version of the 03.57 section on security will be attached.

Conclusion:

The LS was agreed with changes as Tdoc T2X99056. 



Tdoc T2X99003 is a LS from the TSG CN SS ad hoc on USSD Enhancements in GSM 02.90 Version 8.0.0. 

Conclusion:

The treatment of this LS was postponed to the next meeting due to lack of time.



Tdoc T2X99028 is a Description of User Profiles and Standardisation 3GPP from the S1 VHE Ad-hoc. It provides useful information and background knowledge.

Conclusion:

Delegates are encouraged to read this document.



7.	Changes to GSM 03.57

7.1 	Changes to MExE Security

Tdoc T2X99005 is a CR to 03.57 on clarification of the security issues. The definition of “fine grain” security and “MExE Executable” was elaborated. The definition of a “MExE native library” and “Personal and System certificates” was also added. To patch a security loophole, the VM has been banned from loading native libraries except those that are part of MExE. 



Concerns were expressed that there is some proprietary terminology for security used, and that the proper definitions should be used instead. It was agreed to retain these definitions for keypair, signature and certificate etc. for the moment. They need to be replaced by proper definitions (ISO etc.) next week. Timothy WRIGHT will supply the proper definitions.



Conclusion:

A revised version of the CR was produced in Tdoc T2X99047. The revised CR was agreed with the following changes: Addition of the full MExE term after the definition of MExE, and the editors note in section 8.9.2 may be removed by the rapporteur. 



The proper security terminology has to be applied.



Tdoc T2X99006 is a comprehensive CR to 03.57 reorganising the Security Table.

During the discussion it was stated that user profile access will be considered as functionality for R99 stage 2. 

Alcatel proposed to make only the operator domain mandatory. This proposal was not supported by the MExE group, and it was clarified later in Tdoc T2X99049 that the support for all three domains is mandatory.

Conclusion:

The CR was revised in Tdoc T2X99049 and later in Tdoc T2X99055 which was agreed with the additional change to delete “in the user profile” .



Tdoc T2X99041 is a CR to 03.57 on a provisioned mechanism for designating administrative responsibilities of the MExE device. A mechanism to provide administrative privileges to an entity that is designated by the owner of the device is required.

The operator has to put a CP-Admin certificate on the SIM to retain control on what 3rd party applications are loaded to the device. The operator decides if the environment is either closed or open concerning 3rd party services. 

It was felt that also the enhanced mechanism which is not part of R98 should be included already into R98 to provide a better understanding where this is going to.

Conclusion: 

The CR was revised in Tdoc T2X99050 and agreed to be inserted into the security section with the following changes: Change “SIM” to “MExE SIM” throughout. Delete “d) LeSIM...”. Definitions will be added to the definitions section. Change “(a) ... wishes to be a..” to “should be consider by the ME as...” . Delete (c).



Tdoc T2X99046 is a CR to 03.57 on the Certificate Management Feature. A mechanism for allowing a MExE device administrator to enable or disable third party certificates on the ME via a downloaded list is added. The CCM (Certiificate Configuration Message) identifies list of certificates which may be used in this device. The list is downloaded by the administrator and restricts either loosely or strictly which applications are allowed on the device. 



Conclusion:

The CR was revised in Tdoc T2X99051 and agreed with the following changes:

8.9 figure has to be cleaned up. The references to X509v3, X9.68 have to be defined. The proper ETSI terminology concerning “shall, should etc.” has to be checked. Change end of section 8.9:(“ ...and actions that are no longer permissible shall be terminated.”). 



The operator and manufacturer domain certificate management have still to be considered.



Tdoc T2X99026 is a CR to 03.57 renaming the one-shot permission. The term “one-shot” for the type of user permission is renamed to “single action” permission. 

Conclusion:

The CR was agreed.



Tdoc T2X99033 is a CR to 03.57 on datagram API name resolution. The name resolution mechanism is not mandatorily or clearly specified in JavaPhone. MExE needs to define at least a basic level of name resolution, otherwise it will be impossible for applications to set address values for recipient names they wish to use. 

Conclusion:

The revised CR was agreed as Tdoc T2X99054 for the time being. Further discussion on this topic is needed.



Siemens and Nokia will provide feedback on whether USSD transport bearer can be supported in the table.



Tdoc T2X99053 is a CR to 03.57 adding additional details into the security table. Some important functions were not mentioned in the security table which results in a security loop-hole. If they are not mentioned, then it is quite easy to create a new API which accesses this unmentioned functionality, and it will be free of security restrictions.

It was agreed to add a statement that the lists in the groups in the table 3 are not exhaustive, and other actions which are of the same category shall be included in the group.

Conclusion:

The CR was agreed with changes as Tdoc T2X99057. 



Tdoc T2X99024 is a CR to 03.57 on Journalling. It is proposed to delete the editorial note suggesting that further refinement for the network events included in the journals is required. The activation/deactivation of the journal need not be stored in the user profile (i.e. to make it secure), but only needs to state that such activation/deactivation is securely performed.



Conclusion:

The CR was agreed.



7.2 	Other Changes 

The CR to 03.57 on Java MExE Devices in Tdoc T2X99023 updates the Java MExE devices section to incorporate JavaPhone API liaison from JavaPhone and Sun Microsystems.

Conclusion:

The CR was agreed and later combined with Tdoc T2X99014 into Tdoc T2X99034.  



Tdoc T2X99034 is the updated CR to 03.57 on Java MExE Devices combining Tdoc T2X99023 and Tdoc T2X99014. 

Conclusion:

The CR was agreed with the following changes: It was agreed to remove Java package “Java.awt” from the table (final row) in section 6.2.1. The  OCF SmartCard API OpenCard URL will be removed, a formal reference [21] will be inserted instead.



Tdoc T2X99030 is a CR to 03.57 on User Profiles. This CR proposes that MExE Stage 2 is updated to reflect the recent developments for user profile support. There is no longer any need for MExE to explicitly define the user profile characteristics. Instead, a combination of the direct and indirect referencing mechanisms of CC/PP should be used to define user profile characteristics. Such a change makes MExE generically compatible with globally recognised standards of the internet. 



Conclusion:

The CR was revised and agreed as Tdoc T2X99035.



Tdoc T2X99036 is a CR on User Profiles adding a reference to user preference attributes currently supported by CC/PP/UAPROF.

Conclusion:

The CR was agreed.



Tdoc T2X99029 is another CR on User Interface Personalisation. The term “customisation” is replaced with “personalisation” for consistency. Some more changes are proposed to reflect the recent developments for user profile support (CC/PP).



Conclusion:

The CR was agreed.



Tdoc T2X99021 makes updates to the WAP and Java charging sections to identify that no additional charging (within the GSM/UMTS network) is required for MExE. 

An important principle should be that if there is an application or service downloaded to the handset, the server which has downloaded it should maintain some connection to that service. This should be designed by application developers and not be a generic part of MExE. 

It was commented that the WAP group is discussing a client charging support. 

Conclusion:

The CR was agreed.



Tdoc T2X99031 is a CR to 03.57 on WAP capability and content negotiation. The CC/PP capability negotiation has been identified as the generic mechanism for MExE (adopted from WAP/W3C) in subclause 4.4.1. It is no longer required to have capability and content negotiation subclauses in the WAP section, and it is proposed that they are deleted.



Conclusion:

The CR was agreed.



Tdoc T2X99022 is a CR to 03.57 on spelling corrections and minor editorial changes.

Conclusion:

The CR was agreed.



Tdoc T2X99010 is a CR to 03.57 on capability negotiation. It is proposed to add a sentence explaining that the properties in the list are recommended but not limited to be supported in a MExE terminal. UAPROF includes many other properties in addition to those in the list and the supported properties in the capability negotiation should not be limited to only those in the list.



It is not required that a MS sends all this properties when it start the capability negotiation process. But it shall be possible for the ME to send further properties if subsequently requested by the server, with user permission. 

Conclusion:

A revised version of the CR was created in Tdoc T2X99037.  It was revised again and agreed as Tdoc T2X99042.



The CR to 03.53 in Tdoc T2X99048 fixes minor typographical and transcription errors.

Conclusion:

The CR was agreed.



8.	Sending of 03.57 to SMG#29 for approval

Tdoc T2X99027 describes the roadmap for MExE R98 stage 2 approval. It is intended to present GSM 03.57 for approval to SMG#29, 23rd-25th June 1999. Because MExE stage 2 could not be agreed at the end of this meeting, the schedule was modified as follows:

The rapporteur incorporates all changes agreed at this meeting into 03.57 v1.9.0 which he distributes on 1st June to the SWG1 email list for agreement via correspondence. 

Comments are invited until the 4th June, and 03.57 should be agreed by the MExE group by that date. 

The rapporteur includes the agreed changes into 03.57 1.10.0 which he provides to ETSI MCC on 7th June. 

ETSI does the necessary editorial modifications and the version 1.10.1 will be send to SMG4 (14th - 16th  June).

Approval of MExE 03.57 at SMG#29 (23rd - 25th June).

In case that 03.57 cannot be agreed via correspondence by the 4th June, an additional MExE meeting is necessary 14th-16th June.

9.	Output Documents

An updated MExE stage 2 GSM 03.57 v1.9.0 incorporating the changes agreed at this meeting will be produced after the meeting by rapporteur Mark CATALDO.

Tdoc T2X99018 is a LS to WAP UAPROF on MExE capability negotiation, and will be forwarded by the WAP liaison officer Tim AMBROSE (Motorola).

Tdoc T2X99056 is a LS to WAP WTA Group, WAP Security Group, Specification Committee on Support of WAP telephony execution environment (WTA) in MEXE release 98. The LS will be forwarded to the WAP groups by the WAP LS officer Tim AMBROSE, and to SMG1/S1 and SMG10 by Friedhelm RODERMUND. The updated stage 2 security section will be attached.

10.	A.O.B

No A.O.B  was discussed.

11.	Next meetings

The next  MExE meetings will be held:

if required: 14-16 June 1999, Miami, US during the SMG4/T2 meeting

15-16 July 1999, host needed

12.	Closing of the meeting

The Chairman thanked all delegates for their participation and support to the creation of the MExE stage 2, and SMG10 represented by Timothy WRIGHT for the excellent support on MExE security. Many thanks were expressed to IBM for hosting the meeting with excellent facilities including a meeting network, and for the very nice evening in Tübingen.
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