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Other 
comments:
This CR should be considered a work in progress. In particular, the new section on Application Installation (6.2.3.4) needs to be rectified with sections 6.2.7 Access Points and 6.2.8 Execution. There is also much in sections 6.2.7 and 6.2.8 that is not specific to a Java MExE device. Section 6.2.3.5 Messaging also needs expanding to show how the Datagram API addresses networking and protocol requirements. There are also discrepancies between the JavaPhone liaison from Sun and the Java API requirements table (Appendix to 03.57) that have not been rectified. Section 6.2.4 Required and Optional MExE APIs is a potential placeholder for things like supporting location information or the OpenCard API and needs further discussion. Section 6.2.5 Mandated Applications and Services might also be updated to include support for HTTP.
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[1]
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[2]
GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"

[3]
Personal Java 1.1.1, this specification is available from Sun Microsystems’s website at http://java.sun.com/products/personaljava/spec-1-1-1/index.html .

[4]
JavaPhone API version 0.9, available from http://java.sun.com/products/javaphone/.

[5]
JTAPI 1.2, this specification, currently in the ECTF approval process, is available from Sun Microsystems’s website at http://www.java.sun.com.

[6]
Wireless Application Protocol (WAP) version 1.1, this specification is available from WAP‘s website at http://www.wapforum.org. 

[7]
vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.

[8]
vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/

[9]
Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068

[10]
Java Mail API version 1.0.2, available from http://www. java.sun.com

[11]
UMTS TR 22.70: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.

[12]
UMTS TS 22.xx: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.

[13]
ISO 639 International Standard - codes for the representation of language names

[14]
UMTS TS 22.01: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.

[15]
CC/PP Exchange Protocol based on HTTP Extension Framework; Available at W3C web pages http://www.w3c.org/ 

[16]
Composite Capability/Preference Profiles (CC/PP):A user side framework for content negotiation;  Available at W3C web pages.

[17]
Uaprof  Specification (Editor´s note: reference needed after the specification is available)

[18]
JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html

[19]
Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html

[20]
Java security tutorial http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html
[21]
OCF 1.1.: “Smartcard API specified by OpenCard Consortium (http://www.opencard.org)

6
Java MExE devices

 Java MExE devices shall be based on the MExE API for Java, which defines the required and optional components of Java that shall be used to realise a MExE compliant device. The MExE API also defines, at a functional level, areas not covered in existing Java specifications which are required by MExE. It is intended that Java specification groups will use this specification as a basis for adding MExE-specific functionality to the relevant Java specifications.

The MExE API for Java primarily defines the functions available to a Java-based MExE device such that services (specified in the form of Java classes and interfaces) can control such a device in a standardised way.


Many aspects of the MExE API specification are optional. Services and applications shall be able to determine the presence of optional parts of the functionality. When optional parts of the functionality are implemented, the MExE API shall be supported.
In addition to supporting the MExE APIs, Java MExE devices shall follow specified methods for remote directory access, messaging, security, and installation, access, and execution of applications, applets, or content.
6.1
High level architecture
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Figure 5: Basic Functional Architecture of Java MExE Device

The functional architecture of a Java MExE device is shown in figure 5. Java applets, applications, and services access functionality via the MExE API for Java. The MExE API is based on a combination of MExE-specific Java APIs and the Wireless Profile of the JavaPhone( API [4] as defined by the JavaPhone Expert Group. The JavaPhone API is based on the PersonalJava( API [3] defined by Sun Microsystems.




6.2
High level functions

6.2.1
Optionality

The use of Java encourages development of modular interfaces and minimal required functionality. Additional functionality is provided through optional  APIs specified in terms of the Java language. In general, optionality is specified in terms of Java packages. Packages are containers for the highest level of functionality in the Java language. In some cases, optionality is specified in terms of Java classes and interfaces. Classes and interfaces are elements contained inside packages.
Applications may wish to use optional APIs that may or may not be supported on any given MExE device.

· the existence of APIs may  be detected in Java via existing Java mechanisms. 

· applets and applications may determine whether a Java class or interface is supported  using existing Java mechanisms. (For example, by using Class.forName() and catching the ClassNotFound exception)

· an applet that attempts to use an unsupported API without using the above technique shall be terminated

6.2.2
Required and optional PersonalJava APIs

Java MExE devices shall support the PersonalJava specification [3]. The PersonalJava APIs provide a standardised and readily implementable execution environment as a means for applications, applets, and content:

· to access and personalise the user interface via the java.awt packages
· to utilise both Internet and Intranet connections via the java.net package
The PersonalJava API specification identifies some Java packages as optional. Java MExE  devices shall support the following optional packages:


· java.math – this package provides arbitrary-precision integer arithmetic, required for security key calculation

· java.security, java.security.interfaces – these packages are required to allow applications to discover operations that are disallowed on a particular MExE device

· javax.comm – this package is required by the JavaPhone specification

· javax.net, javax.net.ssl, javax.security.cert – these packages are required by the JavaPhone specification

All other optional packages, interfaces, and classes in the PersonalJava API shall be optional for a Java MExE device. In particular, file system support via the optional classes in the PersonalJava java.io package remain optional for a Java MExE device.
A Java MExE device may or may not have a pointing device. This is a challenge for the implementation of the java.awt packages in PersonalJava. A Java MExE device may need to emulate a pointing device, but shall not alter the java.awt API. The emulation shall be completely transparent to application programs.
6.2.3 Required and optional JavaPhone APIs
The JavaPhone APIs extend the PersonalJava APIs to provide functionality unique to telephony devices. Java MExE devices shall support the Wireless Profile of the JavaPhone API specification [4]. Java MExE devices shall support all APIs specified as required by the Wireless Profile in the JavaPhone API specification. All APIs that are optional in the Wireless Profile shall be optional in Java MExE devices. The Wireless Profile provides the functionality described in the following subsections.

· 
· 
· 

· 


· 
· 
· 


6.2.3.1
Call control


Java MExE Call Control applications, applets, and services shall support the Java Telephony API (JTAPI) as specified by the JavaPhone API. Specifically, MExE devices shall support the JTAPI Core packages (javax.telephony, javax.telephony.events, and javax.telephony.capabilities) and may optionally support the JTAPI Call Control packages (javax.telephony.callcontrol, javax.telephony.callcontrol.events, and javax.telephony.callcontrol.capabilities) and JTAPI Phone packages (javax.telephony.phone, javax.telephony.phone.events, and javax.telephony.phone.capabilities)
· 
Depending on permissions, a service may make and receive both voice and data calls, transfer and conference voice calls, and put voice calls on hold, retrieve a call on hold or clear a call.

Java MExE applications, applets, and content shall use the JTAPI mobile package (javax.telephony.mobile) as specified in the JavaPhone API to support services specific to wireless telephony.





GPRS is supported directly via IP. Applications, applets, and services shall use GPRS via the java.net package.



6.2.3.2
Local phonebook, user profile, and calendar
Java MExE devices shall support the Address Book package (javax.pim.addressbook) as specified by the JavaPhone API to provide applications, applets, and services with access to contact information.
The Phonebook is a dataset of personal or entity attributes. The minimum content is a set of name and number pairs as supported by the current GSM SIM. The vCard 2.1 specification allows for extensions in attribute types. A MExE device can have more than one phonebook database. It is not limited to the SIM, and could even have access to a phonebook on the ME or in a remote database. The user can control the location of the phonebook.


Java MExE devices shall support the User Profile package (javax.pim.userprofile) as specified by the JavaPhone API to provide applications, applets, and services with information about the current user of the device.
Java MExE devices shall support the Calendar package (javax.pim.calendar) as specified by the JavaPhone API to provide applications, applets, and services with access to schedule information.
6.2.3.3
Messaging

Java MExE devices shall support the Network Datagram package (javax.net.datagram) as specified by the JavaPhone API to provide transport independent addressing and delivery of messages, including SMS and USSD.
The Network Datagram API supports message filtering. "Filtering" means, for example, that an applet may be transferred (remaining in memory) and receives an event whenever a new "smart" SMS arrives. It can then "consume" the SMS without presenting it to the user; this would enable programme-to-programme messaging using SMS as a bearer. This process could be implemented as follows:
· an application or applet can include a message filtering class that may be passed specific messages.

· the filter can then decide what to do with it: typical actions are to place the message in the message centre or to store the data in the file system for future use, forward the message, delete it, or take any other appropriate action.

6.2.3.4 Application Installation

Java MExE devices shall support the Install package (javax.install) as specified by the JavaPhone API to install and remove applications from the device.
6.2.3.5 Power

Java MExE devices shall support the Power Monitor package (javax.power.monitor) as specified by the JavaPhone API to access the power level of the device and receive notifications concerning changes in power states.
Java MExE devices may optionally support the Power Management package (javax.power.management) as specified by the JavaPhone API to finely monitor and control the power utilisation of the device.
6.2.4 Required and optional MExE APIs
A Java MExE device shall not be required to support any other Java APIs.
A Java MExE device may optionally support the following Java APIs:

· TBD
6.2.5
Mandated Services and Applications

To provide backward compatibility to MExE classmark 1, i.e. allow access to services designed for MExE classmark 1 devices, classmark 2 devices must feature a pre-installed or pre-loaded WAP browser that is capable of rendering at least the following content formats:

· tokenized WML documents (“WML decks”)

· WMLscript bytecode

A WAP service in a MExE Classmark 2 MS shall execute in the same manner as it executes in a MExE classmark 1 MS.
Other WML formats (such as textual WML documents or textual WMLscripts) are optional.

The pre-installed/pre-loaded WAP browser may be upgraded, replaced or extended by transferring, a replacement, extension or plug-in mechanism to the MS.  Depending on user preferences identified in the user profile and the terminal capabilities, the pre-installed or pre-loaded WAP browser may be overwritten or the new browser stored in a different location.

Editor’s Note: the security implications of upgrading browser requires to be further elaboratedSupport for the WAP protocol stack is optional. For low-bandwidth bearers (such as SMS or USSD), however, the WAP protocol stack is recommended (see section 5.7.3).

6.2.7
Access points

· an “access point” is a data call terminating Global Title or IP address which provides an Internet Service Provider (ISP) interface to the MS

· the ISP must provide the Internet protocols: PPP, IP, TCP and UDP allowing existing application protocols (HTTP, DHCP, etc) and future protocols to be used

· there can be more than one access point available to an MS and active at any one time

· services are specific to one or more access points

6.2.7.1
Transferring

Editor‘s Note: Need proposal for making this a generic section with WAP

Editor‘s Note: require to identify support for downloading to a SIM card

Editor‘s Note: require to identify support for the envelopping of SIM data


· applications, applets and content are packaged into Java Archive (JAR) files that include their name, code, icon, filters, and security certificates

· The MS shall support the HTTP/TCP/IP protocols for transfer of services, and the MS may support other protocols for transfer of services

· it is permissible, but not required, to stop a service in order to transfer a new version of the service

· services must be version-controlled, to allow identification of outdated versions of the service on the MS

· HTTP transparent content negotiation facilities shall be used to accomplish version control

· MExE service providers may identify “preferred” versions of services, and transfer the preferred version of a service when no specific version is requested

· MExE service providers shall transfer any supported version of a service when a specific version is requested

· transfer of services is performed in a bearer-independent manner, so that any supported bearer can be used to transfer services

· some bearers are very low-speed. MExE service providers may wish to provide pre-loaded services in order to avoid long transfer times, or to provide higher-bandwidth bearers in anticipation of service transfers. If the subscriber is willing to wait, however, any supported bearer shall successfully transfer services over the air interface upon request.

· a physical connector may be provided to avoid long over-the-air service transfer times. Such a physical connector is optional and outside the scope of this standard. 

· Content applications and applets transferred via means other than the radio interface shall be subject to the same security procedures as if transferred via the radio interface.

6.2.8
Execution

· A service may execute on the MExE Classmark 2 MS as subsequently clarified:-

· a service may execute on the MS

· a service must be started by the user, either directly or via a time or event scheduling mechanism. 

· depending on permissions, the service may have access to all or partial Personal Java, MNCRS, and JTAPI APIs. 

Editor‘s Note: Need to define framework for which APIs will be available.

· depending on permissions, the service may have access to all or partial directory, message centre, and message filtering APIs. 


· 
· It shall make it possible to start an application just by uniquely identifying the application.
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