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1 Overview

This document details the changes needed introduce test case tc_12_6_1_1 to NASv330. With these changes applied the test case can be demonstrated to run on at least one independent UE implementations. Only essential fixes to the TTCN are applied. This test case has been tested according to the configuration stated below:-

	Reference document
	TS 34.123-1 version 5.5.0

TS34.108 version 3.d.0

	Referenced CRs
	None

	Integrity
	Enabled

	Ciphering
	Disabled

	Path tested
	PS (Mode A )


2 Modofications to iWD-TVB2003-03_D03wk44
2.1 Explanation of changes

An incorrect constraint was used for receiveing the Authentication Response parameter (extension) IE in the Authentication and Ciphering Response message. This has been corrected in line 34 of tc_12_6_1_1.

At step 12 Integrity is started without a new authentication procedure, it is therefore necessary to use the Start parameter from the Initial Direct Transfer message. The testcase used ts_GMM_StartIntegrityProtection which calls ts_RRC_Security with the parameters applicable when the start value is reset to 0 after authentication. tc_12_6_1_1 line 43 has been changed to call ts_RRC_Security directly with the appropriate parameters.

2.2 Detail of changes to tables

2.2.1 Test Case tc_12_6_1_1
	Test Case Name
	tc_12_6_1_1 

	Group
	GMM/Authentication_and_ciphering/ 

	Purpose
	To test the behaviour of the UE if the network accepts the authentication and ciphering procedure 

	Configuration
	 

	Default
	NAS_OtherwiseFail 

	Comments
	Initial conditions 

- SS : Two cells operating in network operation mode II 

- UE : The UE has a valid IMSI 

	Selection Ref
	GMM_SelExp01 

	Description
	PS authentication and ciphering / Authentication accepted 

	Nr
	Label
	Behaviour Description
	Constraints Ref
	Verdict
	Comments

	1 
	 
	START t_Guard(300) 
	 
	 
	 

	2 
	 
	  +ts_InitVariables 
	 
	 
	 

	3 
	 
	    (tcv_CellInfoA.nmo := tsc_NMO_II,  

tcv_CellInfoB.attenuationLevel := tsc_AttenuationNonSuitableNeighbourCell, 

tcv_CellInfoB.nmo := tsc_NMO_II, 

tcv_CellInfoB.rac := tsc_RAC_2, 

tcv_CellInfoB.attFlag := tsc_AttOff 

) 
	 
	 
	Test case specific cell  settings 

	4 
	 
	      +ts_GMM_Config_CellA_CellB 
	 
	 
	Configure cell A and cell B 

	5 
	 
	        +ts_GMM_AttachReject ( tsc_CellA ) 
	 
	 
	Invalidate temporary USIM paramters 

	6 
	 
	          (tcv_CellInfoA.attFlag := tsc_AttOff) 
	 
	 
	 

	7 
	 
	            +ts_SysInfoModifyMM(  

tsc_CellA,  

tcv_CellInfoA.mcc,  

tcv_CellInfoA.mnc,  

tcv_CellInfoA.lac,  

tcv_CellInfoA.attFlag,  

tcv_CellInfoA.t3212,  

tcv_CellInfoA.rac,  

tcv_CellInfoA.nmo) 
	 
	 
	Modify SIB1 to set ATT flag to 0 (disable CS registration at turn on, 

CR T1-030101, Jan-03) 

	8 
	 
	              +ts_GMM_SwitchOff_AfterPSRejection (tsc_CellA,  tcv_CellInfoA.attFlag ) 
	 
	 
	 

	9 
	 
	                [px_SupportOpModeC] 
	 
	 
	Set UE in operation mode C if supported 

	10 
	 
	                  +ts_MMI_SetOpModeC 
	 
	 
	 

	11 
	 
	                    +lt_TestBody 
	 
	 
	 

	12 
	 
	                      +po_ConnectionAndSS_Rels 
	 
	 
	 

	13 
	 
	                        [pc_SupportOpModeA] 
	 
	 
	Step 18: Repeat test body in UE operation mode A (if UE  

supports this mode supported). 

	14 
	 
	                          +ts_MMI_SetOpModeA 
	 
	 
	 

	15 
	 
	                            +lt_TestBody 
	 
	 
	 

	16 
	 
	                              +po_ConnectionAndSS_Rels 
	 
	 
	 

	17 
	 
	                      [TRUE] 
	 
	 
	do nothing 

	18 
	 
	                [(NOT px_SupportOpModeC) AND pc_SupportOpModeA] 
	 
	 
	If operation mode C is not supported but operation mode A is supported 

	19 
	 
	                  +ts_MMI_SetOpModeA 
	 
	 
	Set UE in operation mode A 

	20 
	 
	                    +lt_TestBody 
	 
	 
	 

	21 
	 
	                      +po_ConnectionAndSS_Rels 
	 
	 
	 

	 
	 
	lt_TestBody 
	 
	 
	 

	22 
	 
	(tcv_TestBody := TRUE) 
	 
	(P) 
	 

	23 
	 
	  +ts_MMI_UE_SwitchOnTriggerGMM_Attach 
	 
	 
	Switch on UE and attempt to initiate the attach procedure. 

	24 
	 
	    +ts_RRC_ConnEst( 

tsc_CellA, 

est_Reg, 

registration) 
	 
	 
	 

	25 
	 
	      +lt_Attach_Steps_4To9 
	 
	 
	 

	26 
	 
	        +lt_Activate_CellB 
	 
	 
	Step 10 

	27 
	 
	          +lt_RAUpd_11To14 
	 
	 
	 

	28 
	 
	            +ts_GMM_DetachOnSwitchOff (tsc_CellB ) 
	 
	 
	Steps 15 to 16 

	29 
	 
	              +lt_Activate_CellA 
	 
	 
	Step 17. Prepare for repetition in operation mode A (if supported) 

	 
	 
	lt_Attach_Steps_4To9 
	 
	 
	 

	30 
	 
	Dc ? RRC_DataInd 

( tcv_Start := RRC_DataInd.start ) 
	car_PS_InitDirectTransfer( tsc_CellDedicated,  tsc_RB3, 

cr_AttachReq ( 

c_GMM_AttachTypePS_Only, 

c_MobileIdIMSI_lv, 

?, -, tcv_PS_KeySeq)) 
	 
	Step 4. ATTACH REQUEST 

- Attach type is 'PS attach'  

- Mobile Id = IMSI 

	31 
	 
	  + ts_SS_SecurityDownloadStart (ps_domain, tcv_Start ) 
	 
	 
	 

	32 
	 
	    +ts_GMM_AuthenticationInit 
	 
	 
	Compute authentication paramters including tcv_PS_AuthCK and tcv_PS_AuthIK 

	33 
	 
	      Dc ! RRC_DataReq 
	ca_PS_DataReq( tsc_CellDedicated, tsc_RB3, 

cs_AuthAndCiphReq ( 

c_GMM_AuthRAND(tcv_AuthRAND), 

c_GMM_KeySeq_tv(tcv_PS_KeySeq), 

c_GMM_AuthAUTN(tcv_AuthAUTN) 

)) 
	 
	Step 5. AUTHENTICATION AND CIPHERING REQUEST  

using relevant PS keys computed before. 

	34 
	 
	        Dc ? RRC_DataInd ( 

tcv_TmpAuthAndCiphRspPDU := RRC_DataInd.msg, 

tcv_AuthRsp := tcv_TmpAuthAndCiphRspPDU.authRsp.value, 

tcv_AuthRspExt := tcv_TmpAuthAndCiphRspPDU.authRspExt 

) 
	car_PS_UplinkDirectTransfer( tsc_CellDedicated, tsc_RB3,  cr_AuthAndCiphRsp(c_AuthRspAny_tv,c_AuthCiphRspExtAny))
	 
	Step 6. AUTHENTICATION AND CIPHERING RESPONSE 

including Authentication Response paramters (RES)



	35 
	 
	          +lt_Verify_RES 
	 
	 
	Step 7. Verify that the received Authentication Response (RES)  matches expected response. 

	36 
	 
	            +ts_GMM_StartIntegrityProtection ( tsc_CellA) 
	 
	 
	 

	37 
	 
	              Dc ! RRC_DataReq 

(tcv_AssignedPTMSI := px_PTMSI_2, 

tcv_Assigned_PTMSI_Sig := px_PTMSI_Sig2) 
	ca_PS_DataReq( tsc_CellDedicated, tsc_RB3, 

cs_AttachAcc( 

c_GMM_AttachResultPS_Only, 

c_RAI_Def_v, 

c_PTMSI_Signature (px_PTMSI_Sig2), 

c_MobileIdPTMSI (px_PTMSI_2), 

-)) 
	 
	Step 8. ATTACH ACCEPT 

- Attach result 'PS attached' 

- RAI default (RAI-1) 

- P-TMSI-2 signature 

- MobileId P-TMSI-2 

	38 
	 
	                Dc ? RRC_DataInd 
	car_PS_UplinkDirectTransfer( tsc_CellDedicated, tsc_RB3,  

cr_AttachComplete) 
	 
	Step 9. ATTACH COMPLETE 

	39 
	 
	                  +ts_RRC_ConnRel(tsc_CellA, cell_Dch) 
	 
	 
	 

	 
	 
	lt_RAUpd_11To14 
	 
	 
	 

	40 
	 
	+ts_RRC_ConnEst( 

tsc_CellB, 

est_Reg, 

registration) 
	 
	 
	(Step 10a) 

	41 
	 
	  Dc ? RRC_DataInd 

( tcv_Start := RRC_DataInd.start ) 
	car_PS_InitDirectTransfer( tsc_CellDedicated,  tsc_RB3, 

cr_RA_UpdReq2 ( 

c_GMM_UpdateTypeRA_Updating, 

c_RAI_Def_v, 

c_PTMSI_Signature (px_PTMSI_Sig2), 

*, 

c_GMM_KeySeq(tcv_PS_KeySeq) 

)) 
	 
	ROUTING AREA UPDATING REQUEST 

- Update type = 'RA updating' 

- RAI-1 

- P-TMSI-2 signature 

- and PS-CKSN as assigned previously during authentication 

	42 
	 
	    + ts_SS_SecurityDownloadStart (ps_domain, tcv_Start ) 
	 
	 
	 

	43 
	 
	      + ts_RRC_Security (tsc_CellB,  tcv_PS_AuthCK, tcv_PS_AuthIK, tcv_AuthKcGSM, FALSE, ps_domain)
	 
	 
	Integrity protection is started



	44 
	 
	        Dc ! RRC_DataReq 

(tcv_AssignedPTMSI := px_PTMSI_Def, 

tcv_Assigned_PTMSI_Sig := px_PTMSI_SigDef) 
	ca_PS_DataReq( tsc_CellDedicated, tsc_RB3, 

cs_RA_UpdAcc( 

c_GMM_UpdateResultRA_Updated, 

c_RAI_v(tsc_MCC_Def, tsc_MNC_Def, tsc_LAC_Def, tsc_RAC_2), 

c_PTMSI_Signature (px_PTMSI_SigDef), 

c_MobileIdPTMSI (px_PTMSI_Def), 

- 

)) 
	 
	ROUTING AREA UPDATING ACCEPT 

- Update result = 'RA updated' 

- RAI corresponding to cell B 

- P-TMSI-1 

- P-TMSI-1 signature 

	45 
	 
	          Dc ? RRC_DataInd 
	car_PS_UplinkDirectTransfer( tsc_CellDedicated, tsc_RB3, 

cs_RA_UpdComplete 

) 
	 
	ROUTING AREA UPDATING COMPLETE 

	46 
	 
	            +ts_RRC_ConnRel(tsc_CellB, cell_Dch) 
	 
	 
	 

	 
	 
	lt_Verify_RES 
	 
	 
	 

	47 
	 
	(tcv_Res := o_AuthRspChk( 

tcv_AuthRsp,  

tcv_AuthRspExt,  

tcv_AuthK,  

tcv_AuthRAND, 

TRUE)) 
	 
	 
	Verify that the received Authentication Response paramters match expected response. 

	48 
	 
	  [tcv_Res = FALSE] 
	 
	F 
	Authentication response (RES) sent by the UE do not match expected values. 

	49 
	 
	  [tcv_Res = TRUE] 
	 
	(P) 
	 

	 
	 
	lt_Activate_CellB 
	 
	 
	 

	50 
	 
	+ts_SS_DecrementCellPowerLevel (tsc_CellA, 

tsc_AttenuationNonSuitableNeighbourCell - tsc_AttenuationServingCell) 
	 
	 
	Lower power level cell A 

	51 
	 
	  +ts_SS_IncrementCellPowerLevel (tsc_CellB, 

tsc_AttenuationNonSuitableNeighbourCell - tsc_AttenuationServingCell) 
	 
	 
	Activate cell B 

	 
	 
	lt_Activate_CellA 
	 
	 
	 

	52 
	 
	+ts_SS_DecrementCellPowerLevel (tsc_CellB, 

tsc_AttenuationNonSuitableNeighbourCell - tsc_AttenuationServingCell) 
	 
	 
	Lower power level cell B 

	53 
	 
	  +ts_SS_IncrementCellPowerLevel (tsc_CellA, 

tsc_AttenuationNonSuitableNeighbourCell - tsc_AttenuationServingCell) 
	 
	 
	Activate cell A 
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