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8.2.2.26
Radio Bearer Reconfiguration from CELL_DCH to CELL_DCH: Success (Incompatible Simultaneous Reconfiguration)
8.2.2.26.1
Definition

8.2.2.26.2
Conformance requirement

If the UE receives:

-
a RADIO BEARER RECONFIGURATION message; or

…
The UE shall transmit a response message as specified in TS 25.331 subclause 8.2.2.4, setting the information elements as specified below. The UE shall:

…
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

1>
ignore this second attempt to change the ciphering configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall:

1>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

…

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION is set to TRUE due to the received reconfiguration message, the UE shall:

1>
transmit a failure response message as specified in TS 25.331 subclause 8.2.2.9, setting the information elements as specified below:

2>
include the IE "RRC transaction identifier"; and

2>
set it to the value of "RRC transaction identifier" in the entry for the received message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

2>
set the IE "failure cause" to the cause value "incompatible simultaneous reconfiguration".

1>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

1>
continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

Reference

3GPP TS 25.331 clause 8.2.2.12a, clause 8.6.3.4.

8.2.2.26.3
Test purpose

1. To confirm that the UE ignores the subsequent security reconfiguration information which is contained in the RADIO BEARER RECONFIGURATION message.

2.  To confirm that the UE reconfigures according to the SECURITY MODE COMMAND message.

3. To confirm that the UE transmits RADIO BEARER RECONFIGURATION FAILURE message on the uplink DCCH using AM RLC.
4. To confirm that the UE transmits SECURITY MODE COMPLETE message on the uplink DCCH using AM RLC.

8.2.2.26.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CS-DCCH+DTCH_DCH (state 6-9) or PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is in CELL_DCH state. The SS transmits a SECURITY MODE COMMAND message. SS then transmits a RADIO BEARER RECONFIGURATION message. The UE ignores the RADIO BEARER RECONFIGURATION message and transmits a  RADIO BEARER RECONFIGURATION FAILURE message and configures the radio bearers according to the SECURITY MODE COMMAND message. On completion of ciphering reconfiguration, the UE shall transmit a SECURITY MODE COMPLETE message on the DCCH using AM RLC.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	SECURITY MODE COMMAND
	This message includes IE “Ciphering mode info”.

	2
	(
	RADIO BEARER RECONFIGURATION
	SS send this message before the activation time in step 1 expires. This message includes IE “Ciphering mode info”.

	3
	(
	RADIO BEARER RECONFIGURATION FAILURE
	The UE ignores the ciphering mode information in step 2.

	4
	(
	SECURITY MODE COMPLETE
	


Specific Message Contents
SECURITY MODE COMMAND (Step 1) 
If the initial state of the UE is state 6-9, use the message sub-type in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	RRC transaction identifier
	0

	Ciphering mode info
	

	        - Ciphering mode command
	Start/restart

	        - Ciphering algorithm
	Use one of the supported ciphering algorithms

	        - Ciphering activation time for DPCH
	(256+CFN-(CFN MOD 8 + 8))MOD 256

	        - Radio bearer downlink ciphering activation time info
	

	         - Radio bearer activation time
	

	          - RB identity
	1

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	2

	          - RLC sequence number
	Current RLC SN+4

	          - RB identity
	3

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	4

	          - RLC sequence number
	Current RLC SN+X (Note 1)


If the initial state of the UE is state 6-10, use the message sub-type in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	RRC transaction identifier
	0

	Ciphering mode info
	

	        - Ciphering mode command
	Start/restart

	        - Ciphering algorithm
	Use one of the supported ciphering algorithms

	        - Ciphering activation time for DPCH
	(256+CFN-(CFN MOD 8 + 8))MOD 256

	        - Radio bearer downlink ciphering activation time info
	

	         - Radio bearer activation time
	

	          - RB identity
	1

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	2

	          - RLC sequence number
	Current RLC SN+4

	          - RB identity
	3

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	4

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	20

	          - RLC sequence number
	Current RLC SN+X (Note 1)


RADIO BEARER RECONFIGURATION (for Step 2) 

If the initial state of the UE is state 6-9, use the message sub-type entitled "Speech in CS" or “Non-speech in CS” in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	RRC transaction identifier
	0

	Ciphering mode info
	

	        - Ciphering mode command
	Start/restart

	        - Ciphering algorithm
	Use one of the supported ciphering algorithms

	        - Ciphering activation time for DPCH
	(256+CFN-(CFN MOD 8 + 8))MOD 256

	        - Radio bearer downlink ciphering activation time info
	

	         - Radio bearer activation time
	

	          - RB identity
	1

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	2

	          - RLC sequence number
	Current RLC SN+4

	          - RB identity
	3

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	4

	          - RLC sequence number
	Current RLC SN+X (Note 1)


If the initial state of the UE is state 6-10, use the message sub-type entitled "Packet to CELL_DCH from CELL_DCH in PS" in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	RRC transaction identifier
	0

	Ciphering mode info
	

	        - Ciphering mode command
	Start/restart

	        - Ciphering algorithm
	Use one of the supported ciphering algorithms

	        - Ciphering activation time for DPCH
	(256+CFN-(CFN MOD 8 + 8))MOD 256

	        - Radio bearer downlink ciphering activation time info
	

	         - Radio bearer activation time
	

	          - RB identity
	1

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	2

	          - RLC sequence number
	Current RLC SN+4

	          - RB identity
	3

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	4

	          - RLC sequence number
	Current RLC SN+X (Note 1)

	          - RB identity
	20

	          - RLC sequence number
	Current RLC SN+X (Note 1)


Note 1: X is set to 1. 

RADIO BEARER RECONFIGURATION FAILURE (for Step 3) (FDD)

Check that the message received is the same as the message sub-type found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	incompatible simultaneous reconfiguration


8.2.2.26.5
Test requirement

After step 2 the UE shall transmit a RADIO BEARER RECONFIGURATION FAILURE message on the DCCH using AM RLC and set the failure cause to “incompatible simultaneous reconfiguration”.

After step 3 the UE shall transmit a SECURITY MODE COMPLETE message on the DCCH using AM RLC specified in step 1.
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