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	33
	(
	LOCATION UPDATING REQUEST
	"location updating type" = normal, "CKSN" = no key available, "Mobile Identity" = IMSI, "LAI" = deleted LAI (the MCC and MNC hold the previous values, the LAC is coded FFFE).

	34
	(
	AUTHENTICATION REQUEST
	"CKSN" = CKSN1.

	35
	(
	AUTHENTICATION RESPONSE
	

	36
	(
	LOCATION UPDATING ACCEPT
	"Mobile Identity" = TMSI.

	37
	(
	TMSI REALLOCATION COMPLETE
	

	38
	(
	RRC CONNECTION RELEASE
	After the sending of this message, the SS waits for the disconnection of the main signalling link.

	39
	(
	RRC CONNECTION RELEASE COMPLETE
	

	NOTE:
The definitions for “Serving cell” and “non-suitable cell” are specified in TS 34.108 clause 6.1 “Reference Radio Conditions for signalling test cases only”.


Specific message contents

None.

9.2.2.5
Test requirement
1)


1.1
At step 24 the UE shall not send any RRC CONNECTION REQUEST on cell A or on cell B.

1.2
At step 25 the UE shall not send any RRC CONNECTION REQUEST on cell A or on cell B.

1.3
At step 9 the UE shall not respond to paging.
1.4
At step 12 the UE shall not send any RRC CONNECTION REQUEST on cell A or on cell B.
1.5
At step 28 the UE shall not send any RRC CONNECTION REQUEST on cell A or on cell B.
2)
At step 14 the UE shall send a RRC CONNECTION REQUEST message with the establishment cause set to "emergency call"; and at step 17 the UE shall send a CM SERVICE REQUEST message with the "CM service type" set to "Emergency call establishment".

3)
At step 33 the UE shall perform location updating using its IMSI as mobile identity and indicates deleted LAI and CKSN.

<Start of modified section>

9.2.3
Authentication rejected by the UE (MAC code failure)

9.2.3.1
Definition

Following a UMTS authentication challenge, the UE may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).
If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'.
9.2.3.2
Conformance requirement
1)
The UE shall respond to an AUTHENTICATION REQUEST message, with a MAC code failure in the AUTN parameter, by sending an AUTHENTICATION FAILURE message with the reject cause 'MAC failure' and start timer T3214. When an AUTHENTICATION REQUEST message containing an invalid MAC has been received by the UE from the network, the UE shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230). 
2)
Upon receipt of an AUTHENTICATION FAILURE message from the UE, with reject cause 'MAC failure' the network may initiate the identification procedure. Upon reception of an IDENTITY REQUEST message, the UE shall identify itself by sending an IDENTITY RESPONSE message including the IMSI to the network. The network may then check that the TMSI originally used in the authentication challenge corresponded to the correct IMSI.
3)
If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the second AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3214, if running, and then process the challenge information as normal. Upon successfully validating the network (an AUTHENTICATION REQUEST that contains a valid MAC in the AUTN parameter is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an  incorrect MAC.
Reference(s)

TS 24.008 clauses 4.3.2.5.1 and 4.3.2.6 (c)

9.2.3.3
Test purpose
1)
To check that a UE shall correctly respond to an AUTHENTICATION REQUEST message, with a MAC code failure in the AUTN parameter, by sending an AUTHENTICATION FAILURE message with the reject cause 'MAC failure'. 
2)
To check that upon reception of an IDENTITY REQUEST message, requesting for IMSI,  the UE identifies itself by sending an IDENTITY RESPONSE message including the IMSI to the network.

3)
To check that upon receiving the second AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3214, if running, and then process the challenge information as normal. To check that upon successfully validating the network (an AUTHENTICATION REQUEST that contains a valid MAC is received), the UE sends the AUTHENTICATION RESPONSE message to the network.
9.2.3.4
Method of test

Initial conditions
-
System Simulator:

-
1 cell, default parameters.

-
User Equipment:

-
the UE has valid TMSI, CKSN (CKSN1), CK, IK. It is "idle updated" on the cell.
Related ICS/IXIT statement(s)

None.

Test procedure

The UE rejects an authentication. The AUTHENTICATION FAILURE is sent by UE. Upon receipt of the AUTHENTICATION FAILURE message the SS initiates identification procedure. The UE responds to the SS by sending IDENTITY RESPONSE message. The SS sends AUTHENTICATION REQUEST message with correct AUTN parameter. 
Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	
	Mobile terminated establishment of Radio Resource Connection
	See TS 34.108 clause 7.1.2
Establishment Cause: Terminating Conversational Call.

	2
	(
	PAGING RESPONSE
	CKSN = CKSN1

	3
	(
	AUTHENTICATION REQUEST
	With AUTN parameter having a MAC value different from what is calculated in 34.108 clause 8.1.2.1 step 4.

	4
	(
	AUTHENTICATION FAILURE
	With reject cause "MAC failure"

	5
	(
	IDENTITY REQUEST
	With identity type IMSI 

	6
	(
	IDENTITY RESPONSE
	With  IMSI in Mobile Identity IE 

	7
	(
	AUTHENTICATION REQUEST
	With the AUTN parameter having a valid MAC code, see 34.108 clause 8.1.2.1 step 4. 

	8
	(
	AUTHENTICATION RESPONSE
	Authentication Response Parameter IE (RES) shall be bit exact with the value as produced by the authentication algorithm. 

	9
	(
	RRC CONNECTION RELEASE
	

	10
	(
	RRC CONNECTION RELEASE COMPLETE
	


Specific message contents

None.
9.2.3.5
Test requirement
1)
At step 4 the UE shall send AUTHENTICATION FAILURE message with reject cause set to "MAC failure".
2)
At step 6 the UE shall send an IDENTITY RESPONSE message including the IMSI.

3)
At step 8 the UE shall send an AUTHENTICATION RESPONSE message.
9.2.4
Authentication rejected by the UE (SQN failure)

9.2.4.1
Definition

Following a UMTS authentication challenge, the UE may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).
If the UE considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronisation token AUTS provided by the USIM (see TS 33.102).
9.2.4.2
Conformance requirement
1)
The UE shall respond to an AUTHENTICATION REQUEST message, with an SQN failure in the AUTN parameter, by sending an AUTHENTICATION FAILURE message with the reject cause 'Synch failure' and start the timer T3216 and stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230).. Upon receipt of an AUTHENTICATION FAILURE message from the UE with the reject cause 'synch failure,' the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. 
2)
Upon successfully validating the network (a second AUTHENTICATION REQUEST is received which contains a valid SQN in the AUTN parameter) while T3216 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid SQN.
Reference(s)

TS 24.008 clause 4.3.2.5.1, 4.3.2.6 (d)
9.2.4.3
Test purpose
1)
To check that a UE shall correctly respond to an AUTHENTICATION REQUEST message, with an SQN failure in the AUTN parameter, by sending an AUTHENTICATION FAILURE message with the reject cause 'Synch failure'.
2)
To check that upon successfully validating the network (a second AUTHENTICATION REQUEST is received which contains a valid SQN) while T3216 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network.
9.2.4.4
Method of test

Initial conditions

-
System Simulator:

-
1 cell, default parameters.

-
User Equipment:

-
the UE has valid TMSI, CKSN (CKSN1), CK, IK. It is "idle updated" on the cell.
Related ICS/IXIT statement(s)

None.

Test procedure

The SS sends an AUTHENTICATION REQUEST having an invalid SQN code (i.e. uses the predefined AMFRESYNCH  value to trigger the SQN re-synchronisation procedure, see TS 34.108 clause 8.1.2.2) to the UE. The SS verifies that the UE rejects the authentication. 

The SS sends a second AUTHENTICATION REQUEST with a valid SQN code (i.e. uses an AMF value different from AMFRESYNCH  value, see TS 34.108 clause 8.1.2.2). The SS checks that the UE accepts the authentication request. 

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	
	Mobile terminated establishment of Radio Resource Connection
	See TS 34.108 clause 7.1.2 

Establishment Cause: Terminating Conversational Call.

	2
	(
	PAGING RESPONSE
	CKSN = CKSN1

	3
	(
	AUTHENTICATION REQUEST
	with the AMF information field set to AMFRESYNCH  value to trigger SQN re-synchronisation procedure in test USIM, see TS 34.108 clause 8.1.2.2. 

	4
	(
	AUTHENTICATION FAILURE
	including the AUTS parameter and with the reject cause set to 'Synch failure'

	5
	(
	AUTHENTICATION REQUEST
	with the AMF information field set to value different from AMFRESYNCH  value to cause test USIM to treat SQN value as valid, see TS 34.108 clause 8.1.2.2.

	6
	(
	AUTHENTICATION RESPONSE
	"Auth. parameter RES" IE shall be bit exact with the value as produced by the authentication algorithm.

	7
	(
	RRC CONNECTION RELEASE
	

	8
	(
	RRC CONNECTION RELEASE COMPLETE
	


Specific message contents

None.
9.2.4.5
Test requirement

1)
At step 4 the UE shall reject an authentication and the AUTHENTICATION FAILURE is sent to SS with reject cause "Synch failure".

2)
At step 6 the UE shall send an AUTHENTICATION RESPONSE message with the RES information field set to the same value as the XRES calculated by SS.

<End of modified section>
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