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This document provides information for Authentication algorithm for signaling testing on 34.108 clause 8.1.2
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Security Architecture

(4)3G TS 33.103 V3.4.0
Integration Guidelines

Summary of Authentication algorithm

Authentication sequence

The test algorithm is decided as below
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Figure:1 normal

 UE receive RAND(128bits) and AUTN(128bits) by the messages of authentication request from NW.

AUTN is consisted from SQN ( AK(48bits), AMF(16bits) and MAC(64bits). These parameters are sent to USIM using command “AUTHENTICATION”. After the authentication calculation by USIM, RES(32-128bits), CK(128bits), and IK(128bits) are outputted.

When XMAC calculated by USIM is different with MAC, UE send ERROR as below;
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Figure:2 MAC Failure

When SQN calculated by USIM is error, USIM sends AUTS(112bits) as below. AUTS is consisted from SQNMS(AK(48bits) and MAC(64bit). 
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Figure:3 SQN Failure

Calculation on USIM

(1) Calculation of XDOUT 
XDOUT[0..127] = K[0..127] ( RAND[0..127]

(2) Calculation of AK 
AK[0..47] = XDOUT[24..71]

(3) Calculation of SQN 
SQN[0..47] = AUTN[0..47] ( AK[0..47]

(4) Calculation of CDOUT 
CDOUT[0..63] = SQN[0..47] || AMF(AUTN[48..63])

(5) Calculation of XMAC, MAC-S 
XMAC[0..63] = XDOUT[0..63] ( CDOUT[0..63] = MAC-S

(6) Comparison XMAC with MAC
verify AUTN[64..127] = XMAC[0..63]
(7) if MAC ( XMAC
Mac failure

(8) if MAC = XMAC
Next

(9) if SQN = 0000 .. 00
SQN Error
  Calculation of AUTS
    AUTS[0..112] = (0000 .. 00) ( AK[0..47] || MAC-S[0..63]

(10) if SQN ( 0000 .. 00
Next

(11) Calculation of RES
RES[0..n] = XDOUT[0..n] (30 < n < 128)

(12) Calculation of CK
CK[0.127] = XDOUT[8..127, 0..7]

(13) Calculation of IK
IK[0..127] = XDOUT[16..127, 0..15]

Authentication Request calculation on SS 

K, RAND, AMF and SQN are set as known. 

AUTN is calculated as below; 

(1) Calculation of XDOUT
XDOUT[0..127] = K[0..127] ( RAND[0..127]

(2) Calculation of AK
AK[0..47] = XDOUT[24..71]

(3) Calculation of SQN ( AK 
SQN[0..47] ( AK[0..47]

(4) Calculation of MAC
MAC[0..63] = XDOUT[0..63] ( (SQN[0..47] || AMF(AUTN[48..63]))

(5) Calculation of AUTN
AUTN[0..128] = SQN ( AK[0..47] || AMF[0..15] || MAC[0..63]

*AUTHENTICATION OK ; The calculations are done correctly.

*MAC ERROR testing; the parameter that is different with the result of (4) is used for AUTN. 

*SQN ERROR testing; the parameter (00 00 ….. 00) is used for S
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