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8.1.3.5
RRC Connection Release in CELL_FACH state: Invalid message
8.1.3.5.1
Definition

8.1.3.5.2
Conformance requirement

If the RRC CONNECTION RELEASE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to TS 25.331 clause 9, and if the "protocol error cause" in PROTOCOL_ERROR_INFORMATION is set to any cause value except "ASN.1 violation or encoding error", the UE shall perform procedure specific error handling as follows:

The UE shall:

1>
ignore any IE(s) causing the error but treat the rest of the RRC CONNECTION RELEASE message as normal according to TS 25.331 subclause 8.1.4.3, with an addition of the following actions:

2>
if the RRC CONNECTION RELEASE message was received on the DCCH:

3>
set the IE "RRC transaction identifier" in the RRC CONNECTION RELEASE COMPLETE message to
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION RELEASE message in the table "Rejected transactions" in the variable TRANSACTIONS;

3>
include the IE "Error indication" in the RRC CONNECTION RELEASE COMPLETE message with:

4>
the IE "Failure cause" set to the cause value "Protocol error"; and

4>
the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

…

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, or sent via a radio access technology other than UTRAN, containing an undefined critical message extension, the UE shall:

1>
set the variable PROTOCOL_ERROR_REJECT to TRUE;

1>
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended";

1>
if the IE "Message Type" of the received message is not present in the table "Rejected transactions" in the variable TRANSACTIONS:

2>
store the IE "Message type" of the received message in the table "Rejected transactions" in the variable TRANSACTIONS; and

2>
set the IE "RRC transaction identifier" to zero in that table entry.

1>
perform procedure specific error handling according to TS 25.331 clause 8.

Reference

3GPP TS 25.331 clause 8.1.4 and 9.3b.
8.1.3.5.3
Test purpose

When the UE receives an invalid RRC CONNECTION RELEASE message on the downlink DCCH, it shall transmit an RRC CONNECTION RELEASE COMPLETE message that includes the appropriate error cause on the uplink DCCH. 

8.1.3.5.4
Method of test

Initial Condition

System Simulator: 1 cell

UE: CELL_FACH state (state 6-2 or state 6-4)as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is initially in CELL FACH state. on reception of (CM) service request message from the UE, the SS will Send CM Service Reject message (for state 6-2) or Service Reject message (for state 6-4) to complete the (CM) service Request procedure. After the UE is brought into the stable state, the SS transmits an RRC CONNECTION RELEASE message containing an unexpected critical message extension on the DCCH to request the UE to disconnect the RRC connection. The UE shall transmit an RRC CONNECTION RELEASE COMPLETE message on the uplink DCCH, which includes the IE "Error indication". This IE shall contain the "Protocol error information" IE which in turn contains the IE “Protocol error cause” set to "Message extension not comprehended". Upon completion of the procedure, the SS calls for generic procedure C.1 to check that UE is in IDLE state.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	Void
	

	2
	
	Void
	

	3
	
	Void
	

	4
	
	Void
	

	5
	
	Void
	

	6
	
	Void
	

	7
	
	Void
	

	8
	(
	RRC CONNECTION RELEASE
	See specific message contents for this message

	9
	(
	RRC CONNECTION RELEASE COMPLETE
	See specific message contents for this message This message is sent using acknowledged mode.

	10
	
	Void
	

	11
	
	Void
	

	12
	
	Void
	

	13
	((
	CALL C.1
	If the test result of C.1 indicates that UE is in IDLE state, the test passes, otherwise it fails.


Specific Message Contents

RRC CONNECTION RELEASE (Step 8) 

This message must be recognised by the UE as an RRC CONNECTION RELEASE message.  However, it shall be constructed (see TS 25.331 clause 10.1.1) such that the UE will detect critical extensions not defined for the protocol release supported by the UE:
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	Not present

	
	

	
	

	Critical extensions
	’FF’H


RRC CONNECTION RELEASE COMPLETE (Step 9)

Check to see if the same message type found in clause 9 of TS 34.108 is received, with the following exceptions:
	Information Element
	Value/remark

	Error indication
	

	  - Failure cause
	‘Protocol error’

	  - Protocol error information
	

	    - CHOICE diagnostics type
	Protocol error cause

	      - Protocol error cause
	Check to see if set to ‘Message extension not comprehended’


8.1.3.5.5
Test requirement

After step 8 the UE shall transmit an RRC CONNECTION RELEASE COMPLETE message which includes the appropriate cause values in IE "Protocol error information". 

After step 12 the UE shall be in IDLE state.
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