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	In these test cases at Step 2 and Step 9 of the expected sequence UE Capability Enquiry and UE Capability Information Confirm messages containing an unexpected critical message extension are sent.

As per 3GPP TS 25.331 section 9.3b Unexpected critical message extension:

“If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, or sent via a radio access technology other than UTRAN, containing an undefined critical message extension, the UE shall:

1>
set the variable PROTOCOL_ERROR_REJECT to TRUE;

1>
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended";

1>
if the IE "Message Type" of the received message is not present in the table "Rejected transactions" in the variable TRANSACTIONS:

2>
store the IE "Message type" of the received message in the table "Rejected transactions" in the variable TRANSACTIONS; and

2>
set the IE "RRC transaction identifier" to zero in that table entry.

1>
perform procedure specific error handling according to clause 8.” 

Section 8.1.7.4
Invalid UE CAPABILITY ENQUIRY message

If the UE receives a UE CAPABILITY ENQUIRY message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

1>
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

1>
include the IE "Identification of received message"; and

1>
set the IE "Received message type" to UE CAPABILITY ENQUIRY; and

1>
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY ENQUIRY message in the table "Rejected transactions" in the variable TRANSACTIONS; and

….

Section 8.1.6.5
Invalid UE CAPABILITY INFORMATION CONFIRM message

If the UE receives a UE CAPABILITY INFORMATION CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

1>
stop timer T304;

1>
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

1>
include the IE "Identification of received message"; and

1>
set the IE "Received message type" to UE CAPABILITY INFORMATION CONFIRM; and

1> set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY INFORMATION CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS; and

   ….

Thus based on the above section references, in RRC STATUS message sent by UE at Step 3 and 10,  Transaction identifier should be set to 0 for 8.1.5.1 and 8.1.5.4 test cases.  
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8.1.5.1
UE Capability in CELL_DCH state: Success

8.1.5.1.1
Definition

8.1.5.1.2
Conformance requirement

The UE shall initiate the UE capability update procedure in the following situations:

1>
the UE receives a UE CAPABILITY ENQUIRY message from the UTRAN;

…

If the UE CAPABILITY INFORMATION message is sent in response to a UE CAPABILITY ENQUIRY message, the UE shall:

1>
include the IE "RRC transaction identifier"; and

1>
set it to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY ENQUIRY message in the table "Accepted transactions" in the variable TRANSACTIONS;

1>
retrieve its UTRA UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and

1>
include this in IE "UE radio access capability" and in IE "UE radio access capability extension", provided this IE is included in variable UE_CAPABILITY_REQUESTED;

1>
retrieve its inter-RAT-specific UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and

1>
include this in IE "UE system specific capability".

The UE RRC shall submit the UE CAPABILITY INFORMATION message to the lower layers for transmission on the uplink DCCH using AM RLC. When the message has been delivered to lower layers for transmission the UE RRC shall start timer T304 and set counter V304 to 1.

Upon reception of a UE CAPABILITY INFORMATION CONFIRM message, the UE shall:

1>
stop timer T304;

…

1>
and the procedure ends.

If the UE receives a UE CAPABILITY INFORMATION CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to TS 25.331 clause 9, the UE shall perform procedure specific error handling as follows:

1>
stop timer T304;

1>
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

1>
include the IE "Identification of received message"; and

1>
set the IE "Received message type" to UE CAPABILITY INFORMATION CONFIRM; and

1>
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY INFORMATION CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

1>
when the RRC STATUS message has been submitted to lower layers for transmission:

2>
restart timer T304 and continue with any ongoing procedures or processes as if the invalid UE CAPABILITY INFORMATION CONFIRM message has not been received.

…

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, or sent via a radio access technology other than UTRAN, containing an undefined critical message extension, the UE shall:

1>
set the variable PROTOCOL_ERROR_REJECT to TRUE;

1>
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended";

1>
if the IE "Message Type" of the received message is not present in the table "Rejected transactions" in the variable TRANSACTIONS:

2>
store the IE "Message type" of the received message in the table "Rejected transactions" in the variable TRANSACTIONS; and

2>
set the IE "RRC transaction identifier" to zero in that table entry.

1>
perform procedure specific error handling according to TS 25.331 clause 8.

Reference 

3GPP TS 25.331 clauses 8.1.6 , 8.1.7 and 9.3b.

8.1.5.1.3
Test purpose

1.
To confirm that the UE transmits a UE CAPABILITY INFORMATION message after it receives a UE CAPABILITY ENQUIRY message from the SS. 
2.
To confirm that the UE indicates an invalid message reception when invalid UE CAPABILITY ENQUIRY and UE CAPABILITY INFORMATION CONFIRM messages are received. The UE shall transmit RRC STATUS message with the correct error cause value to SS.

8.1.5.1.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_DCH state (state 6-9 or state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is brought to the CELL_DCH state after a successful outgoing call attempt. The SS transmits a UE CAPABILITY ENQUIRY message containing an unexpected critical message extension. After receiving such a message, the UE shall report the error using RRC STATUS message with the appropriate error cause specified. Then SS transmits a correct UE CAPABILITY ENQUIRY message, the UE receives this message and transmits a UE CAPABILITY INFORMATION message on the uplink DCCH which includes the requested capabilities. The SS transmits a UE CAPABILITY INFORMATION CONFIRM message to the UE to complete the UE capability enquiry procedure. 
Then SS initiates another UE capability enquiry procedure. The UE shall reply with a UE CAPABILITY INFORMATION message on the uplink DCCH. When SS receives this message, it transmits a UE CAPABILITY INFORMATION CONFIRM message containing an unexpected critical message extension. The UE shall detect an error and send an RRC STATUS message to report this event. After submitting this message to lower layers for transmission, the UE shall re-transmit a UE CAPABILITY INFORMATION message on the uplink DCCH after the expiry of restarted T304. SS then trnsmits an error-free UE CAPABILITY INFORMATION CONFIRM message similar to the message sent in step 6.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_DCH state after an outgoing call has been established successfully.

	2
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message

	3
	  (
	RRC STATUS
	See specific message contents for this message

	4
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message.

	5
	   (
	UE CAPABILITY INFORMATION
	See specific message contents for this message.

	6
	  (
	UE CAPABILITY INFORMATION CONFIRM
	Use default message.

	7
	  (
	UE CAPABILITY ENQUIRY
	Same as in step 4.

	8
	  (
	UE CAPABILITY INFORMATION
	Shall be the same message content as in step 5.

	9
	  (
	UE CAPABILITY INFORMATION CONFIRM
	See specific message contents for this message

	10
	  (
	RRC STATUS
	UE shall detect an error and then transmit this message.

	11
	  (
	UE CAPABILITY INFORMATION
	UE shall re-transmit this message after the restarted T304 expires.

	12
	  (
	UE CAPABILITY INFORMATION CONFIRM
	SS sends an error-free message to acknowledge the receipt of the uplink message.


Specific Message Contents

UE CAPABILITY ENQUIRY (Step 2) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator":
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	Identification of received message

       - Received message type

- RRC transaction identifier

Protocol Error Information

       - Protocol Error Cause
	UE Capability Enquiry

0
 Message extension not comprehended


	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Enquiry

	       - RRC transaction identifier
	Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY ENQUIRY message.

	Protocol Error Information
	

	       - Protocol Error Cause
	Message extension not comprehended


UE CAPABILITY ENQUIRY (Steps 4) (FDD)

Use the UE CAPABILITY ENQUIRY message as defined in [9] (TS 34.108) Clause 9, with the following exceptions:

	Information Element
	Value/remark

	Capability update requirement
	

	           - UE radio access FDD capability update requirement
	TRUE

	           - UE radio access TDD capability update requirement
	FALSE

	           - System specific capability update requirement list
	Gsm


UE CAPABILITY ENQUIRY (Steps 4) (TDD)

Use the UE CAPABILITY ENQUIRY message as defined in [9] (TS 34.108) Clause 9, with the following exceptions:

	Information Element
	Value/remark

	Capability update requirement
	

	           - UE radio access FDD capability update requirement
	FALSE 

	           - UE radio access TDD capability update requirement
	TRUE

	           - System specific capability update requirement list
	Gsm


UE CAPABILITY INFORMATION (Step 5)

Check to see if the same message type found in [9] (TS 34.108) Clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	UE system specific capability
	Presence and value will be checked. Stated capability must be compatible with 34.123-2 (ICS statements) and the user settings


UE CAPABILITY INFORMATION CONFIRM (Step 9) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator". Use the UE CAPABILITY INFORMATION CONFIRM message as defined in [9] (TS 34.108) Clause 9, with the following addition:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 10)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Information Confirm

	       - RRC transaction identifier 
	0

	Protocol Error Information
	

	        - Protocol Error Cause
	Message extension not comprehended


8.1.5.1.5
Test requirement

After step 2, the UE shall transmit a RRC STATUS message on the uplink DCCH, reporting the error with protocol error cause set to "Message extension not comprehended" correct transaction identifier.

After step 4 and 7 the UE shall transmit a UE CAPABILITY INFORMATION message on the uplink DCCH to respond to the UE CAPABILITY ENQUIRY message with correct contents.
After step 9, the UE shall transmit a RRC STATUS message on the uplink DCCH. The protocol error cause shall be set to "Message extension not comprehended" and the transaction identifier set to the same value as used in the UE CAPABILITY ENQUIRY message of step 7.

After step 10, the UE shall re-transmit the UE CAPABILITY INFORMATION message with a similar content as in step 8 after the expiry of restarted T304.

……….

8.1.5.4.1

Definition

8.1.5.4.2 
Conformance requirement

The UE shall initiate the UE capability update procedure in the following situations:

1>
the UE receives a UE CAPABILITY ENQUIRY message from the UTRAN;

…

If the UE CAPABILITY INFORMATION message is sent in response to a UE CAPABILITY ENQUIRY message, the UE shall:

1>
include the IE "RRC transaction identifier"; and

1>
set it to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY ENQUIRY message in the table "Accepted transactions" in the variable TRANSACTIONS;

1>
retrieve its UTRA UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and

1>
include this in IE "UE radio access capability" and in IE "UE radio access capability extension", provided this IE is included in variable UE_CAPABILITY_REQUESTED;

1>
retrieve its inter-RAT-specific UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and

1>
include this in IE "UE system specific capability".

The UE RRC shall submit the UE CAPABILITY INFORMATION message to the lower layers for transmission on the uplink DCCH using AM RLC. When the message has been delivered to lower layers for transmission the UE RRC shall start timer T304 and set counter V304 to 1.

Upon reception of a UE CAPABILITY INFORMATION CONFIRM message, the UE shall:

1>
stop timer T304;

…

1>
and the procedure ends.

If the UE receives a UE CAPABILITY INFORMATION CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to TS 25.331 clause 9, the UE shall perform procedure specific error handling as follows:

1>
stop timer T304;

1>
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

1>
include the IE "Identification of received message"; and

1>
set the IE "Received message type" to UE CAPABILITY INFORMATION CONFIRM; and

1>
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE CAPABILITY INFORMATION CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

1>
when the RRC STATUS message has been submitted to lower layers for transmission:

2>
restart timer T304 and continue with any ongoing procedures or processes as if the invalid UE CAPABILITY INFORMATION CONFIRM message has not been received.

…

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, or sent via a radio access technology other than UTRAN, containing an undefined critical message extension, the UE shall:

1>
set the variable PROTOCOL_ERROR_REJECT to TRUE;

1>
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended";

1>
if the IE "Message Type" of the received message is not present in the table "Rejected transactions" in the variable TRANSACTIONS:

2>
store the IE "Message type" of the received message in the table "Rejected transactions" in the variable TRANSACTIONS; and

2>
set the IE "RRC transaction identifier" to zero in that table entry.

1>
perform procedure specific error handling according to TS 25.331 clause 8.

Reference 

3GPP TS 25.331 clauses 8.1.6, 8.1.7and 9.3b.

8.1.5.4.3 
Test purpose

1.
To confirm that the UE transmits a UE CAPABILITY INFORMATION message after it receives a UE CAPABILITY ENQUIRY message from the SS. 
2.
To confirm that the UE indicates an invalid message reception when invalid UE CAPABILITY ENQUIRY and UE CAPABILITY INFORMATION CONFIRM messages are received. The UE shall transmit RRC STATUS message with the correct error cause value to SS.

8.1.5.4.4 
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_FACH state (state 6-11) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is brought to the CELL_FACH state after a successful outgoing call attempt. The SS transmits a UE CAPABILITY ENQUIRY message containing an unexpected critical message extension. After receiving such a message, the UE shall report an error using RRC STATUS message with the appropriate error cause specified. Then SS transmits a UE CAPABILITY ENQUIRY message which includes the IE "Capability update requirement". After UE receives this message, it transmits a UE CAPABILITY INFORMATION message on the uplink DCCH, which includes the requested capabilities. The SS transmits a UE CAPABILITY INFORMATION CONFIRM message to the UE to complete the UE capability enquiry procedure. 
Then SS initiates another UE capability enquiry procedure. The UE shall reply with a UE CAPABILITY INFORMATION message on the uplink DCCH. When SS receives this message, it transmits a UE CAPABILITY INFORMATION CONFIRM message containing an unexpected critical message extension. The UE shall detect an error and send an RRC STATUS message to report this event. After submitting this message to lower layers for transmission, the UE shall re-transmit a UE CAPABILITY INFORMATION message on the uplink DCCH upon the expiry of restarted T304. SS completes this test by sending an error-free UE CAPABILITY INFORMATION CONFIRM message similar to the message sent in step 6.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_FACH state after an outgoing call has been established successfully.

	2
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message

	3
	  (
	RRC STATUS
	See specific message contents for this message.

	4
	  (
	UE CAPABILITY ENQUIRY
	Use default message.

	5
	   (
	UE CAPABILITY INFORMATION
	Use default message.

	6
	  (
	UE CAPABILITY INFORMATION CONFIRM
	Use default message.

	7
	  (
	UE CAPABILITY ENQUIRY
	Same as in step 4.

	8
	  (
	UE CAPABILITY INFORMATION
	The message content shall be the same as in step 5.

	9
	  (
	UE CAPABILITY INFORMATION CONFIRM
	See specific message contents for this message

	10
	  (
	RRC STATUS
	UE shall detect an error and then transmit this message on uplink DCCH.

	11
	  (
	UE CAPABILITY INFORMATION
	UE shall re-transmit this message after the restarted T304 expires.

	12
	  (
	UE CAPABILITY INFORMATION CONFIRM
	SS sends an error-free message to acknowledge the receipt of the uplink message.


Specific Message Contents

UE CAPABILITY ENQUIRY (Step 2) 

Use the UE CAPABILITY ENQUIRY message as defined in [9] (TS 34.108) Clause 9, with the following exceptions:
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

Check to is the same message type found in TS 34.108, clause 9 is received, with the following exceptions:

	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Enquiry

	RRC transaction identifier 
	0

	Protocol Error Information
	

	       - Protocol Error Cause
	Message extension not comprehended


UE CAPABILITY INFORMATION CONFIRM (Step 9) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator". Use the UE CAPABILITY INFORMATION CONFIRM message as defined in [9] (TS 34.108) Clause 9, with the following addition:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 10)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:

	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Information Confirm

	       - RRC transaction identifier 
	0

	Protocol Error Information
	

	        - Protocol Error Cause
	Message extension not comprehended


8.1.5.4.5
Test requirement

After step 2, the UE shall transmit a RRC STATUS message on the uplink DCCH, reporting the error with protocol error cause set to "Message extension not comprehended" correct transaction identifier.

After step 4 and 7 the UE shall transmit a UE CAPABILITY INFORMATION message on the uplink DCCH to respond to the downlink UE CAPABILITY ENQUIRY message with correct contents.
After step 9, the UE shall transmit a RRC STATUS message on the uplink DCCH. The protocol error cause shall be set to "Message extension not comprehended" and the transaction identifier set to the same value as used in the UE CAPABILITY ENQUIRY message of step 7.

After step 10, the UE shall re-transmit the UE CAPABILITY INFORMATION message with a similar content as in step 8 upon the expiry of restarted T304
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