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1
Decision/action requested

This contribution proposes to remove ENs in Sol#5 of TS 33.790
2
References

3
Rationale

This contribution proposes to resolve the Editor’s Notes and minor problem of Solution#5:

Editor's Note: Alignment with SA2 TR 23700-77 conclusion is FFS.

Editor's Note: Whether the Avatar representation is pushed or pulled should be aligned with SA2. If the Avatar representation is pulled, how the UE2 is authorized is FFS.
Editor's Note: Further evaluation is FFS.
For the first EN, the solution has been aligned with SA2 by adding a Note that the avatar ID list can also be pre-configured in the UE locally.
For the second EN, the specification in SA2 has made it clear that the Avatar representation is pulled, which means that the procedure has been aligned with SA2. For the authorization of UE2 in the peer UE centric procedure, UE1 is designed to authorize UE2 by setting the subject in the token as UE2 ID. In order to meet the possible requirement of the authentication of the UE2, CCA is also optionally required when the UE2 requests to download the Avatar representation.
For the third EN, no further evaluation is needed.

The contribution also solves another minor problem that the solution lacks the verification of the signature in the token. It is solved by adding that BAR verifies the signature in the token based on the public key in the UE1's certificate.
4
Detailed proposal

*************** Start of the 1st change ****************

6.5
Solution #5: Securing the IMS based avatar communication

6.5.1
Introduction 

This solution addresses KI#2 Security of IMS based Avatar Communication. 

In TR 23.700-77 [2], conclusion is reached to support the network-based avatar communication by media capability invocation. Specifically, the avatar representations are stored in the Base Avatar Repository (BAR), and the UE sends the Avatar ID to the Data Channel Application Server (DC AS). The MF or DC AS downloads the avatar representation from the Base Avatar Repository (BAR) based on the Avatar ID.

· The XR Application Server is responsible for service control related to avatar communication, including avatar representation management, access control, avatar communication session media control, and so on. 

· The Base Avatar Repository is used to store and retrieve the avatar representations. BAR can be inside the PLMN, e.g. a new network function, or outside the PLMN, e.g. a webserver of the 3rd party provider [7].

This solution proposes security procedures to verify Avatar ID, and authorize the UE/IMS entity (i.e., MF or DC AS) that accesses the avatar representations, preventing the unauthorized UE/IMS entities from accessing the avatar representations and thus impersonating the IMS caller/callee.

The avatar communication can be unidirectional or bidirectional. In this solution, only unidirectional avatar communication is described. When bidirectional avatar communication is used, UE2 also performs the operation same as UE1 described in the procedure.
6.5.2
Solution details

To prevent the UE from providing the Avatar ID belonging to other UEs, the solution proposes to verify whether the Avatar ID provided by the UE is in the UE's Avatar ID list.

To prevent the MF from downloading the wrong avatar representation based on other UE's Avatar ID, the solution requires the MF to download the avatar representation based on the token received from the UE.

Both network centric mode and UE centric mode are supported.

6.5.2.1
Network centric procedure


[image: image1.emf]UE1 IMS AS MF XR AS

Terminating 

Network/UE2

0a. BDC establishment. UE1 receives Avatar ID list through BDC

4. Nimsas_SM_update_req (Avatar ID, token)

5. Nimsas_SM_update_rsp (Avatar ID, token)

6. avatar representation downloading request (Avatar ID, token)

7. verify token. 

Check Avatar ID  

8. avatar model downloading response 

(Avatar representation or error code)

9. generating, rendering, and transmitting avatar

BAR

1. choose Avatar ID 

and generates token

0b. ADC establishment

2. UE1 sends Avatar ID and token to XR AS during Avatar animation 

negotiation procedure

3. determine whether Avatar 

ID is in the Avatar ID list


Figure 6.5.2.1-1: Network Centric Authorization procedure for Avatar communication

Step 0a.
Bootstrap data channel (BDC) is established. Through BDC, UE1 receives the Avatar ID list. 

NOTE 1:
Bootstrap data channel is a data channel established within an IMS session between the UE and the network, to transfer a graphical user interface that can include a list of data channel applications, as described in TS 23.228 [7].

Step 0b.
Application data channel (ADC) is established.
NOTE 2:
Application data channel is a data channel within an IMS session used to transfer data of data channel applications between UEs or between the UE and the network, as described in TS 23.228 [7].
NOTE 3:
The avatar ID list can also be pre-configured in the UE locally. 
Step 1.

UE1 chooses Avatar ID from the Avatar ID list and generates the token. The token claim includes Avatar ID, issuer (UE1 ID, i.e., IMPU of the UE1), subject (MF type), audience (BAR type) and expiration time. The UE1 generates the token based on UE1’s private key that corresponds to the UE1's certificate. The generation of the signature in the token can be referred to clause 5 of IETF RFC 7515 [12]. The UE1 certificate used for media plane protection can be reused. 
Step 2.
UE1 sends the Avatar ID and token to DC AS during Avatar animation negotiation procedure.
Step 3.

DC AS determines whether the received Avatar ID is in the UE1's Avatar ID list. If the received Avatar ID is equal to one of the Avatar ID in the UE1's Avatar ID list, Steps 4 and 5 are executed. Otherwise, DC AS will send an error message to the UE1. If DC AS does not have the UE1's Avatar ID list, it retrieves the UE1's Avatar ID list from the BAR. DC AS may also check whether the token is valid.

Steps 4, 5.

DC AS sends the Avatar ID and token to the MF/MRF via the IMS AS. 

Step 6.

MF requests to download the avatar representation from the BAR, including parameters of token and Avatar ID.

Step 7.

BAR verifies the token provided by the MF. Specifically, BAR verifies the signature in the token based on the public key in the UE1's certificate. BAR checks whether the audience matches its own type, the subject is the MF type, the token is not expired. BAR also checks whether Avatar ID in the request equals to that in the token. How the BAR can obtain the UE1's certificate can be left to implementation. For example, the UE1's certificate can be issued by the operator's CA, and the BAR can obtain the UE1's certificate from the operator's CA.  
Step 8.

BAR sends the avatar representation downloading response message to the MF. If the verification in Step 7 is passed, the message includes the avatar representation, otherwise the message includes the error code, indicating that the token verification or the verification of the certificate fails.

Step 9.

The subsequent procedure continues.

Editor's Note: Alignment with SA2 TR 23700-77 conclusion is FFS.

6.5.2.2
Local UE centric procedure
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Figure 6.5.2.2-1: Local UE Centric Authorization procedure for Avatar communication

Steps 0-1.
Same as Steps 0-1 in Clause 6.5.2.1. The only difference is that subject is UE1 ID.
Step 2.
UE1 sends the Avatar Representation downloading request to MF through ADC, including parameters of token and Avatar ID.
Step 3.

MF sends the Avatar Representation downloading request to DC AS, including parameters of token and Avatar ID.
Step 4.

DC AS determines whether the received Avatar ID is in the UE1's Avatar ID list. If the received Avatar ID is equal to one of the Avatar ID in the UE1's Avatar ID list, Step 5 is executed. Otherwise, DC AS will send an error message to the UE1 via MF. If DC AS does not have the UE1's Avatar ID list, it retrieves the UE1's Avatar ID list from the BAR. DC AS may also check whether the token is valid.

Step 5.

DC AS sends the Avatar Representation downloading request to BAR, including parameters of token and Avatar ID.

Step 6.

BAR verifies the token provided by the DC AS. Specifically, BAR verifies the signature in the token based on the public key in the UE1's certificate. BAR checks whether the audience matches its own type, the subject is the UE1 ID and matches that in the certificate, the token is not expired. BAR also checks whether Avatar ID in the request equals to that in the token. How the BAR can obtain the UE1's certificate can be left to implementation. For example, the UE1's certificate can be issued by the operator's CA, and the BAR can obtain the UE1's certificate from the operator's CA.  
Step 7.

BAR sends the avatar representation downloading response message to the UE1 via DC AS and MF. If the verification in Step 6 is passed, the message includes the avatar representation, otherwise the message includes the error code, indicating that the token verification or the verification of the certificate fails.

Step 8.

The subsequent procedure continues.

NOTE 4:
Authorization of UE centric mode is left to implementation when both BAR and DC AS are outside the IMS network.

6.5.2.3
Peer UE centric procedure
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Figure 6.5.2.3-1: Peer UE Centric Authorization procedure for Avatar communication

Steps 0-1.
Same as Steps 0-1 in Clause 6.5.2.1. The only difference is that subject is UE2 ID, i.e., IMPU of the UE2.
Step 2.
UE1 sends the Avatar ID and token to UE2 during Avatar animation negotiation procedure.
Steps 3, 4.
UE2 sends the Avatar representation downloading request to the DC AS via MF, including parameters of token, Avatar ID, and optionally CCA. The structure the CCA can be referred to clause 13.3.8.2 of TS 33.501 [11]. CCA contains subject (UE2 ID), audience (BAR type), timestamp, and expiration time.
Step 5.

DC AS determines whether the received Avatar ID is in the UE1's Avatar ID list. If the received Avatar ID is equal to one of the Avatar ID in the UE1's Avatar ID list, Step 6 is executed. Otherwise, DC AS will send an error message to the UE1via MF and UE2. If DC AS does not have the UE1's Avatar ID list, it retrieves the UE1's Avatar ID list from the BAR. DC AS may also check whether the token is valid.

Step 6.

DC AS sends the Avatar representation downloading request to the BAR, including parameters of token and Avatar ID.

Step 7.

BAR verifies the token provided by the DC AS. Specifically, BAR verifies the signature in the token based on the public key in the UE1's certificate. BAR checks whether the audience matches its own type, the subject is the DC AS type, the token is not expired. BAR also checks whether Avatar ID in the request equals to that in the token. If additional authentication of UE2 is required, BAR checks whether the subject in the CCA matches that in the token. The verification of the CCA can be referred to clause 13.3.8.2 of TS 33.501 [11]. How the BAR can obtain the UE1 and UE2's certificate can be left to implementation. For example, the UE1 and UE2's certificate can be issued by the operator's CA, and the BAR can obtain the UE1 and UE2's certificate from the operator's CA.  
Steps 8-10.
BAR sends the avatar representation downloading response message to the UE2 via DC AS and MF. If the verification in Step 7 is passed, the message includes the avatar representation, otherwise the message includes the error code, indicating that the token verification or the verification of the certificate fails.

Step 11.
The subsequent procedure continues.


6.5.3
Evaluation

The solution addresses the requirement of KI#2 related to the access of stored Avatar representations and Avatar-IDs. The procedure proposes to use the Avatar ID list to check the validity of the Avatar ID provided by the UE, and a token with an Avatar ID for the authorization of obtaining the Avatar representation. This solution considers both network centric mode and the UE centric mode.

The solution requires DC AS to check whether the received Avatar ID is in the UE's Avatar ID list.
The solution requires UE to generate a token with an Avatar ID.

The solution requires MF to request the Avatar representation with a token and Avatar ID in the network centric mode. The solution requires DC AS to request the Avatar representation with a token and Avatar ID in the UE centric mode.

The solution requires BAR to determine whether MF is authorized to retrieve the Avatar representation by checking whether the Avatar ID in the Avatar representation downloading request is equal to the Avatar ID in the token.

The solution requires the UE to be provisioned with a certificate. The certificates are used to generate the tokens.
Editor's Note: Further evaluation is FFS.
*************** End of the 1st change ****************
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