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Comments

This pCR proposes to add conclusion for key issue #4 in TR 33.721.

Proposed Changes

* * * First Change * * * 

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.1
Conclusion on Key Issue #1

For spatial localization service authorization SEAL service authorization procedure to validate the VAL user to access the SEAL services is used as specified in TS 33.434 [4].

When CAPIF is used as specified in TS 23.434 [7], the security mechanism for CAPIF is used as specified in TS 33.122 [5]. 

7.2
Conclusion on Key Issue #2
The user information is only exposed if CCF obtains permission from the resource owner as specified in TS 33.122 [5].
Editor’s Note: Further conclusion on the reuse of user consent framework defined in TS 33.501 [6] Annex V for user privacy is FFS.
7.x
Conclusion on Key Issue #4
For authenticating a digital representation to represent a user in mobile metaverse services, ID token based on OpenID Connect 1.0 is used. The information used for authenticating the avatar is based on the binding of avatar ID and user ID in the ID token for avatar. 

For authorizating a user to use the digital representation in mobile metaverse services, OAuth 2.0 based access token is used. The information used for authorizating the user to use the avatar is based on the binding of avatar ID and user ID in the access token for requesting the mobile metaverse service.
The pre-requisite of avatar authentication and user authorization is that the user is authenticated as specified in clause 5.2 of TS 33.434 [4].

The entity, which is able to vertify the authenticity of the avatar object, is responsible for generating the ID token and access token. Whether the entity should be SEAL server (e.g. SIM-S, DA-S) or CCF is to be decided in normative phase. The binding of avatar ID and user ID in the ID token and access token is based on the linkage information between avatar and user and mapping between avatar and allowed metaverse services stored in avatar profile.
Editor’s Note: Additional conclusions is FFS.
* * * End of Change * * * 

